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Die mündliche Prüfung fand am 26.02.2021 statt.

Abstract

This work introduces a process framework for security visualization that supports the generation of an overview and the manageability of an organization’s IT, its processes, selected security-specific tasks, and the data they rely on. It also supports the generation of
knowledge for various stakeholders along with organizational knowledge generation through
knowledge transfer amongst stakeholders, and the transformation from individual into organizational knowledge. In general, it is expected that applying the Framework enhances the
security of the organization.
The Framework is built on the basis of IT management, IT security, data, and visualization
and research about stakeholder groups, existing visualization frameworks, data sources, and
occurring security visualizations. The foundation and the existing research do not only
provide the basis for the Framework but they also have shown the need to develop something
new. Two scenarios are analyzed to define requirements for the new solution. The deficits
are presented in detail and from them specific requirements are derived. These requirements
are then categorized into Functional, Nonfunctional, Security, and Quality Requirements,
and then generalized to 15 generic and transferable ones.
On this basis the Framework Integrated Visualization Process Framework for IT Security
(Vis4Sec) is designed, described, and put into practice aiming to fine-tune and improve
security. Vis4Sec consists of a Visualization Process with an Initiation, the phases Ask,
Manage Data, Visualize, Interact, and Iterations, and a Data Management Process with
the phases Define Data, Acquire Data, Analyze Data, Ensure Data Quality, and Dispose or
Reuse Data. Each of the process phases is described in detail, its objectives are stated along
with the methodical approach and the methods in detail. Vis4Sec is designed to provide
detailed instructions, to make the current status of the environment visible, and to demand
participation from its stakeholders.
Afterwards, the Framework is put into practice. One proof of concept for IT Operations
with the use cases Linux Configuration Item Database, Server Provisioning and Disposal,
and Server Monitoring exists and one for the scenario IT Security Management with its use
cases Log Management, Patch Management, and Vulnerability Management.
Besides, a brief process description and an Implementation Guideline is provided in the
Appendix in order to support the quick adaption of the Process Framework.
In addition, a new approach on vulnerability management is depicted. Only verified and
actionable vulnerabilities are reported; a tool allowing this is designed, implemented, and
has been put into practice for over more than two years. It shows promising results for
initiating vulnerability management in an organization with an active participation from its
stakeholders.
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Zusammenfassung
Diese Arbeit führt ein Prozessframework für Visualisierung von Sicherheit ein. Das Framework unterstützt die Erstellung einer Übersicht, die Handhabbarkeit der IT einer Organisation, ihrer Prozesse, ausgewählter sicherheits-spezifischer Tasks und der Daten auf denen
diese basieren. Zusätzlich unterstützt es die Erzeugung von Wissen für verschiedene Stakeholder, die organisationsweite Wissenserzeugung durch Wissenstransfer zwischen Stakeholdern, und die Transformation von individuellem zu organisationsweitem Wissen. Generell ist
zu erwarten, dass die Anwendung des entwickelten Frameworks die Sicherheit der Organisation verbessert.
Das Framework basiert auf den Grundlagen des IT-Managements, der IT-Security, auf Daten
und Visualisierung, sowie der Forschung über Stakeholder-Gruppen, existierenden Visualisierungsframeworks, Datenquellen und Sicherheitsvisualisierungen. Auf dieser Grundlage
und aus dem aktuellen Forschungsstand ergibt sich die Notwendigkeit, neue Lösungen zu
entwickeln. Um die Anforderungen an neue Lösungen zu definieren, werden zwei Szenarien analysiert. Deren Defizite werden detailliert dargestellt und es werden spezifische Anforderungen aus ihnen abgeleitet. Diese Anforderungen werden dann in die vier Kategorien Functional, Nonfunctional, Security und Quality unterteilt und zu 15 generischen
und übertragbaren Anforderungen zusammengefasst. Auf dieser Basis wird das Framework
Vis4Sec entwickelt, beschrieben und praktisch umgesetzt um die Sicherheit zu verbessern.
Vis4Sec besteht aus dem Visualisierungsprozess mit einer Initiation, den Phasen Ask, Manage Data, Visualize, Interact, und Iterations, und dem Data Management Process mit den
Phasen Define Data, Acquire Data, Analyze Data, Ensure Data Quality und Dispose or
Reuse Data. Der Ablauf dieser Prozessphasen wird beschrieben, und ihre Ziele werden
zusammen mit dem methodischen Ansatz bzw. einer detaillierten Beschreibung der Methoden vorgestellt. Vis4Sec wurde entwickelt um detaillierte Anweisungen dafür zu bieten, den
aktuellen Status der Umgebung sichtbar zu machen, und um die Beteiligung der Stakeholder
zu fördern und zu fordern. Es existiert ein Proof of Concept für IT Operations mit den Use
Cases Linux Configuration Item Database, Server Provisioning and Disposal und Server
Monitoring, und einer für das Szenario IT Security Management mit seinen Use Cases Log
Management, Patch Management und Vulnerability Management.
Im Anhang findet sich eine Kurzfassung der Prozessbeschreibung und eine Implementation
Guideline, um eine schnelle und einfache Umsetzung des Prozessframeworks zu ermöglichen.
Zudem wird ein neuer Ansatz für Schwachstellenmanagement vorgestellt. Nur verifizierte
und behebbare Schwachstellen werden berichtet. Dazu wurde ein Tool entwickelt, implementiert und über einen Zeitraum von mehr als zwei Jahren in der Praxis erprobt und genutzt.
Es zeigt vielversprechende Ergebnisse bei der Einführung von Schwachstellenmanagement
unter aktiver Beteiligung der Stakeholder.
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Natürlich auch danke an die (Mit-)Gemeinten für das Erinnern an das Leben und das DaSein über die vergangenen und auch zukünftigen Jahre.

0

Aus ”Die unendliche Geschichte” von Michael Ende.

9

Contents
1 Introduction
1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
1.2 Research Issues . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
1.3 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
2 Foundation: IT Management, IT Security, Data, and Visualization
2.1 IT Management . . . . . . . . . . . . . . . . . . . . . . . . . . . .
2.1.1 Integrated Management Architecture . . . . . . . . . . . .
2.1.2 Stakeholders . . . . . . . . . . . . . . . . . . . . . . . . .
2.1.3 Information Technology Service Management . . . . . . .
2.2 IT Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
2.2.1 Protection Goals . . . . . . . . . . . . . . . . . . . . . . .
2.2.2 IT Security Management Framework . . . . . . . . . . . .
2.2.3 System Development Life Cycle . . . . . . . . . . . . . . .
2.3 Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
2.3.1 Foundation . . . . . . . . . . . . . . . . . . . . . . . . . .
2.3.2 Data Sources and Data Quality . . . . . . . . . . . . . . .
2.3.3 Data Management . . . . . . . . . . . . . . . . . . . . . .
2.4 Visualization . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
2.4.1 Foundation of Visualization . . . . . . . . . . . . . . . . .
2.4.2 Visualization Generation . . . . . . . . . . . . . . . . . . .
3 Related Work
3.1 Stakeholder Groups . . . . . . . . . . . . . . . . . . . . .
3.1.1 IT Operations Personnel . . . . . . . . . . . . . .
3.1.2 IT Security Personnel . . . . . . . . . . . . . . .
3.1.3 IT Security Management . . . . . . . . . . . . .
3.2 Visualization Framework . . . . . . . . . . . . . . . . . .
3.2.1 Ware’s Visualization Process . . . . . . . . . . .
3.2.2 Fry’s Visualization Process . . . . . . . . . . . .
3.2.3 Marty’s Visualization Process . . . . . . . . . . .
3.2.4 Balakrishnan’s Security Visualization Process . .
3.2.5 Burkhard’s Knowledge Visualization Framework
3.3 Data Sources . . . . . . . . . . . . . . . . . . . . . . . .
3.3.1 Log Data . . . . . . . . . . . . . . . . . . . . . .
3.3.2 Vulnerability Data . . . . . . . . . . . . . . . . .
3.4 Security Visualizations . . . . . . . . . . . . . . . . . . .
3.4.1 Process-based . . . . . . . . . . . . . . . . . . . .
3.4.2 Network Security . . . . . . . . . . . . . . . . . .
3.4.3 Vulnerabilities . . . . . . . . . . . . . . . . . . .

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

1
2
3
6

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

9
10
10
11
13
15
15
16
18
20
20
22
26
29
29
36

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

43
44
45
47
49
51
51
52
53
53
54
56
57
58
62
63
65
67

11

Contents
3.5

Conclusion from the Literature . . . . . . . . . . . . . . . . . . . . . . . . . .

69

4 Requirements Analysis for IT Operations and IT Security Management
4.1 Scenarios . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
4.1.1 A Higher Educational Institutions Data Center . . . . . . . .
4.1.2 A Medium-Sized Company . . . . . . . . . . . . . . . . . . .
4.1.3 Use Cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
4.2 Scenario: ‘IT Operations: Server SDLC’ . . . . . . . . . . . . . . . .
4.2.1 Use Case: ‘Linux Configuration Item Database’ . . . . . . . .
4.2.2 Use Case: ‘Server Provisioning and Disposal’ . . . . . . . . .
4.2.3 Use Case: ‘Server Monitoring’ . . . . . . . . . . . . . . . . . .
4.3 Scenario: ‘IT Security Management’ . . . . . . . . . . . . . . . . . .
4.3.1 Use Case: ‘Log Management’ . . . . . . . . . . . . . . . . . .
4.3.2 Use Case: ‘Patch Management’ . . . . . . . . . . . . . . . . .
4.3.3 Use Case: ‘Vulnerability Management’ . . . . . . . . . . . . .
4.4 Requirements of the Scenarios . . . . . . . . . . . . . . . . . . . . . .

.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.

71
. 71
. 72
. 73
. 73
. 74
. 74
. 81
. 89
. 92
. 92
. 95
. 98
. 101

5 Visualization Process Framework for IT Security
5.1 The Visualization Process . . . . . . . . . . .
5.1.1 Initiation . . . . . . . . . . . . . . . .
5.1.2 Question Phase . . . . . . . . . . . . .
5.1.3 Data Management Phase . . . . . . .
5.1.4 Visualization Phase . . . . . . . . . .
5.1.5 Interaction Phase . . . . . . . . . . . .
5.1.6 Iterations . . . . . . . . . . . . . . . .
5.2 The Data Management Process . . . . . . . .
5.2.1 Data Definition Phase . . . . . . . . .
5.2.2 Data Acquisition Phase . . . . . . . .
5.2.3 Data Processing Phase . . . . . . . . .
5.2.4 Data Quality Ensurance Phase . . . .
5.2.5 Data Disposal or Reuse Phase . . . . .
5.3 Contribution of the Process Framework . . .
5.3.1 Demarcation to Existing Processes . .
5.3.2 Fulfillment of Requirements . . . . . .

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

109
112
113
120
122
124
128
132
135
136
141
144
146
149
153
156
159

.
.
.
.
.
.
.
.
.
.
.

167
168
168
172
172
172
173
174
175
176
177
179

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

6 Proof of Concept: IT Operations: Server SDLC
6.1 Use Case: ‘Linux Configuration Item Database’
6.1.1 Initiate . . . . . . . . . . . . . . . . . .
6.1.2 Define Question . . . . . . . . . . . . . .
6.1.3 Manage Data . . . . . . . . . . . . . . .
6.1.4 Define Data . . . . . . . . . . . . . . . .
6.1.5 Acquire Data . . . . . . . . . . . . . . .
6.1.6 Process and Analyze . . . . . . . . . . .
6.1.7 Ensure Data Quality . . . . . . . . . . .
6.1.8 Dispose or Reuse . . . . . . . . . . . . .
6.1.9 Visualize . . . . . . . . . . . . . . . . .
6.1.10 Interact . . . . . . . . . . . . . . . . . .

12

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.

Contents

6.2

6.3

6.4

6.1.11 Iterate . . . . . . . . . . . . . . . . . . .
Use Case: ‘Server Provisioning and Disposal’ .
6.2.1 Initiate . . . . . . . . . . . . . . . . . .
6.2.2 Define Question . . . . . . . . . . . . . .
6.2.3 Manage Data . . . . . . . . . . . . . . .
6.2.4 Visualize . . . . . . . . . . . . . . . . .
6.2.5 Interact . . . . . . . . . . . . . . . . . .
6.2.6 Iterate . . . . . . . . . . . . . . . . . . .
Use Case: ‘Server Monitoring’ . . . . . . . . . .
6.3.1 Initiate . . . . . . . . . . . . . . . . . .
6.3.2 Define Question . . . . . . . . . . . . . .
6.3.3 Manage Data . . . . . . . . . . . . . . .
6.3.4 Visualize . . . . . . . . . . . . . . . . .
6.3.5 Iterate ‘Server Monitoring’ . . . . . . .
Fulfilled Requirements Scenario ‘IT Operations’

7 Proof of Concept: IT Security Management
7.1 Use Case: ‘Log Management’ . . . . . .
7.1.1 Initiate . . . . . . . . . . . . . .
7.1.2 Define Question . . . . . . . . . .
7.1.3 Manage Data . . . . . . . . . . .
7.1.4 Define Data Model . . . . . . . .
7.1.5 Acquire Data . . . . . . . . . . .
7.1.6 Process and Analyze . . . . . . .
7.1.7 Ensure Data Quality . . . . . . .
7.1.8 Dispose or Reuse . . . . . . . . .
7.1.9 Visualize . . . . . . . . . . . . .
7.1.10 Interact . . . . . . . . . . . . . .
7.1.11 Iterate . . . . . . . . . . . . . . .
7.2 Use Case: ‘Patch Management’ . . . . .
7.2.1 Initiate . . . . . . . . . . . . . .
7.2.2 Define Question . . . . . . . . . .
7.2.3 Manage Data . . . . . . . . . . .
7.2.4 Visualize . . . . . . . . . . . . .
7.2.5 Interact . . . . . . . . . . . . . .
7.2.6 Iterate . . . . . . . . . . . . . . .
7.2.7 Further Iterations . . . . . . . .
7.3 Use Case: ‘Vulnerability Management’ .
7.3.1 Initiate . . . . . . . . . . . . . .
7.3.2 Define Question . . . . . . . . . .
7.3.3 Manage Data . . . . . . . . . . .
7.3.4 Define Data Model . . . . . . . .
7.3.5 Acquire Data . . . . . . . . . . .
7.3.6 Process and Analyze . . . . . . .
7.3.7 Ensure Data Quality . . . . . . .
7.3.8 Dispose or Reuse . . . . . . . . .
7.3.9 Visualize . . . . . . . . . . . . .

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

179
183
183
185
185
186
186
187
189
189
192
192
193
193
195

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

197
197
198
200
200
200
201
201
203
203
204
205
205
209
209
212
212
214
216
217
218
222
222
224
224
225
226
227
228
229
230

13

Contents

7.4

7.3.10 Interact . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 231
7.3.11 Iterate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 232
Fulfilled Requirements Scenario ‘IT Security Management’ . . . . . . . . . . . 236

8 Conclusion and Contribution
8.1 Conclusion . . . . . . .
8.2 Research Issues . . . . .
8.3 Challenges . . . . . . . .
8.4 Future Research . . . .
8.5 Contribution . . . . . .

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

237
237
239
241
243
244

Appendix
A
Overview of the Framework Vis4Sec
A.1
Initiation . . . . . . . . . . .
A.2
The Question Phase . . . . .
A.3
The Data Management Phase
A.4
The Visualization Phase . . .
A.5
The Interaction Phase . . . .
A.6
Iterations . . . . . . . . . . .
B
Implementation Guideline . . . . . .

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

.
.
.
.
.
.
.
.

247
247
247
248
248
249
249
249
250

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

.
.
.
.
.

Acronyms

251

List of Tables

255

List of Figures

257

Bibliography

261

14

1 Introduction
Daily life depends more and more on smart devices, laptops, desktop computers, the support
and functionality they provide and the technology behind it. This spreading of technology
and its dispersiveness in (almost) all areas of life increases the dependance on and Information Technology (IT)’s importance for society. Enterprises, businesses, and organizations
almost completely rely on their IT.
The complexity of IT and its management increases constantly because of the more and
more complex and stronger interconnected and depending services. This not only makes
IT management more relevant, but also more difficult because the more complex an infrastructure is, the more difficult it is to manage. In addition, an infrastructure that is hard to
manage is even harder to secure and to keep secure.
Nevertheless, the need for IT security also increased with the relevance and use of IT – illustrative examples are the availability of the service email or the confidentiality of a password
database. In recent years, many accounts of security breaches have become public and even
made it into the headlines, which must be seen as an indicator for security being a relevant
topic in itself, but also for security being a relevant topic where things go wrong. More
and more security breaches are recognized as a threat to organizations, companies, and the
public. In many countries regulations are put into place.
Protecting the business against breaches and being compliant to legal regulations requires an
IT security management that creates the basis for well structured Information Technology
operations (IT operations) and Information security practices. The IT of an organization has
often grown over time and as consequence IT operations are often purely managed, which
leads to missing data, overview, and management of the IT. IT personnel differs from the
typical management personnel and often opposes the idea of being managed. Therefore, an
incentive and a benefit for the IT personnel should be generated to introduce a working
system and to trigger organizational change.
Figure 1.1 shows the procedural model of this chapter which introduces the motivation and
research issues of the following work and concludes with the thesis outline.

Figure 1.1: Chapter 1: ‘Introduction’
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1.1 Motivation
“. . . security is only as good as its weakest link, and people are the weakest link
in the chain.”
Bruce Schneier
Passwords and password policies are a well-known example for securing a system with high
costs on the user.1 They also show that one depends on the other and that stricter security
policies often lead to less usability and also to less secure behavior and in consequence to
less secure systems.
Generating passwords that meet strict password policies is a non-trivial interruption of
user activities, remembering and resetting them involves effort and delay. So users tend
to circumvent the policies. They often reuse them, recycle old passwords with a minimal
change, or write them down, which puts the security of the system at risk. This illustrates
that password policies have to take the cost for the user into account. This generally applies
to all (security) tasks involving users. At this point the usability of the system comes into
consideration – to be secure a system not only has to be secure, but also usable.
Furthermore, it is crucial to keep in mind that IT and even more IT security exist to enable
the business; they are no end in themselves. Therefore, users do not have security as their
goal in mind. For example, the customer of an online store wants to buy a book and uses the
website to place his or her order; they have a goal (item) in mind and the task (to place an
order) and they use the technology (web browser) to reach that goal. They are confronted
with security measures such as authentication (username and password) and authorization
(e.g. transaction number). In that moment choosing, remembering, and securing a good
password is not his or her goal. The goal is to buy a book. Therefore, security must not be
in the hand of the user because they have different goals and not security in mind and they
often lack the technical knowledge and affinity to handle it.
Not only is this a challenge, but also an approach to the solution. The people, who understand and provide the technology, have to implement as much usable security as possible.
So, it is important that IT operations personnel value, implement, and enforce security.
Otherwise security will not be implemented properly, it will be circumvented during setup
or deployment by the system administrator (sysadmin) or it will be forgotten as soon as
the system is in operation, where only keeping it up and running seems important. Many
sysadmins think about security just as regular users do. Quite often they think that they
have more demanding work to do than fulfilling the “additional” security tasks. They rather
put this kind of work aside. Implementing, maintaining, and managing systems securely
increases the workload, complexity, and interdependence. Complying with security requirements, performing tasks securely, and implementing security-specific systems and tasks, is
time intensive and requires security knowledge. In addition, sysadmins show a lack of motivation to do so. As long as no incident occurs, they have no obvious reason to secure the
network, the devices, or access.
No matter what, it is their duty to handle IT security. It is not only an integral part of
their job to provide properly working systems, but they are also the most tech savvy people,
the ones who deal with the technology, and the ones who have the knowledge about the
technology. For example, server security depends upon keeping track of the servers, a secure
installation of the operating system, minimizing the attack surface by removing unnecessary
1
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packages, disabling unneeded services and closing unnecessary ports, keeping software up to
date, managing the access to the servers, and their disposal.
Sysadmins need to understand the importance of these tasks. They have to be supported in
order to provide a secure system. Otherwise, there will not be any systems without breakins, no systems where the confidential information is protected and where information and
services are integer and available. In addition, IT security cannot be implemented in just a
few hours after a break-in and put aside with a note saying ‘done’ on it – IT security has to
be lived; it is a process that needs continuous improvement.2
In general, IT operations personnel are confronted with huge text files such as system configuration files, system and application log files, and this is extremely difficult to handle for
the human brain. In addition, data from differing sources and of different formats has to be
processed. Building an adequate mental model of the processes, recognizing patterns, and
finding outliers is not trivial in this representation. Typical sysadmin tools are not designed
with usability aspects in mind and are therefore not easy to use. Learning how to use them
and memorizing their usage is hard and often the existing tools only support a fraction of the
requirements IT operations personnel have. In sum, they are less helpful than they could be.
The solution to this is to prepare the existing data before it is presented to the IT operations
personnel and make their work easier.
For example, when it comes to logging, they have to extract data from log files for monitoring, error analysis, and security-related tasks regularly. But each system, each server, each
hardware component, each piece of software, and each task performed, produces a log entry.
Thus, a huge amount of files in proprietary formats exists. Log files are hard to handle
and difficult to analyze because of their sheer size – gigabytes or even terabytes of newly
generated data each day – consisting of single entries, separate lines, sequentially ordered
and in various formats. They easily cause an information overflow many sysadmins cannot
cope with and so they do not use their log files or at least not proactively. Visualization and
reports could be a means to provide better guidance, and they or at least their preparation
can guide through the sheer jungle of data.

1.2 Research Issues
This work has professional IT as its area of research. It does neither research devices nor
software nor the use of a specific software, and it also does not investigate end user questions. Instead it researches the infrastructure that provides and supports business systems,
the infrastructure that is necessary to provide a service like a website, email or a database
and the security aspects of its management and the processes necessary to do so. It builds
upon IT management frameworks, IT security guidelines and recommendations such as Information Technology Service Management (ITSM), ISO/IEC norms and National Institute
of Standards and Technology (NIST) publications.3
The objective of this work is to research how stakeholder groups, especially IT operations, IT
security, and IT management can improve the security of their infrastructure. This means
in detail how to administer an environment with many systems, to implement, operate,
2
3

According to ‘The Process of Security’, Schneier in [115].
ITIL Service Operation [103], DIN ISO/IEC 27000 [74], and NIST SP 800-53 [43], NIST 800-64 [79],
NIST SP 800-92 [77] or NIST SP 800-123 [114].
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maintain, and dispose of systems and how to configure and how to manage them according
to security standards. It also researches whether and how visualization can enhance the
security of an organization.
The issues of this research – overview and manageability, knowledge and organizational
knowledge generation, and improvement – are shown in Figure 1.2.

Figure 1.2: Research issues of this work
The following issues are researched in this work:
a) How can getting an overview of an organization’s IT, processes, the state
of security-specific tasks, and the data they are based upon be supported?
How can their manageability be improved?
During daily work the ad hoc tasks are carried out and often urgent tasks have to be
handled. This easily leads to a constellation where the overview is neglected and so
support in generating one is required. The amount of data organizations have to deal
with is quite huge and the data is heterogeneous. In most cases, extracting relevant
pieces from it is not trivial but it is also not enough, because an understanding of the
environment and complex interrelationships is necessary. Therefore, a well chosen selection and intuitive representation is required, one that defines the relevant information
and makes it easy to access.
In this work will be researched what is organizationally required to select the relevant
data, to provide the relevant overview of its IT, its processes, and its state of security.
Visualization and the generation of reports will be researched as one method to generate
the overview and to reduce the time and effort the stakeholders have to put into using
and putting the results of the overview into practice. It will also be researched how to
make the overview a regular part of the daily work and how to use it to improve the
management and manageability of the organization’s IT and how to make it part of the
continuous improvement.
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b) How can knowledge for IT operations, IT security practitioners, and IT security management be generated?
Relevant processes that make the organization work are lived by their stakeholders and
they have to be firm in the organization-specific processes and they need to have expert
knowledge in the technical areas they handle – this is especially true for IT and probably
even more for IT security. So the organization depends highly on the knowledge of their
stakeholders and this makes it a crucial question of how this individual knowledge can
be generated.
In this work will be researched how knowledge generation on an individual level for
the selected stakeholder groups IT operations, IT security practitioners and IT security
management can be generated, especially for the security relevant processes, tasks, and
topics.
c) How can knowledge be transferred amongst stakeholders and how can individual knowledge be transformed into organizational knowledge?
Individual knowledge is mostly informal. This means, for example, that some sysadmin
knows how to access a server, but only he or she knows and it is not documented and so
it is not repeatable for others and it is not part of the organizational knowledge. This
makes it difficult to have a proper substitute, to delegate tasks, and it is also a risk for
any organization because the (undocumented) knowledge of a single employee is a single
point of failure.
In this work will be researched how to support the transfer of knowledge from one individual to others and how to generate processes that support this knowledge transfer.
It will also be researched how to transform the individual knowledge into organizational
knowledge and how to generate the tasks for building a learning and knowledge generating environment.
d) How can the processes and the overall security of an organization be improved? How can IT operations tasks be more satisfying?
How can automation be supported?
IT operational tasks have to be performed on a regular basis. It often seems to be a
never-ending duty without a measure of success. This is not satisfying because people
seek to finalize a task, they require closure. They also require feedback, but often only
negative feedback is received, if any at all. Because for example, keeping the assets up
to date, disposing of unneeded servers, monitoring the patch state, or maintaining user
access control are tasks that rarely provide closure per se. Hence another way or an
enhancement that provides closure has to be found to make the tasks more fulfilling. It
could also be beneficial for the satisfaction of the stakeholders if tasks that are easy to
repeat but pose a high workload, are automated.
In this work will be researched how closure and finalization can be provided for IT operational tasks to improve the satisfaction they provide.
In this work will also be researched if it is sufficient to support automation to properly
define processes, to formalize tasks to allow repeatability, and if the standardization of
formats and the definition of tasks and processes supports automation.
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1.3 Thesis Outline
This section sums up the single chapters and provides an overview of the overall work, which
is illustrated in Figures 1.3 and 1.4.

Figure 1.3: Procedural model of Chapter 1 to 4
Chapter 1 ‘Introduction’ presents the topic, explains the motivation for the research, and it
also states goals and the scientific contributions together with the research issues, and finally
gives an overview of the following chapters.
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1.3 Thesis Outline

Figure 1.4: Procedural model of Chapter 5 to 8
The foundation Chapter 2 ‘Foundation: IT Management, IT Security, Data, and Visualization’, starting on page 9, introduces relevant terms and concepts of IT management, IT
security, data, and visualization – the four fields of this work. It provides the terminology
and concepts used in this work. In addition, it shows the benefits of visualization and introduces guidelines and classifications that help generating useful visualizations.
Chapter 3 ‘Related Work’, starting on page 43, introduces the state of the art. It classifies
the literature into research on stakeholder groups, the visualization framework, data sources,
and security visualizations. It describes exemplary approaches and provides the remaining
knowledge for the following scenario descriptions and possible improvements in each of the
sections.
Chapter 4 ‘Requirements Analysis for IT Operations and IT Security Management’, starting
on page 71, describes the scenarios ‘IT Operations: Server System Development Life Cycle
(SDLC)’ and ‘IT Security Management’ with three use cases each. Deficits are derived from
the use cases and generalized to requirements following the knowledge from the previous
chapters.
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Chapter 5 ‘Visualization Process Framework for IT Security’, starting on page 109, describes
the newly developed Process Framework Vis4Sec. It consists of the Visualization Process
with an extensive Data Management Phase that could also be used on its own as a Data
Management Process (DMP).
Chapter 6 ‘Proof of Concept: IT Operations: Server SDLC’, starting on page 167, provides
prototypical implementation examples for the IT operations use cases and
Chapter 7 ‘Proof of Concept: IT Security Management’, starting on page 197, provides
prototypical implementation examples for the IT security management use cases stated in
Chapter 4.
Chapter 8 ‘Conclusion and Contribution’, starting on page 237, provides the conclusion of
this thesis, thus pointing out further work and visions. It also states its contribution, and
describes challenges and limitations encountered during the research.
The Appendix 8.5, starting on page 247, provides a brief overview of the Framework for a
quick adaptation and an Implementation Guideline on a single page to support this quick
adaptation.
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2 Foundation: IT Management, IT Security,
Data, and Visualization
This chapter establishes the foundation and the reference frame, divided into multiple sections as this work relies on concepts and ideas from various areas of computer science –
Information Technology management (IT management), IT security, Data (Science) and
Human Computer Interaction (Visualization). It consists of the four sections IT management, Information Technology security (IT security), data, and visualization shown in the
procedural model of this chapter in Figure 2.1. The same sections are used to structure the
literature review in Chapter 3, starting on page 43.

Figure 2.1: Chapter 2: ‘Foundation: IT Management, IT Security, Data, and Visualization’
The four sections are introduced below. The topic of this work states that IT security and
visualization are central. Knowledge about security is required to enhance security and a
well defined IT management is the basis for IT security. Data and knowledge about it is
the basis for visualization; they build upon each other. Each of the sections comprises introducing concepts and terms, provides details for selected topics and introduces relevant
challenges in that field. In addition, relevant concepts and ideas from the foundation are
used to structure the remainder of this work, to state requirements, and to build Vis4Sec.
The section about IT management introduces the Integrated Management Architecture
(IMA), defining an information model (data), organization model (stakeholders), a communication model (visualization as means of interaction between user groups), and a function
model (IT security). It also introduces stakeholders such as IT operations personnel and IT
security. Furthermore, IT management and its procedural life cycle character is introduced.
Regarding the protection goals, the section on IT security introduces not only the best
known ones – confidentiality, integrity, and availability – but also the lesser known ones such
as accountability or non-repudiation. It also introduces the exemplary frameworks – DIN
ISO/IEC 27001 (DN ISO/IEC 27001) and the Center for Internet Security Critical Security
Controls (CSC)– that show how to handle organizational security. Finally, the SDLC and

9

2 Foundation: IT Management, IT Security, Data, and Visualization
security considerations for it are introduced as a further exemplary approach.
The section on data introduces the terms data, information, and knowledge. It then describes
data sources, their attributes, and data quality. Finally, data management, its challenges,
and data analysis are introduced.
The section on visualization gives an overview of physiological and psychological basics of
visualization, defines visualization, presents its disciplines and purpose. Then, it introduces
a quality definition of information visualization, presents typical challenges of information
visualization, and in a final step differentiations and guidelines for visualization generating
are presented.

2.1 IT Management
This section describes the relevant IT management concepts: the Integrated Management Architecture (IMA), stakeholders, and Information Technology Service Management (ITSM).
The IMA is introduced because it is an approach to understand systems and characteristics
independent of manufacturers, which is crucial in heterogeneous environments.
The stakeholders provide the knowledge about the users and user groups involved.
ITSM with its service orientation, its focus on processes and continual improvement provides
the basis for a process approach.

2.1.1 Integrated Management Architecture
In this section the terms management and management architecture are defined and its
components – the information model, the organization model, the communication model,
and the function model – are introduced.4
Definition 1 (Management)
Management is the regulation and monitoring of locally distributed resources.
Definition 2 (Management Architecture)
A management architecture is a specific instantiation of all necessary system and manufacturer independent characteristics, which realizes an integrated management in distributed heterogeneous environments.
The management architecture follows either an isolated, a coordinated, or an integrated
approach, described in the following:
- Isolated, where independent tools are created for different management problems. The
tools work autonomously on the basis of independent data and independent interfaces.
- Coordinated, where isolated tools are combined and offer a complementary range of
functions. The output of one tool is the input for another tool.
- Integrated, where the components deliver manufacturer independent information. This
information has standardized rules for data syntax and semantics and is accessible by
defined interfaces and protocols. The following attributes are defined regardless of the
manufacturer:
4

Here and in the following according to Hegering et al. [64, 7,97-100].
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Information Model:

description of managed objects

Organization Model:

organizational aspects, roles, and forms of cooperation

Communication Model:

description of communication regarding management

Function Model:

structure of management functionality

Figure 2.2 shows the levels of integrated management. The box marks the systems and the
information management level where this work is positioned.

Figure 2.2: Levels of integrated management according to Hegering et al. [64, 7]
The integrated approach is kept in mind when structuring the literature and when analyzing
the scenarios and stating the requirements. This method is used because the use cases
take place in heterogeneous environments and those are much more common and also more
complex to handle than homogeneous ones. Furthermore, it is crucial for Vis4Sec as a
Visualization Process Framework for security to be manufacturer independent and as general
as possible.

2.1.2 Stakeholders
“Companies spend millions of dollars on firewalls, encryption, and secure access
devices and it’s money wasted because none of these measures address the weakest
link in the security chain: the people who use, administer, operate and account
for computer systems that contain protected information.”
Kevin Mitnick
This section defines the term stakeholder and introduces typical stakeholder groups.
Technology and especially interfaces and visualizations are always directed towards a user
group. Ideally those users benefit from the technology. But to benefit from it, the user
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group and their requirements have to be known. So it is crucial to know the stakeholders
of a process, a tool or a developed visualization. Visualizing data and especially securityrelated data is more crucial in medium and large sized organizations, because they are more
complex with all their different departments, roles and lots of data.
‘Stakeholder’ stems from project management; over the last years it has become common in
other areas as well.
Definition 3 (Stakeholder )
“The term stakeholder is used as a general term to describe individuals, groups, or
organizations that have an interest in the project and can mobilize resources to affect
its outcome in some way.”5

Stakeholder Groups
Stakeholder-specific data visualization needs knowledge about the goals, tasks, and requirements of the stakeholder group. For example, the goals and tasks of IT operations personnel,
security personnel, and IT management in their daily work differ. The sheer amount of log
files has to be filtered according to the stakeholders’ needs. IT operations personnel need
the information about a kernel crash or a hardware error and security personnel are the ones
to notify about events related to access control.
Reports, visualization, or other tools have to provide domain-specific support to be beneficial.
Otherwise, they would be too generic and without any practical use. Therefore, stakeholders
are taken into account and visualization is designed according to their functional roles. The
following three stakeholder groups IT operations personnel, IT security personnel, and IT
management are described in detail, because they are highly relevant for this. An extensive
research of security policy stakeholders is done in Maynard et al. [93].
- Sysadmins – also called IT operations (personnel) or Information and Communications
Technology (ICT) specialists – configure, maintain, and provide the IT systems and services. They are expert users with highly detailed knowledge of single systems, or lots of
systems to administrate and of specific needs in terms of complexity, collaboration, and
risk. Their main focus is on keeping the systems up and running, but not on the updating. This group requires frequent reports with technical details about the systems’
configuration.
- Security personnel – also called IT security personnel, security practitioners, or security
specialists – focus on the security of the IT systems and the infrastructure. Due to the
high rate of ongoing changes, they have to deal with more complexity than system administrators and the trade-off between usability, security, and costs in combination with a
very broad internal and external scope. They mostly occupy a position in between since
IT security often depends on management’s commitment and system administrators’ cooperativeness. This group requires frequent reports providing an overview, but also details
answering security-related questions.
- Business unit representatives are, for example, group managers, system, resource, information, data owners or providers. They also have a position in between – as they handle
5

Smith [120].
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technical and management tasks. They also often see security as an additional burden und
lack the knowledge of it and in consequence avoid the topic.
- IT management – also called executive or middle management – are usually businessdriven, and mainly responsible for making high-level decisions. So they need generalizing
abstraction from the technical aspects, but information that allows them to make informed
decisions based on correct data. This group requires infrequent reports in form of a highlevel management view displaying Key Performance Indicators (KPIs).
The tasks and goals of the three stakeholder groups differ. Management and IT operations
personnel pursue conflicting goals. In many use cases, IT security personnel have a position
in-between as they depend on both. They require management support and IT operations
personnel cooperation. The stakeholder groups and their specific attributes are described in
Section 3.1, starting on page 44 of the literature review. An extensive research of security
policy stakeholders is done in Maynard et al. [93].

2.1.3 Information Technology Service Management
The management terms and specifications from ITSM based on Information Technology
Infrastructure Library (ITIL) are mandatory for IT management discussions, so a short
definition of terms and management processes is given in this section. The terms process,
configuration item, configuration record, Configuration Management Database (CMDB),
and domain-specific CMDB will be defined below.
Definition 4 (Process)
A process is a structured set of activities designed to accomplish a specific objective. A
process takes one or more defined inputs and turns them into defined outputs.6
Measurability, specific results, and responsiveness to
specific triggers are exemplary characteristics of processes. The Plan-Do-Check-Act Cycle (PDCA Cycle), also called Deming Cycle, shown in Figure 2.3 is
often applied by process-based quality management
systems.
”Plan: Establish the objectives and processes necessary to deliver results in accordance with customer
requirements and the organization’s policies.
Do: Implement the processes.
Check: Monitor and measure processes and product
against policies, objectives and requirements for the
product and report the results.
Figure 2.3: The Deming Cycle
Act: Take actions to continually improve process performance.” 7
An important element of the newly designed Process Framework Vis4Sec is the iterative
improvement following the Deming Cycle. To provide a glance at ITSM relevant terms for
Configuration and Asset Management are introduced and in addition, the relevance of asset
management for IT security is highlighted.
6
7

ITIL Service Operation [103, 20].
Ibidem, [103, 245f].
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Configuration and Asset Management
Knowledge about the status and the configuration of the IT is the foundation for system
administration and IT security in general.
The knowledge about the existing devices and their state is crucial because the sysadmin
needs to know which devices exist as they have to be administered properly to assure their
secure operations. It sounds trivial, but already in 1997 when the complexity was only a
small percentage of today’s, keeping track of machines was identified as the hardest problem
sysadmins had with configuration tasks. Even then, they realized that it is much easier to
keep servers updated if a complete and up-to date list of them exists.8 The constant changing
of the systems, their state, their operating system, firmware, and applications makes it a
challenging and especially demanding task in a heterogeneous and complex environment.
The ITIL 4 definitions for configuration item, configuration record, CMDB, and domainspecific configuration management database are as follows.
Definition 5 (Configuration Item)
“Any component that needs to be managed in order to deliver an IT service.”9
Definition 6 (Configuration Record )
“A record containing the details of a Configuration Item (CI). Each configuration record
documents the lifecycle of a single CI. Configuration records are stored in a configuration
management database.”10
Definition 7 (Configuration Management Database (CMDB))
“A database used to store configuration records throughout their lifecycle. The CMDB
also maintains the relationships between configuration records.”11
Definition 8 (Domain-Specific Configuration Management Database )
A database that is used to store configuration records throughout their life cycle for a
domain. A domain-specific form of CMDB only storing the attributes of one domain.12

Conclusion: Foundation about IT management
The Visualization Process Framework is geared towards the PDCA Cycle and the process
character stems from it. The iterations of the process run follow the stepwise refinement
of the IMA and the continual improvement idea from the ITSM. The IMA with its four
models is used to structure the state of the art researched in the following chapter about
the related literature. The basic stakeholder definitions are crucial in the use case analysis
and for the instantiated process runs. The ITSM processes provide further information on
how to structure a specific process. The stakeholders and the management process are used
for the classification of the environment described in Chapter 5, Section 5.1.1, starting on
page 113.
8

According to Evard [37, 184].
ITIL Foundation ITIL 4 [76, 236].
10
Ibidem, [76, 237]
11
Ibidem, [76, 236].
12
Own definition.
9
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2.2 IT Security
“Many security issues are caused by wrong security decisions being taken on the
basis of incomplete knowledge or misunderstanding of the security domain.”
Shon Harris

This section defines ‘Risk’, ‘Vulnerability’, and ‘Control/Countermeasure’; it introduces the
protection goals of IT security, IT security management frameworks such as CSC, DIN
ISO/IEC 27001, the SDLC, and security considerations for the SDLC.
The protection goals provide a common idea what information security has to achieve.
The CSC, DIN ISO/IEC 27001, and the SDLC are exemplary guidelines and norms that
show how to manage information security on an organizational level.

2.2.1 Protection Goals
The best known protection goals of IT security are confidentiality, integrity, and availability,
also called CIA triad. They are highly relevant, but further goals such as authenticity and
non-repudiation exist as well and are relevant for some scenarios, too. Multiple reasons for
the addition of further protection goals exist and Cherdantseva et al. identified diversification
– meaning that IT security research and practice is part of many other fields and utilizes
methods and knowledge from them – and deperimeterization – outlining the ”shift from
closed isolated IT environments to open interconnected environments.” 13 Their enhanced
list – similar to the ones given in the DIN ISO/IEC 27001 standard – follows below:
“Accountability

. . . to hold users responsible for their actions . . .

Auditability

. . . to conduct persistent, nonbypassable monitoring of
all actions performed by humans or machines within the
system

Authenticity

. . . to verify identity and establish trust in a third
party and in information it provides

Availability

. . . ensure that all system’s components are available and
operational when they are required by authorised users

Confidentiality

. . . ensure that only authorised users access information

Integrity

. . . ensure completeness, accuracy and absence of
unauthorised modifications in all its components

Non-repudiation . . . to prove (with legal validity) occurrence/nonoccurrence of an event or participation/non-participation
of a party in an event
Privacy

. . . obey privacy legislation and it should enable
individuals to control, where feasible, their personal
information (user-involvement)”14
Cherdantseva et al.

13
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Cherdantseva et al. [22, 2].
Ibidem, [22, 7].
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These protection goals have to be ensured. This includes risk management where threats
have to be analyzed, and according to a risk analysis, risk is mitigated, avoided, transferred,
or accepted. For example, risk mitigation implements countermeasures to minimize the risk
of a successful attack.

2.2.2 IT Security Management Framework
Various norms and recommendations to manage and enhance Information security exist.
The DIN ISO/IEC 27001 and the CSC are introduced as exemplary ones to illustrate their
structure and objectives. Helpful terms to understand the descriptions are risk, security
control, and vulnerability which are briefly explained in the following. This work is part of
information security and deals mainly with organizational and computer security, referred
to as IT security in this thesis.
From a business point of view value, risk, and economic costs are measured. The value
determines the worth of the assets to the business and of the business itself. Risk involves
compliance, the organization’s structure and image, and its risk tolerance. “Economic drivers
determine productivity impact, competitive advantage, and system cost.” 15
Risk management, including asset management, a definition of value and risk, and knowledge
about the possible impact are necessary to weigh threats and implement controls to manage
information security. The general approach is to identify the risks to the information values
of the organization and to manage them. One approach to managing a risk is to minimize
it through the implementation of controls.
Definition 9 (Risk )
“Risk refers to uncertainty about and severity of the consequences (or outcomes) of an
activity with respect to something that humans value.”16
Definition 10 (Vulnerability )
A vulnerability is a weakness or the lack of a countermeasure.17
A vulnerability exposes an organization to possible damages. Reasons can be an out of date
operating system, unpatched software, a service running on a server, an open port on a
firewall, an unrestricted wireless access point or lax physical security that allows anyone to
enter a server room.
Definition 11 (Threat)
A threat is “The danger of a threat agent exploiting a vulnerability.”18
Definition 12 (Control, Countermeasure)
“A countermeasure may be a software configuration, a hardware device, or a procedure
that eliminates a vulnerability or that reduces the likelihood a threat agent will be able
to exploit a vulnerability.”19
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Described by Buecker et al. [16, 2].
Aven et al. [9, 1].
17
Own definition.
18
Harris [62, 528].
19
Ibidem, [62, 26].
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For example, implementing a separation of privileges for a device or for a group of devices
would be the application of a specific measure for a (group of) assets. An exemplary description of IT security principles such as least privilege, Defence-in-Depth and compromise
recording, is given in the NIST Guide to General Server Security for servers.20
In the following, the CSC, DIN ISO/IEC 27001, and the SDLC are introduced as exemplary
approaches to manage information security in an organization.
2.2.2.1 Critical Security Controls for Effective Cyber Defense
“[...] adopting the Controls allows you to convince your management and those
auditors that you have focused on the most important security processes first
in both your current and planned efforts, which is what risk management is all
about.”
CSC SANS
The Center for Internet Security Critical Security Controls (CSC) for Effective Cyber Defence, also called the Critical Controls, systematize IT security. They are a recommended
set of actions for cyber defence that provides specific and actionable means to stop actual
attacks. The controls state key questions of securing an environment, prioritize according to the criticality and need for implementation, provide a systematic categorization of
countermeasures and they support controlling the success of the implementation. They are
developed, refined, and validated by a large volunteer community of security experts under
the stewardship of the Council on CyberSecurity.21 Various mappings of the controls for Risk
Management Frameworks exist.22 Their tenets – ‘Offense informs defense’, ‘Prioritization’,
‘Measurements and metrics’, ‘Continuous diagnostics and mitigation’, and ‘Automation’ –
of an effective cyber defence, are also tenets that guide Vis4Sec.23
The first three CSCs are briefly introduced below:
1. Inventory and Control of Hardware Assets: “Actively manage (inventory, track, and
correct) all hardware devices on the network so that only authorized devices are given
access, and unauthorized and unmanaged devices are found and prevented from gaining
access.” 24
2. Inventory and Control of Software Assets: “Actively manage (inventory, track, and
correct) all software on the network so that only authorized software is installed and
can execute, and that all unauthorized and unmanaged software is found and prevented
from installation or execution.” 25
3. Continuous Vulnerability Management: “Continuously acquire, assess, and take action
on new information in order to identify vulnerabilities, remediate, and minimize the
window of opportunity for attackers.” 26 Especially CSC 3.4 and 3.5, which state the
systematic approach to deploy automated patch management for operating system and
software applications.
20

Guide to General Server Security NIST Special Publication (SP) 800-123 [114, 2-4f].
Here and in the following according to Council on CyberSecurity [20].
22
An example is the mapping to DIN ISO/IEC 27001 Council on CyberSecurity [21].
23
Further detail is given in Council on CyberSecurity [20, 2].
24
Ibidem, [20, 8].
25
Ibidem, [20, 12].
26
Ibidem, [20, 15].
21
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Further examples are controls with relation to automated network scanning such as CSC Nine
“Limitation and Control of Network Ports, Protocols, and Services” with, for example, Subclauses 9.2 and 9.3.
Subclause 9.2 ensures that only ports, protocols, and services with validated business needs
are running on each system, which makes it directly mappable to controls in DIN ISO/IEC
27001. Further relevant details are found in subclause 9.3 which requires automated regular
port scans against all key systems and comparison of the results to a known baseline. This
allows the discovery of unlisted changes to the organization’s approved baseline.
The CSC are highly implementation driven opposed to the DIN ISO/IEC 27000 norm introduced in the following section.
2.2.2.2 DIN ISO/IEC 27000 Standards
The international standards DIN ISO/IEC 27000 describe security techniques related to
information technology.27 They consist of a number of norms such as the DIN ISO/IEC
27001 Information Security Management Systems, the ISO/IEC 27002 as code of practice or
ISO/IEC 27005 about information security risk management. They describe how to introduce, implement, maintain, and continually improve an Information Security Management
System (ISMS). The standard has control objectives separated into groups with detailed
controls. Besides the general clauses provided in sections four to ten of the DIN ISO/IEC
27001, Annex A defines reference security controls.
Example 2.1
Control A.13.1.2 requires among other things inclusion and a regular review of technical
and organizational security aspects related to network services.
Control A.18.2.3 requires a technical review to ensure compliance with the organization’s
information security policies and standards. This encompasses the usage of tools, e.g.
port scanners, or conducting penetration tests.
Another methodology to develop systems and to have specific knowledge about the status
of the systems at every point of their existence, is the SDLC introduced in the following
section.

2.2.3 System Development Life Cycle
The System Development Life Cycle (SDLC) is an approach on managing IT systems based
on a life cycle. It states how to take care of a system over its lifetime including the tasks to
be carried out at each stage of its existence.28
The five SDLC phases are:
1. Initiation: The need for a system is expressed, its purpose and high-level requirements
are documented.
2. Acquisition/Development: The system is designed, purchased, programmed, developed, or otherwise constructed.
3. Implementation: After initial system testing, the system is installed or fielded.
27
28

An overview of the norm is given on the ISO Online Browsing Platform [74].
Here and in the following NIST SP 800-64 Kissel et al. [79] and Harris [62, 1087-1095].
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4. Operations/Maintenance: The system performs the work for which it has been developed.
5. Disposal: The system is disposed of.
The SDLC supports the classification of IT operational tasks. The use cases in this work
are categorized into the SDLC Phases providing orientation and the security considerations
according to the phase are consulted. This is a complement to systematically enhance the
security of the systems.
Security Considerations for the SDLC
The SDLC addresses security at an early stage and highlights the addressing of security
consistently throughout each phase. The SDLC security considerations evaluate the life
cycle of the system under security aspects.
The Operations Phase is used as example to illustrate the security considerations; a quote
describes its main purpose and the concept of continuous monitoring is introduced and
explained.
“In this phase, systems are in place and operating, enhancements and/or modifications to the system are developed and tested, and hardware and/or software
is added or replaced . . . The system is monitored for continued performance in
accordance with security requirements and needed system modifications are incorporated. The operational system is periodically assessed to determine how the
system can be made more effective, secure, and efficient.”
NIST SP 800-64
Continuous monitoring is central for operations, the NIST SP 800-137 on Information Security Continuous Monitoring (ISCM) maps the continuous monitoring to risk tolerance,
adapts to ongoing needs, and actively involves management. It implementation follows the
steps to define the strategy, establish a program, implement it, analyze and report findings,
respond to findings, and review and update strategy and program.29
Conclusion: Foundation about IT security
This section gave an introduction to areas of IT security that are relevant for this work – the
protection goals of IT Security, the exemplary management norm and framework in form
of the CSC and the DIN ISO/IEC 27001 standard as well as the security considerations
for the SDLC. They support the categorization of the use cases that will be described in
Chapter 4 ‘Requirements Analysis for IT Operations and IT Security Management’. The
use cases will be classified in the description of the environment where protection goals
and security controls are part of the classification. This will be described in Chapter 5,
Section 5.1.1, starting on page 113. They provide key components to get an overview of a
scenario, its state of security, and in consequence measures necessary to enhance it.

29

According to Dempsey et al. [31, 5].
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2.3 Data
“Data does a great many things: it allows us to separate science from superstition
and the repeatable from the random.”
Coco Krumme
This section consists of three parts. In the first part, the foundation of data is introduced.
The second section declares data sources and Data Quality (DQ). The third section introduces data management with its common challenges.

2.3.1 Foundation of Data
In this part, the terms data, information, and knowledge are defined and delimited. Data
types are introduced together with the Common Information Model (CIM) as a standardization approach to normalize data.
Data, Information, and Knowledge
“It is supposed that the many and various items of the world have properties that
can be observed. And data is the symbolic representation of these observable
properties.[...] Data are symbols that represent properties of objects, events and
their environments. They are products of observation.”
Russel Ackoff
Figure 2.4 on the left introduces the
knowledge pyramid. It presents data as
the basis for information, which in return
is the basis for knowledge.30
The terms are defined in the context of
information visualization instead of information theory. This means for example,
binary data is interpreted with the aim
to extract and represent information as
charts and graphs in order to communicate more accurately, instead of viewing it
as representing electrical signals as bit or
its encoding.
The definitions of data, information, and
knowledge will follow below.
Figure 2.4: Knowledge pyramid

30

According to Ackoff [1], Davenport et al. [29], Burkhard [18, 22], and Frost [46].
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Definition 13 (Data)
Data maps real world attributes to symbols and conserves them, but data is not organized in any specific form.
Definition 14 (Information)
Information is contextualized, categorized, calculated, corrected and condensed data.
So information is data that makes a difference.31
Definition 15 (Knowledge)
“Knowledge is empirically collected or internalized information.”32

Data Types
Data types provide an orientation for the type of visualization to choose as they classify
data and for each data-type-specific visualization best practices exist. For example, colors
have to be used carefully, when the data represents quantities as described by Mackinlay. In
consequence He postulated the ranking of perceptional tasks introduced in Section 2.4.1.2
on page 30.
Categorical and quantitative generic data types provide a basic categorization:
“Categorical data are represented as groups with category names such as operating
systems by type or lists of programming languages. Categorical data sometimes
has a natural order. Quantitative data are numerical values, which are things
you count or measure such as bytes, packets, sessions, numbers of servers, and
so on.” 33

Figure 2.5: Data type classification according to Dale et al.

A part of the data type
classification from Dale et
al. is shown in Figure 2.5.
It provides an overview of
different data types and
names examples for the
single categories. Ordinal and continuous data
are classified as subcategories of scalar data and
unstructured, structured
and semi-structured data
are classified as composite data.34

31

According to Davenport et al. [29].
Beat Schmid (2004) cited in Burkhard [18, 22].
33
According to Jacobs et al. [75, 147].
34
Dale et al. [28, 2].
32
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The Common Information Model
Each data source has its own format for the data, so data stemming from different sources,
have different formats, entries consisting of different entities and attributes, but analysis of
data requires a common format. Therefore, the Common Information Model (CIM), which
represents data in a standardized format is introduced.
The CIM is an open standard defined and published by the Distributed Management Task
Force (DMTF). It combines the information in the CIM hierarchy and uses standards from
the Internet Engineering Task Force and International Telecommunication Union and is
under continuous development since 1999.35 It defines and organizes common and consistent
semantics for equipment and services following an object-oriented paradigm. The use of
object inheritance, data reuse, and its technology neutrality qualify the CIM scheme and
specific adaptions as a proper reference point. The Splunk adaption with detailed schemes
for IT operations data such as log files is often consulted in this work.36

2.3.2 Data Sources and Data Quality
The following part describes data sources topic oriented and from their origin and degree
of change. It defines security-related data, data source, log file, configuration file, and
database; it introduces the exemplary data sources log and configuration files, and CMDB.
It also defines Data Quality (DQ) and its dimensions as criteria to define data quality.
2.3.2.1 Data Sources
Data sources can be explored oriented to a
topic such as the network stack as shown
in Figure 2.6. It provides an overview of
security-related data sources along the network stack whereby it identifies packet captures, traffic flows, Intrusion Detection System (IDS) systems, firewalls, passive network analysis, operating systems, appliFigure 2.6: Network stack by Marty [92, 22]
cations, network services, and proxies as
sources to gather security data.
Relevant aspects of data sources are also their visibility, origin,
and their nature in form of persistence. These terms attributes
are relevant because of their high influence on how to handle
the data source. Origin and degree of change are shown in
Figure 2.7. Internal means a data source that stems from the
own resources of an organization, and which is not known to
people outside of the organization. External on the opposite
side is data from resources external to the organization that
is also known to others. The two other terms in opposing
directions are static and dynamic. Static means that the data
rarely or almost never changes. In other words that it is highly
Figure 2.7: Attributes
of
persistent. Dynamic means a high degree of change.
data sources
35
36

According to DMTF [33, 34].
An example for the Microsoft Windows event log can be found under Splunk Inc. [121].
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Example 2.2
Almost static internal data is the data in a CMDB, identity data which connects the
entities to the responsible people. Dynamically generated internal data are results from
network, configuration or update scans that provide up-to-date information.
Static external data is a database of known vulnerabilities. Dynamically generated
external data are current, newly detected, and reported vulnerabilities or antivirus signatures.
Often data is not collected for security reasons, but is relevant for security. In the following
such data is called security-related data. Security-related data generates, contextualizes, and
condenses information to benefit IT security.
Definition 16 (Security-related Data)
Security-related data is data used to gain knowledge about events concerning IT security. It provides security relevant information about the assets, potential threats,
vulnerabilities, and controls in place.
Definition 17 (Data Source)
A data source is any source that provides data. This is either a store of static data used
by a one time import, or as dynamic data, that changes.
IT operations data is data required to perform typical IT operations tasks such as device
management, provisioning, monitoring of devices and maintaining them. For example, almost all devices have log and configuration files, and every organization needs some kind of
CMDB. Those are typical IT operations data sources that are also security-related. That is
why they are introduced in the following.
Data Source: Log Files
Log data is common and inherent to technical devices; it is internal data, dynamic data, that
is constantly generated, and in a timely manner collected in log files. Log files are defined
in the following way.
Definition 18 (Log File)
A log file – also called log – gives information about actions, tracks changes and is a
relevant part of the history of a system, network or application. It is composed of log entries; each entry contains information related to a specific event that has occurred. Logs
provide support for proactive system maintenance, anomaly and intrusion detection,
failure analysis, and usage assessment.37

Figure 2.8: Linux syslog file

37
38

Figure 2.8 shows the syslog file of a Linux
server. A single line is a log entry, starting
with the date followed by the server name,
the process name and id, and the message
to log.38

According to Oram et al. [23, 215], NIST SP 800-92 [77, ES-1], and Girardin et al. [51, 299].
The syslog format is specified in Request for Comments (RFC) 5424 [108].
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Because logs contain information about events in networks, systems, and applications, they
are amongst the first to be searched for anomalies in software behavior, for error analysis,
and they are also relevant when detecting or tracing a security incident. Server audit logs, for
example, track user authentication attempts or security device logs record possible attacks.
Log files are required to be collected more and more because of compliance regulations such
as DIN ISO/IEC 27001, NIST 800-53, NIST 800-92 or the Payment Card Industry Data
Security Standard.
Data Source: Configuration Files
Data that is also common and inherent to technical devices are configuration files.
Definition 19 (Configuration File)
A file that contains configuration parameters for a specific person, network, system, or
application. It is persistent – in distinction to log data – so it is configured once and
used many times. It is read in the beginning, on demand or in specific intervals to take
set parameters into account; it often has a key-value structure.
Part of the Linux configuration file ‘/etc/login.defs’ is seen in Figure 2.9.
It shows that the default permissions set
of a new home directory is 755 (UMASK
022) and the default password age set for a
new account is 180 days (PASS MAX DAYS
180). Most files have their own format,
syntax, and semantics. In addition, each
unixoide distribution and Windows have different files at varying locations with other
settings and systems such as Network AtFigure 2.9: Linux configuration file
tached Storage (NAS). Storage arrays or
network devices also have additional system, application, and vendor-specific files. A basic
overview of actual settings in an environment and what happens in that environment can
be constructed from log and configuration files. They inform about settings on single and
multiple devices and correlated they provide an overview of the status quo. System configuration files provide information about settings, log files about changes concerning the
application, device or service.
Data Source: CMDB
A CMDB is an important data source, especially when it comes to detailed, organizationspecific knowledge.39 In most cases, not all the needed data is in the CMDB and, therefore,
additional data sources such as databases, semistructured, or unstructured data are necessary. Databases are important data sources, especially because they are structured and
often provide a basic level of DQ.
Definition 20 (Database)
“A structured set of data held in a computer, especially one that is accessible in various
ways.”40
39

CMDB is defined in Section 8 on page 14 of this chapter.
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Additional sources such as self-collected data are in text files stored results from network
scans, or router tables imported on a regular basis. Documentation, Excel sheets, a manual or an automated import of data, for example, from database queries or Application
Programming Interface (API) calls, can be a data source, too.
2.3.2.2 Data Quality
The DQ is crucial for the quality of resulting reports and the visualization, which is a result
of the data. Derived from the ISO 9000:2015 definition of quality as “degree to which a set
of inherent characteristics of an object fulfills requirements.” 41
Definition 21 (Data Quality )
DQ is the degree to which a set of characteristics of data fulfills requirements. Examples of characteristics are completeness, uniqueness, timeliness, validity, accuracy, and
consistency.
The six Data Management Association United Kingdom (DAMA UK) dimensions of DQ
are described in more detail in the following, because they are used as main criteria of data
quality:42
Completeness “The proportion of stored data against the potential of ‘100% complete’.”
It is measurable as the presence of non-blank values. It is related to
validity and accuracy.
Uniqueness

“No thing will be recorded more than once based upon how that thing is
identified.” It is measurable with an analysis of the number of things
as assessed in the ‘real world’ compared to the number of records of things
in the data set. It is related to consistency.

Timeliness

“The degree to which data represent reality from the required point in
time.” It is related to accuracy and measurable as the time difference.

Validity

“Data are valid if it conforms to the syntax (format, type, range) of its
definition.” It can be measured by comparing the data item with its
metadata or documentation. It is related to accuracy, completeness,
consistency and uniqueness.

Accuracy

“The degree to which data correctly describes the ‘real world’ object
or event being described.” It is measured as the degree to which the data
mirrors the characteristics of the real world object or object it represents.
It is related to validity.

Consistency

“The absence of difference, when comparing two or more representations
of a thing against a definition.” It can be measured in an analysis of
pattern and/or value frequency. It is related to validity, accuracy, and
uniqueness.

In addition to the core dimensions, the usability of data, timing issues, the flexibility of the
data, the confidence in the data, and the value of the data have to be taken into consideration,
as well. After examining data in general, actual data is considered.
40

Oxford Living Dictionaries Database [19].
ISO 9000:2015 [73].
42
Here and in the following according to DAMAUK [7, 8-14].
41
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2.3.3 Data Management
“So not only will the extract, transformation, and loading tools need to be automated, data validation processes should be introduced often. You’ll want to
realize that the integrity of data was compromised long before you’re generating
the final report.”
Jacobs et al.
This part introduces data management and its challenges in connection with approaches to
data exploration in form of data layers and data analysis.
Data Management is also a relevant concept when dealing with data in an organizational
context. Which data to store, how long and where to store the data, consistency between
different formats, and also time criticality are topics to consider in data management. Data
is of a type, stems from a source, can be collected, analyzed, and explored, but it needs
a purpose to become information and knowledge. Different data sources, the exchange of
data, validation of the purpose of the data collection and organizational requirements such
as compliance, data retention, and privacy regulations make data management necessary.
Challenges
Je n’ai fait celle-ci plus longue que parce que je n’ai pas eu le loisir de la faire
plus courte. 43
Blaise Pascal


It is important to handle data and the results from data analysis correctly. Many challenges
exist and knowing them helps managing them. Exemplary pitfalls when handling data, the
data overload problem, the information silo problem, and an approach to integrate data
sources are introduced below.
Some pitfalls – according to Coco Krumme – when handling data are:44
- More data isn’t always better

- Data alone doesn’t explain

- More data isn’t always easy

- Data isn’t good for a single answer

- Probability isn’t intuitive

- Data doesn’t predict

- Probabilities aren’t intuitive

- Data doesn’t stand alone

- The real world doesn’t create random
variables

- Data isn’t free from the eye of the beholder

The Data Overload Problem
The data overload problem describes the danger of getting lost in data irrelevant for the
current task, or data that is processed or presented in an inappropriate way. It emphasizes:
“The acquisition of raw data is no longer a problem: it is the lack of methods
and models that can turn data into reliable and comprehensible information.”45
Davey et al.

43

Translation: I would have written a shorter letter, but I did not have the time.
According to Krumme [81, 205-218].
45
Davey et al. [30, 1].
44
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The Information Silo Problem
The following quote describes the information silo problem, one more challenge organizations
working with data face:
“[...] often large companies have several databases all referring to the same items
and no way to query across them or even make employees aware that data about
their area of interest exists in a database maintained by a coworker.”46
Segaran et al.

Exemplary Approaches to Data Source Integration
This section introduces the approach by Dong et al. to integrate data from multiple sources
by data fusion and approaches to correlate data with a tool from Stearley et al. and Roberts.
Dong et al. have shown, that integrating data from multiple sources is key to security and
visualization and that it is not a trivial problem.47 Different sets of values and different
sources with conflicting values often exist. They describe it in the following way:
“Simply using the information that is asserted by the largest number of data
sources (i.e., naive voting) is clearly inadequate since biased (and even malicious) sources abound, and plagiarism (i.e., copying without proper attribution)
between sources may be widespread.”48
Dong et al.
They came up with a data fusion approach that “. . . aims at resolving conflicts from different
sources and find values that reflect the real world” by implementing a Bayesian model. This
approach is interesting but will not be used in this work, because most of the data used is
not structured enough and it would probably take more time to build the model than for it
to be actually used. Even more important data cleaning is part of the process to enhance
security and is used to create awareness in the stakeholder group, which would not happen,
if this approach is used.
Another approach to integrate data sources is to join and correlate them and offer the
resulting information to people who need it. Exemplary for this are Roberts49 who used
Splunk to discover relevant security events, and Stearley et al.,50 who used Splunk to join
log files of a supercomputer. Both achieved good results.
“Splunk does a great job at scraping data from various sources and helping us
making sense of it, but the data is of the potpourri ‘whatever happens to be
available’ flavor rather than the intentional ‘this data is sufficient to isolate the
root cause’ type.”51
Stearley et al.

46

Segaran et al. [118, 338].
Dong et al. [35].
48
Ibidem, [35, 1].
49
Roberts [109].
50
Stearley et al. [123].
51
Ibidem, [123, 6].
47
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Data Layers
The data processing is modeled by defining the layers
the data passes according to Hommel.52 The layers are
a resource, a data acquisition, a data analysis, and an
interaction and data exchange layer as shown in Figure 2.10. The data is acquired (collected and stored)
from resources, analyzed (presupposing normalization)
to be interacted with and exchanged. The data layers
Figure 2.10: Data layers according are applied in a security context to acquire and present
to Hommel [66, 509]
IT security KPIs in a hypothesis driven approach. This
view leads to an extensive overview of the possible sources, senders, recipients, and processing
steps to take. In Chapter 5, these layers are described in detail.
Data Analysis
Two principle data approaches are either summarizing it to develop concepts or correlating
it with the aim to derive statements from the relation between concepts. The analysis is
either quantitative (number-based) or qualitative (content-based).
Before the data can be analyzed, its quality has to be ensured. Early data checks have to
be implemented to reveal inconsistencies and incorrect values that are common. The focus
on data quality, the repeatability, constant data discovery and iteration are principles the
data exploration should be built upon.53 Data analysis has been successful if the result is
compatible with existing knowledge about the environment. If the result is incompatible
with existing knowledge, it either means that the analysis is unsuccessful or new patterns
about how the environment works are derived. When new patterns are derived from data
it is called data mining. In this case, artificial intelligence and machine learning are typical
means instead of statistical analysis.
Conclusion: Foundation of Data
The conceptualization of data, its types, the CIM, and the definition of criteria for the
DQ of data sources and data exploration – with the concept of data layers, data analysis,
data management, and challenges of data lead to a structured approach to data. It highly
influenced the design of the DMP, even more it is crucial in the decision to put so much
emphasis on designing a subprocess instead of just a Data Management Phase.
Security-related data and data sources are also highly relevant for Vis4Sec as the process
is data-driven. The process character of the approach leads to the design of the DMP, the
Visualization Process, and Vis4Sec as Process Framework, introduced in Chapter 5, starting
on page 109 with its holistic life cycle approach. The criteria to handle data and to build
visualizations are the necessary foundation to design correct and useful visualizations. They
also make it possible to build on existing knowledge and enhance it.

52
53

Hommel [66, 508-514].
According to Jacobs et al. [75, 306].
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2.4 Visualization
“Visualization gives you answers to questions you didn’t know you had.”
Ben Shneiderman

This section starts with the foundation of visualization – its physiological and psychological
basis in form of memory, eye movements, and principles of Gestalt. It then introduces
the term visualization, its disciplines, and purpose. It goes on to describe visualization
generation and relevant aspects of it such as quality criteria for visualizations and typical
challenges of information visualization.

2.4.1 Foundation of Visualization
Knowledge about the human physiology is the foundation of visualization in general and
knowledge about psychological perception such as the principles of Gestalt are the second
base. This section introduces visual perception and eye movements as the physiological
foundation of visualization. Then, principles of Gestalt and a ranking of perceptional tasks
as the psychological foundations of visual perception are introduced. Afterwards it defines
visualization, it introduces some of its disciplines, and its purpose. Visualization is not
defined or described in general, only a generic description is provided with references to
relevant areas to understand, generate, and evaluate the visualizations as part of the security
Process Framework developed in Chapter 5.
2.4.1.1 Physiological Basics
Understanding how physiology works makes using and evaluating visualization as a medium
to transport information possible. Knowledge about the visual perception has to support
the best presentation of data according to the physiology.
Visual Perception
Evolutionary adaptation over thousands of years makes humans predestined to work with
visual instead of verbal representations. According to Burkhard studies prove the power of
visualization to discover trends, patterns, and outliers.54 Visual representations also provide
overview and detail and make it easier to coordinate individuals.
“Our eyes convert visual stimulus in the form of light into electrical signals for
our brains. This information passes through stages of our visual memory,
each with a specific set of strengths, limitations, and functions. Before we are
consciously aware of it, our brains rapidly scan the visual field, which is called
preattentive processing. Finally, the brain will instruct the eyes to focus
elsewhere, and through a series of saccadic movements, our eyes will focus on
various features to help build the image in our mind.”55
Jacobs et al.
This quotation summarizes the nature of visual perception. Before an image is perceived, it
has to arrive at the human brain; this is called visual perception, an area of neuroscience.
54
55

Burkhard [18, 42].
Jacobs et al. [75, 139].
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Visual information passes from our iconic memory through our working memory and is
ideally rehearsed with information in our long-term memory.
The single stages of memory do the following:56
- The iconic memory processes new information preattentively. In around half a second,
the brain preprocess an image, before it is consciously realized. It is the immediate
reaction even before realizing what is happening, for example, when a deer crosses the
road in front of your car. Visualization should profit from this and use color and shape
to draw attention and communicate basic attributes of data.
- The working memory groups visual aspects in form of meaningful objects and holds
around three to five of them at the same time. There is a lot of flexibility for new
groupings, but four or five is the maximum of objects for the working memory to
communicate with a visualization.
- The long-term memory affects visual communication and builds up expectations and
norm. Information is transitioned from working memory through rehearsal into longterm memory. Using norms and expectations supports the mediation of content, for
example, when meaning is coded into color use.
Eye Movements
“There are four basic types of eye movements: saccades, smooth pursuit movements, vergence movements, and vestibulo-ocular movements.”57
Purves et al.

In the following, saccades are described as an example.
“Saccades are rapid, ballistic movements of the eyes that abruptly change the
point of fixation. They range in amplitude from the small movements made while
reading, for example, to the much larger movements made while gazing around
a room. Saccades can be elicited voluntarily, but occur reflexively whenever the
eyes are open, even when fixated on a target . . . ”58
Purves et al.
Saccadic eye movements are relevant for visualization generation. Their ballistic nature and
the automatically bouncing around from feature to feature provide advice for the creation
of dashboards and graphics.59
2.4.1.2 Psychological Basics
Understanding how the human brain and perception works is also necessary in order to generate and use visualization most advantageous. Knowledge about the psychological foundations is relevant when visualizing in terms of Gestalt, ranking of perceptual tasks, and
design. They support making an informed decision on the form, color, spatial position, and
other attributes of the visualization.
56

According to Jacobs et al. [75, 139-141].
Purves et al. [107, 457].
58
Ibidem.
59
This and the psychological basics introduced in the following are taken into account when visualizations
are designed and evaluated, especially during the Visualization Phase of Vis4Sec described in Chapter 5
Section 5.1.4, starting on page 124.
57
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Psychlopedia [106]

Barth [12]

Figure 2.11: Principle of Gestalt: Law of continuity
Principles of Gestalt
The principles of Gestalt such as the law of similarity, continuity, closure, proximity, and conciseness, described by Max Wertheimer in 1923, have to be considered when a visualization
is designed to adapt the design to human perception in the best way possible.60
Example 2.3
Figure 2.11 depicts the law of continuity. It states, that elements of the same form, which
are continuously connected, are perceived as a unit. We favor perceptions of connected
and continuous figures over disconnected and disjointed ones.
Ranking of Perceptual Tasks
The ranking of perceptual tasks stated by Mackinlay is exemplary when designing a visualization and it has to be considered as well in the design of a visualization.61

Figure 2.12: Ranking of perceptual tasks by Mackinlay [84, 18]
Figure 2.12 represents the accuracy ranking in which different graphical attributes such as
position, length, angle, slope, and so forth are perceived. Irrelevant attributes are gray. For
example, when representing ordinal data, density and color saturation should be favored and
slope, area, and volume should be avoided.
60
61

Details are provided in Rock et al. [111], Tufte [134], and Wertheimer [142].
Mackinlay [84] extended Cleveland and McGill’s ranking on quantitative information to ordinal and nominal
data. Additional detail is provided in Cleveland and McGill [24, 25].
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Visual Information Seeking Mantra
The information seeking mantra ‘Overview first, zoom and filter, then details-on-demand’
stated by Shneiderman has to be considered as well in the design of visualizations. He proposed the following tasks and advanced filtering using dynamic queries:62
Overview
Zoom
Filter
Details-on-demand
Relate
History of actions
Extract

Gain an overview of the entire collection
Zoom in on items of interest
Filter out uninteresting items
Select an item or group and get details when needed
View relationships among items
Support undo, replay, and progressive refinement
Allow extraction of sub-collections and of the query parameters

Edward Tufte’s Design Rules
Edward Tufte’s design rules follow a minimalistic design approach and they have to be
considered in the design of visualization as well. Examples for his design rules are:63
- Let the data speak. What story is your data visualization telling?
- A picture is worth a thousand words.
- Reduce chart junk. Maximize Data-Ink Ratio.
- Annotate and maintain a consistent design.
Based on Tufte, Marty developed graphic design principles, where he emphasizes amongst
other things the reduction of non-data-ink, the use of distinct attributes, the annotation of
data, and the showing of comparisons and causality.64
The following criteria are used to evaluate the quality of the created visualizations based on
Tufte’s and Marty’s rules:
- Does the display tell the truth (lie factor)?
- Do the displayed methods tell the truth?
- Is the data documented?
- Is the representation accurate?
- Are comparisons, contrasts and contexts shown appropriately?
2.4.1.3 Definition
“For every user action, there should be system feedback . . . Visual presentation
of the objects of interest provides a convenient environment for showing changes
explicitly.”
Ben Shneiderman
Visualization is the graphical presentation of data for a recipient. It is an umbrella term for
disciplines such as data visualization, information visualization, knowledge visualization, and
visual analytics. Visualization relies, amongst others, on methods from statistics, computer
science, psychology, and neuroscience.
62

According to Shneiderman [119, 337].
Tufte [134], [135], [136], and [137].
64
According to Marty [92, 13-18].
63
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Figure 2.13: Fields of information visualization by Fry [47, 13]
Fry’s mapping of information visualization generation steps to the areas of research shown
in Figure 2.13 provides an idea of the areas involved in visualization generation.65 Computer
science, mathematics, statistics, data mining, graphic design, information visualization, and
Human Computer Interaction (HCI) are involved. This illustrates the cross-sectional nature
of visualization. The assumed steps are also a basis for the Visualization Process Framework
developed in Chapter 5.
2.4.1.4 Disciplines
Visualization is divided into different disciplines; each has its own focus, priorities, and roots.
The disciplines of visualization relevant for this work are described below.
Information Visualization is closely related to information design which
“. . . is the art and science of preparing information so that information is comprehensible, rapidly, and accurately retrievable, and easy to translate into actions
. . . The difference between information design and information visualization is
that information visualization concentrates on computer-supported techniques
whereas information design creates mainly static visual formats such as maps,
posters, and signs for orientation.”66
Remo Burkhard
Information visualization represents data without inherent spatial components. Infographics,
for example, that combine various statistics and visualizations with a narrative, are used to
inform about a topic. The infographic in Figure 2.14 on page 34 informs and guides, as it
gives an overview of data breaches and advises on how to protect against them.
“Data Visualization is a process of mapping data to visuals. Data in, visual properties
out.” 67 The interactive visualization in Figure 2.15 on page 34 focuses on the exploration
of data as it shows the ‘World’s Biggest Data Breaches’. Both figures use static data, the
general public (no specific user group) are the recipients and their topic is data breaches.
They differ in their notion as the Hidden Dangers visualization on the left warns and the
World’s Biggest Data Breaches informs and sets data breaches in relation to each other.
“Visual Analytics is the science of analytical reasoning facilitated by visual interactive
interfaces.” 68 In other words, visual analytics uses visualization to analyze data.
65

Fry’s visualization process [47] is described in Section 3.2.2 starting on page 52.
Burkhard [18, 36].
67
Murray [98, 72].
68
Thomas et al. [131, 4].
66
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Figure 2.14: ‘Hidden Dangers of
Data Breaches’ [130]

Figure 2.15: ‘World’s
Biggest
Breaches’ [94]

Data

Exemplary infographics: Data breaches
Two of the research issues of this thesis are related to knowledge – knowledge generation for
stakeholders and organizational knowledge generation by individual knowledge transformation or knowledge transfer amongst stakeholders – which requires a basic understanding of
knowledge, its generation, and transfer.
Knowledge Visualization and Management focuses on the generation and transfer of
knowledge with visualization between individuals and within organizations.69 Knowledge
visualization is a subcategory of knowledge management. Two dimensions of knowledge –
explicit and tacit knowledge – exist. Explicit knowledge consists of facts which could be easily written into a database. Tacit knowledge is not easily explained or learned by studying. It
is more of an understanding how to do something, which depends on experience, knowledge
about the organizational practice, implicit understanding of the role in the organization.
In addition, it is mostly the kind of knowledge that is hard to learn, hard to describe as
well as hard to formalize. “Tacit knowledge forms the background necessary to develop and
interpret explicit knowledge.” 70 and as a consequence formulates “. . . there must be an overlap in underlying knowledge bases among individuals that are sharing knowledge.” 71 This as
reasons to generate a common knowledge base is relevant to keep in mind when building
organizational knowledge.
Knowledge management “. . . offers theories, strategies, and methods to manage,. . . identify,
access, share, and create knowledge in organizations.” 72

69

Here and in the following Burkhard [18].
Ibidem, page 27 according to Polanyi, 1975.
71
Ibidem, according to Tuomi, Ivari and Linger, 1999.
72
Ibidem, page 26.
70
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It supports minimizing the following organizational problems among other things:
- The existence of isolated knowledge sources that are not known, shared, or accessible.
- The identification of experts is not systematized.
- Mistakes are repeated.
- The wheel is reinvented.
- An overload of information exists.
- There is brain drain in the form of a leaving employee.
2.4.1.5 Purpose
Next to the physiological and psychological foundation of visualization and its general classification, the question of what to look for is central. Knowing what to visualize is the basis for
a useful visualization. The purpose of a visualization is highly relevant as it determines the
point of view it presents. Visualization is used for many purposes such as visualization as a
self sufficient tool or as a muse. But since this work focusses on the usefulness of visualization
as method they are outside the scope.73 In the following, visualization for coordination, new
insights, for improving quality, implementing quality control, and motivation is introduced.
Visualization for coordination. The visualization communicates a result to its recipients.
The recipients as individuals look at the visualization and start to communicate about it.
This initiates and coordinates a communication process. In an organization visualization
can be used as a communication platform and to trigger communication between different
departments. It can transport various kinds of content such as information in form of a result,
the answer to a question, it can educate about a topic, or show the complexity of the shown
content. Visualization is a platform for different stakeholders, it supports exchanging points
of view and knowledge across system boundaries. It is easily accessible, improves networking
and information and exchange flow between stakeholder groups such as departments.
Visualization for new insights. Visualization is also a tool for exploration. It acts as an
interface to data in order to facilitate visual exploration. In this case, visualization is used
interactively. Visualization supports, for example, the exploration of an environment, the
recognition of latent patterns in data, and overall the interaction with data. The visualization
triggers interaction with its recipient – the former data and now visualization user. The
recipient makes use of existing knowledge and ideally discovers new patterns or information.
This kind of interaction requires stakeholder-specific visualization that is adapted to user
and domain-specific requirements.
Visualization for improvement. Visualization is helpful to improve quality, implement quality control, and to motivate. The quality of the data, the processes involved, and the settings
are improved during the creation of the visualization. This also enhances the state of security of the organization in the long term. Visualization also supports quality control when
the data used for the visualization is verified as a step of the DMP. Looking and correcting
details of the visualization will also improve the overall data quality. Overall, visualization
supports the implementation of quality control procedures, enables quality control of data,
and assures a defined level of quality.
73

As described in Kirk [78, 33] and Jacobs et al. [75, 139].
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2.4.2 Visualization Generation
This section introduces aspects that are relevant for visualization generation. It starts with
the quality of a visualization, continues with challenges of visualization, and then provides
guidelines on choosing a visualization type, and finishes with the introduction of a knowledge
visualization framework that puts visualization into an organizational context.
2.4.2.1 Quality
“A visualization is more effective than another visualization if the information
conveyed by one visualization is more readily perceived than the information in
the other visualization.”
Jock Mackinlay wording Jeffrey Heer
It is necessary to evaluate visualization with a systematic approach “. . . to provide convincing
evidence of utility. . . ” 74 A visualization should generate relevant knowledge. This helps to
avoid ending up with pictures which may be colorful but lack relevance, because they either
do not answer a question or they answer a question no one has asked. The generated
knowledge should also be accessible with a look at the visualization, but not with a look
at the raw data. Otherwise, visualizing in contrast to just preparing the data may not be
worthwhile.
A visualization is a good one if the data and the metric that are being used are good.
Information “. . . must be interpretable, relevant, and novel.” 75 All of these criteria have
to be fulfilled to make the visualization valuable. Interpretable means that the existing
metadata is available and offers context. The metadata is, for example, the nature of the
data, its quality, where it has been collected, when, how, and by whom. Relevant means
that it provides insight into a topic of interest. Novel means that it sheds new light on an
area.
2.4.2.2 Challenges
After having looked at the basis of visualization and stating basic criteria on its quality, the
next step is the generation of visualization. But before this is done, one last excursion to
typical challenges is necessary in order to minimize mistakes when visualization generation.
Some typical challenges of information visualization are:76
- “Matching tools with users, tasks and real problems”, which describes the need to use
the InfoVis in a real setting, its adaption to domains, and tailored implementation.
- “Improving user testing”, which describes testing on more complex tasks, requiring
users to compare, associate, distinguish, rank, cluster, correlate, or categorize. Reports
on a per task basis instead of an overall performance reduce bias and create possibilities
to replicate the testing.
- “Looking at the same data from different perspectives, over a long time”, suggests
interacting with heterogeneous tools over a longer period of time and getting results
from domain experts instead of only novice users during a short term study.
74

Plaisant [104, 110].
Here and in the following according to Stikeleather [124].
76
According to Plaisant [104, 110f].
75
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- “Factoring in the chances of discovery and the benefits of awareness”, which points
out that visualization offers the change to discover a new trend. But it is often not
trivial to know that the benefit has been caused by the visualization. It “. . . might
even trigger changes in work practices, exacerbating the problem of identifying cause
and effect.”
- “Addressing universal usability”, which points out, that more techniques and tools
are aimed at the general public. It is claimed necessary to make visualization tools
accessible to diverse users regardless of their backgrounds, technical disadvantages, or
personal disabilities.

Figure 2.16: ‘A periodic table of visualization methods’ Lengler and Eppler [82]

2.4.2.3 Choosing a Visualization Type
This section gives an overview of visualization methods and introduces guidelines on how to
choose the best type of visualization for data representation. The periodic table of visualization methods in Figure 2.16 gives an overview of the different visualization areas and types.
It uses JavaScript and lets the user basically interact with different types of visualization. It
provides examples and more detailed explanations for the described visualization methods
and is also an example for a controversial visualization. On the one hand it provides a useful
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overview of different methods, structures them, and gives details on demand, which is positive. On the other hand it breaks some design guidelines as specified in Roberts [110], uses
colors and symbols in an unintuitive way, and chooses a form of display (the periodic table of
elements) which has no relation to the shown data. A brief overview of guidelines based on
the work of Lohse et al., Gemignani et al., Kirk and Marty on choosing a proper visualization
depending on characteristics of the data, is given in the following. A generic classification
of methods and an orientation which type of visualization shows specific attributes of data
is helpful, because there are many (different) visualization methods and new methods are
generated as well.
The type of visualization representing the data ultimately depends on the type of data and
the aspect of the data in focus. The data type introduced in Section 2.3.1 on page 21 is
fundamental for deciding which type of visualization to choose. For example, there are many
options that could help to get an idea of how important a specific term in a text can be.
A bad choice would be a timeline mapping the words to the time when they were spoken.
A better choice would be a word count, which results in one value per term or a word cloud
representing the frequency of terms by size. Even better is using statistical methods designed
explicitly for that purpose such as Mutual Information (MI).77
Types of Visualization by Lohse et al.
Lohse et al. [83] provide a generic orientation on visualization types. They map visualization
types into the eleven categories shown in Figure 2.17. Categories they chose are, for example,
‘little information’, ‘whole’, ‘numeric’, and ‘easy to understand’.

Figure 2.17: Exemplary categories of visualization by Lohse et al. [83, 46f]

77

“MI measures how much information the presence/absence of a term contributes to making the correct
classification decision . . . ”, Manning et al. [87, 272].
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Guidelines on Chart Types by Gemignani et al.
Gemignani et al. [49, 65] give advice on which chart type to use. The line chart, the column
chart, and scatterplot are introduced exemplary. A line chart shows “changes in values over
time”. It is hard to distinguish trends with many data series and “lines often overlap and
collide.” A chart with single columns compares “values for a list of items”. But a column
chart does not afford a lot of room for readable labels. A scatterplot shows “outliers across
multiple dimensions” and “patterns as items cluster”. It is hard to label a large number of
items and outliers make it hard “. . . to see the rest of the data.”
Taxonomy of Visualization Methods by Kirk
Andy Kirk [78] maps data to a visualization type according to its main function. He provides detailed information on specific types such as when to use them, their data, and visual
variables. Bar charts, for example, are meant to compare categories, and pie charts to
demonstrate part-to-whole relationships. In addition, he suggests the use of line charts for
changes over time, choropleth maps for the mapping of geospatial data, and scatterplots for
connections and relationships. The line chart, the bar chart, and the scatter plot are shown
exemplary below.
A line chart makes trends and patterns visible. It can show direction, rate of change,
fluctuation, significance, and intersections. Alongside sparklines, area charts, horizon charts,
flow maps etc., a line chart can represent changes over time.
A bar chart compares values and categories and shows proportions. It can be used if range,
distribution, ranking, or measurements and context are important.
A scatterplot shows relationships and connections. It can show exceptions, correlations,
associations, clusters, gaps and hierarchical relationships.78 Kirk follows a question-based
approach to determine the type of visualization. Below are some examples of trends and
patterns:
- “Direction: Are values changing in an upward, downward, or flat motion?
- Rate of change: How steep or flat do pattern changes occur?
Do we see a consistent, linear pattern, or is it much more exponential in shape?
- Fluctuation: Do we see evidence of consistent patterns or is there significant
fluctuation?
- Significance: Can we determine if the patterns we see are meaningful signals
or simply represent the noise within the data?
- Intersections: Do we observe any important intersections or overlaps between
variables or crossover points that indicate a significant change in relationship?”79
Andy Kirk

78
79

According to Kirk [78, 120].
Ibidem, page 68.

39

2 Foundation: IT Management, IT Security, Data, and Visualization
Categories of Visualization by Marty
Raffael Marty [92] follows a similar approach and provides flow charts that give advice
about which chart type to use. He describes how to support understanding distribution, relationships, comparison, or trends. He differentiates between data types such as continuous,
categorical, or geographical data and then maps them depending on the intended goal. Possible goals are the comparison of categorical values, statistical distribution, or relationships.
Depending on the goal, a certain visualization type such as a histogram, a pie or a bar chart,
or parallel coordinate plots, is recommended. A model flow chart from Marty that guides
one through the process of choosing the correct type of visualization is shown in Figure 2.18.

Figure 2.18: Choosing the right graph. Flow chart by Marty [92, 114]

2.4.2.4 Knowledge Visualization Framework by Burkhard
Burkhard takes aim, content, recipient and medium as decision criteria on how to visualize
knowledge as shown in Figure 2.19 on the next page. The following questions assist with
the decision making:
- “Why should knowledge be visualized? (aim)
- What type of knowledge needs to be visualized? (content)
- Who is being addressed? (recipient)
- What is the best method to visualize this knowledge? (medium)”80
Remo Burkhard
80

Burkhard [18, 58].

40

2.4 Visualization

Figure 2.19: Knowledge visualization framework by Burkhard [18, 58]
Conclusion: Foundation about Visualization
The presented concepts are used for the design, the evaluation, and the generation of the
Visualization Process Framework introduced in Chapter 5, starting on page 109 of this work.
The physiological basics of visualization such as visual perception and memory processing
and the psychological basics such as the principles of Gestalt or Tufte’s Design Criteria
provide an overview of the foundations of visualization.
The definition of visualization, the introduction of its disciplines, its purpose, the introduction of quality, and challenges of information visualization makes it possible to understand
and classify visualization.
The methods and approaches of visualization generation make it possible to approach visualization from a practical aspect and generate and evaluate visualizations.
The use of visualization is one aspect for the classification of the use cases. The classification
of the environment takes the use of visualization into account in order to classify the use
case.
This chapter introduced relevant terms and concepts from four areas, namely IT management, IT security, data, and visualization. Furthermore, the process character of the approach, relevant methods, and criteria to evaluate have been provided. In the following
chapter about related work, the areas, terms and concepts introduced in this chapter will be
researched. Together with the related work they build the basis for the scenario analysis and
the development of the requirements in Chapter 4 ‘Requirements Analysis for IT Operations
and IT Security Management’, starting on page 71.
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This chapter is divided into four sections: stakeholder groups, visualization framework, data
sources, and security visualizations. Figure 3.1 provides an overview of this chapter and the
sections are introduced in the following.

Figure 3.1: Chapter 3: ‘Related Work’
Section 3.1 ‘Stakeholder Groups’, starting on page 44, describes literature from common
stakeholder groups – IT operations personnel, IT security personnel, and IT security management. It lays the basis for generating a visualization according to domain-specific requirements, introduces literature that describes the specific needs for the tools and the
stakeholder-specific visualizations.
Section 3.2 ‘Visualization Framework’, starting on page 51, focuses on how information is
conveyed in an organization. Multiple visualization processes and a visualization framework
are introduced. These approaches lay the basis for the Integrated Visualization Process
Framework for IT Security (Vis4Sec) introduced in Chapter 5, starting on page 109.
Section 3.3 ‘Data Sources’, starting on page 56, introduces work on the exemplary data
sources log and vulnerability data and their visualization.
Section 3.4 ‘Security Visualizations’, starting on page 62, focuses on work presenting processbased security visualizations, network security visualizations, and visualizations of vulnerabilities.
An overview of the discussed literature is provided in Figure 3.2 on the following page. It
groups the literature into sections, sorted by time, and clustered by content. The literature
is associated with the category it fits best, or where its contribution is most relevant. At the
beginning of each section a short overview of the used literature is given and introduced in
detail afterwards.
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Figure 3.2: Related work by section, time and content

3.1 Stakeholder Groups
This section describes the stakeholder groups IT operations personnel, IT security practitioners, and IT security management. It introduces common tasks and challenges of their
daily work along with their use and opinion of visualization tools, and it presents guidelines
to design tools enhancing their work.
Results of the related work about IT operations are summarized in the following:
– Anderson: ‘Researching System Administration’ [4].
– Ball et al.: ‘Home-Centric Visualization of Network Traffic for Security Administration’ [11].
– Haber: ‘Sensemaking Sysadmins: Lessons from the Field’ [54],
‘Design Guidelines for System Administration Tools Developed through Ethnographic
Field Studies’ [55].
– Mahendiran et al.: ‘Understanding the Use of Models and Visualization Tools in System
Administration Work’ [85],
‘Exploring the Need for Visualizations in System Administration Tools’ [86].
– Sedlmair et al.: ‘Information Visualization Evaluation in Large Companies: Challenges, Experiences and Recommendations’ [117].
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Results of the following related work about IT security personnel are summed up:
– Haber et al.: ‘Security Administration in the Wild: Ethnographic Studies of Security
Administrators’ [56], ‘Security Administrators: A Breed Apart’ [57].
– Botta et al.: ‘Towards Understanding IT Security Professionals and their Tools’ [15],
– Thompson et al.: ‘Command Line or Pretty Lines? Comparing Textual and Visual
Interfaces for Intrusion Detection’ [132].
– Gagne et al.: ‘Identifying Differences between Security and other IT Professionals: a
Qualitative Analysis’ [48].
Results of the following related work about IT security management are summed up:
– Werlinger et al.: ‘Human, Organizational and Technological Challenges of Implementing IT Security in Organizations’ [141].
– Velasquez et al.: ‘Designing Tools for System Administrators: An Empirical Test of
the Integrated User Satisfaction Model’ [138].

3.1.1 IT Operations Personnel
IT operations personnel, also called
“A system administrator, or sysadmin, is a person who is responsible for the
upkeep, configuration, and reliable operation of computer systems; especially
multi-user computers such as servers. The system administrator seeks to ensure
that the uptime, performance, resources, and security of the computers they
manage meet the needs of the users, . . . ”81
Wikipedia
According to Velasquez et al. [138] they have unique systems to work with and according
to Haber et al. they work in a “dynamic environment of constantly changing tasks, system
state, and priorities, stress is frequently a factor, given the serious consequences of having
a machine unexpectedly unavailable.” 82 Their work practice involves planning, rehearsal,
extensive collaboration, and tool building. They face greater scales, complexity, and risk
than most computer users. Even though they are expert users in most cases, they are
still computer users. Hence the complexity, event driven work, and change in their tasks.
“Administrators have not always accurately remembered and identified how they spent their
time, what their biggest problems were, and which tools they used. . . ” 83 This makes a listing
of their work tasks even more relevant.
According to Anderson [4, 4, 7-9,14] and Ball et al. [11, 2], IT operations personnel face the
following tasks:
– System monitoring such as configuration discovery and host monitoring.
– Configuration management such as site or host configuration, and fault tolerance.
– Managing tools to handle secure root access, security, and resource cleanup.
– User management with topics such as accounts, policy, and user interaction.
81

Wikipedia System Administrator [144].
Here and in the following Haber et al. [54, 56, 57].
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– System configuration such as enabling users to get their jobs done.
– Maintaining the system against internal failures and internal or external attacks.
– Training users to use the system effectively.
– Administrative activities such as patching, managing users, maintenance, and monitoring.
– Security activities such as knowing about current exploits, forensic work, and response
and recovery.
Challenges and Design Guidelines
“For example, a typical network could have firewalls, DMZs, proxies, switches
behind the firewall, routers in front of the firewalls, mail servers and not enough
people to look after the overall security of these interconnected devices.”
Werlinger et al.

According to Haber Administration tools do not support the work of sysadmins as well as
they could. They are not well aligned with their work practices; they seem to be created
without sufficient understanding of the full context of administration work. The tools also
provide insufficient monitoring and notification capabilities.
There exists “. . . a gap between the capabilities of tools for gathering and storing data and
capabilities of tools to help systems managers to comprehend and act on it.” 84
In 2014 Mahendiran et al. found out that these deficits were not solved over the years and
existing tools still did not assist sysadmins effectively in their daily routines and that they
“. . . often required additional information, tool support, expertise, or had to build their own
tools.”
The identified challenges led to the development of guidelines, design principles, and tools
supporting sysadmins. The principles of system administration – dependability, automation, scalability, flexibility, notification, schedulability, transparency, and simplicity – are a
good orientation to design tools to support sysadmins. Accuracy, verification, reliability,
and credibility are also important attributes of sysadmin tools, next to speed, scriptability,
trustworthiness, and early error checking. The use of standard terminology, standard formats, and following conventions in structuring tools are also important when designing tools
for sysadmins according to Anderson, Velasquez et al., and Haber et al.
Example 3.1
Collecting, integrating, and analyzing data from many sources is a challenge that sysadmins face in their daily work. A possible solution would be an explicit process and formal
tools to gather and process information. Another challenge is the necessary situational
awareness to ensure the correct functioning. A possible solution would be advanced
visualization and data mining. Exemplary guidelines are:
- Provide information about what has changed, who made the change, and why.
- Provide alerting tools to help automate monitoring.
- Provide visual representations.
- Present information in such a manner as to help understand how the system works.
- Record or specify the normative baseline and automatically issue warnings.
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Visualization
Although visualization could ease some of the challenges sysadmins face, they seem reluctant to use a Graphical User Interface (GUI).85 Sysadmins state that the Command Line
Interface (CLI) makes “. . . automation, configuration, scripting, and drilling down the data
. . . ” possible and it is comfortable, saves time, and is available on all machines irrespective
of the configuration.
The GUI on the other hand would require more interaction and completing a task would
require more time. Overall, they perceive the CLI as faster, more trustworthy, more reliable,
more robust, and more accurate. Still, a GUI is described as the best choice for some tasks
such as monitoring and “. . . interactive visualizations that allow them to drill down into the
raw data would increase their trust and acceptance of using GUI tools.” Furthermore, “. . . all
the admins think some sort of informational visualization could help . . . ”, “. . . every participant felt a simple visualized state of the system is required . . . ”, and a timeline for changes
to identify issues is also described as useful.
Another example for challenges of information visualization and derived guidelines is given
in the following.86 The integration of tools into daily work processes, getting data and time
from domain experts together with complex work processes and technical obstacles tool integration faces, are challenges for information visualization. It is helpful to remind oneself to
learn from the experts, to be in constant close cooperation, to take usability and aesthetics
into account, avoid eye candy, and plan on gentle reminders.

3.1.2 IT Security Personnel
“I would say that probably nobody else really looks at the organization in the
same way as security members, you really need to be able to look quite wide
and deep . . . that differs from IT where other groups can really be focused in one
particular area.”
Participant in study by Gagne et al.
This section names security personnel tasks, specific needs, and also reasons, why and where
visualization could be beneficial.87
Security administration involves “. . . continual research to learn about new exploits, running
scans for different vulnerabilities, interpreting the output from automated monitoring and
scanning tools, [and] reacting to intrusion . . . ” They “. . . act as detectives and intelligence
agents to ensure that IT resources are used appropriately, preparing for and responding to
attacks by human antagonists.” 88
“Security practitioners have to effectively communicate security issues to other stakeholders,
who have different perceptions of risks and do not have security as a first priority within the
organization.” 89
Security personnel face these challenges with a wider view on the organization than other
stakeholder groups, and so is their use of tools. Their work is more subject to change and so
learning is a constant factor. Instead of changing the environment, they mainly monitor and
alert, so they have to be more communicative and are more dependent on their colleagues.
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They furthermore face a more complex environment, higher risk, and in contrast to all other
stakeholder groups, security is their primary goal. Security practitioners behave in response
to these factors and the reality of security.
Visualization
Security personnel say that “several visualizations for security data . . . are not scalable
enough, are not concrete enough, or over-process the data . . . ” 90
They feel that visualization tools often lack interaction, detail, and flexibility. They seem to
need more time to complete their tasks when using visualizations. Even worse, they could
miss attacks if the visualizations do not show the patterns. Aside from that, they do not
trust the tools since they assume that visualization would make their system vulnerable.91
On the other hand, visualization for security tasks is often simpler and easier to use. It
improves monitoring, provides an overview of the current state, makes salient patterns and
new attacks easier to detect, and offers a baseline comparison.
Another researched field which helps to understand the missing acceptance of visualization
tools among security personnel is the comparison between CLI and GUI tools that shows
a bias of security personnel toward command-line tools. They describe the CLI among
other things as faster, more comfortable, trustworthy, reliable, flexible, and better suited for
automation and scripting accurately. In contrast, sysadmins perceive GUI tools as well suited
for monitoring, overview, easier detection of patterns, discovery of new attacks, baseline
comparison, and simplicity next to ease of use. But they also point out their drawbacks,
which are interaction, more time needed to complete tasks, missing trust, the difficulty to
identify attacks when patterns are missing, lack of detail, and rigid and inflexible interface
interaction.92
Despite the good results for the CLI in general, studies also reveal that the used tools
often have significant limitations such as poor support for tasks requiring direct comparisons
between numerous systems. A lot of tools produce far too many alarms, notifications, or
results. They often miss summaries or aggregation, which makes comparisons or acquiring
a complete view difficult.
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3.1.3 IT Security Management
“. . . the greater the top management support, the more effective security is in
organizations. . . ”
Werlinger et al.
Human, organizational, and technological challenges are to face, when implementing IT
Security in organizations. An overview of the three categories is shown in Table 3.1.
Type
Human

Challenge
Communication of security issues
Lack of security training or experience
Organizational culture

Organizational

Access control to sensitive data
Business relationships
Distribution of IT responsibilities
Lack of budget
Open environment and academic freedom
Risk estimation
Security as secondary priority
Tight schedules

Technological

Complexity of systems
Mobility and distributed access
Vulnerabilities in systems and applications

Table 3.1: Challenges implementing security controls according to Werlinger et al. [141, 39]
Human Factors show that a mutual understanding about security risks among different
stakeholders is necessary. This demonstrates how challenging communication of security issues can be. Often a lack of security training or experience is observable. The
experience about security incidents, vulnerabilities, and culture should be shared. Furthermore, the organizational culture can be challenging when personnel is reluctant to
change.
Organizational Factors are, for example, management training on the implementation of
security plans, which ideally leads to managers employing security planning. This is
even beneficial if they only have a basic understanding of the risk reducing actions.
Business Relationships with other organizations always pose a challenge when it comes
to different security levels. The distribution of IT responsibilities and IT management
makes it more difficult to implement security controls. A lack of resources such as
time, budget, and personnel makes implementing IT security difficult. There is a
direct relationship between tight schedules and the security level of an organization.
They may lead to security controls not being implemented or errors being introduced
into the systems.
Technological Factors face the generic challenge that the complexity of systems increases
constantly and the more complex a system is, the more difficult it is to secure.
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Conclusion: Literature from the Stakeholder Groups
IT operations personnel face various tasks and at the same time only few tools exist to
support their work. They generally are rather sceptic towards visualization, even if it could
benefit their daily tasks such as monitoring, an overview of changes, or the interaction with
data.
Security personnel face similar challenges, but security has to be their primary goal. In
addition, their focus is mainly on monitoring tasks, and in consequence they need a wider
view on the organization and their daily work and challenges differ.
IT security management faces multi factorial challenges. They can be categorized as human,
technological, and organizational factors.
Visualization is, next to design guidelines for tools, proposed as possible solution from the
interviews with sysadmins and security personnel. But the literature did not describe a lot
of tests with tools developed according to these guidelines or their organizational integration
where feedback from the stakeholders was constantly taken into account.
The tools built in this work are oriented on the description of the stakeholder groups, visualization as possible solution, and the introduced design guidelines. For example, relevant
guidelines for alerting tools, information about what changed, records of normative system
baselines, and information presented to aid understanding the system are stated and used.
A summarized extract that is used to evaluate the visualization tools in this work is shown
in the following. The tool must provide:
– Collection, integration, and support for the analysis of data.
– A baseline and alerts for anomalies.
– Alerting and monitoring functionality.
– An overview of changes (what changed, who made the change, and why).
– An understanding of the system and represent how it works.
– A wide security-specific overview of organization and situational awareness.
– Interaction with data and the sharing of information.
– A long-term interactive visualization process.
– The use of standard formats and terminology and being structured.
– Trustworthiness in form of being reliable, accurate, and transparent.
– Support of automation and scriptability.
– Schedulability, scalability, and being simple and fast.
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3.2 Visualization Framework
The literature that is presented in this section, focuses on how information is conveyed. Visualization processes and a visualization framework are introduced and compared. They build
the foundation for the new Process Framework Vis4Sec. The following work is introduced:
– Ware: ‘Information Visualization - Perception for Design’ [139].
– Fry: ‘Computational Information Design’ [47].
– Marty: ‘Applied Security Visualization’ [92].
– Balakrishnan: ‘Security Data Visualization’ [10].
– Burkhard: ‘Knowledge Visualization’ [18].
The visualization processes and the framework describe how to visualize data knowing about
the human brain and recipient. They all share the process character, but each of them has its
own focus. Ware focuses on the visual perception, Fry on data processing, Marty on security
together with the problem definition he introduces, Balakrishnan also focuses on security,
and Burkhard focuses on the knowledge transportation from the sender to the recipient.

3.2.1 Ware’s Visualization Process
Colin Ware did his doctorate on the psychology of perception, then moved to computer
science and now works with data visualization combining those two fields. His approach is
founded on detailed knowledge of visual perception. It focuses on the area of data, perception, and various tasks to which visualization can be applied.

Figure 3.3: Ware’s information visualization process [139, 4]
Ware describes four stages with a number of feedback loops in ‘Information Visualization Perception for Design’.93
93

Here and in the following Ware [139, 4f].
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The stages are listed in the following and illustrated in Figure 3.3.
Collection and storage of data: The data seeker initiates the data gathering and chooses
to gather additional data if necessary.
Preprocessing and transformation: The analyst persuades the data to give up its meaning.
Produce an image on the screen: In a highly interactive process display hardware and
graphics algorithm produce an image on the screen.
The human perception: The perceiver processes the image in the perceptual and cognitive
system.
Information visualization consists of the physical and social environment.
The physical environment is the source of data gathering. The social environment, represented by the visual and cognitive processing done by the human information analyst,
determines what is collected and how it will be interpreted.

3.2.2 Fry’s Visualization Process

Figure 3.4: Fry’s information visualization process [47, 31]
Benjamin Fry combines computer science, statistics, graphic design, and data visualization
as a means for understanding information. He received his doctorate from the Aesthetics
and Computation Group at the MIT Media Laboratory focusing on data problems.
Fry researched exploration, analysis, and representation of complex data in ‘Computational
Information Design’.94 The visualization process he proposes is shown in Figure 3.4.
Acquire:

Obtain the data from a file or a network source.

Parse:

Structure the data (meaning), categorize.

Filter:

Remove all unnecessary data.

Mine:

Discern patterns, place data in mathematical context.

Represent:

Determine simple representation.

Refine:

Improve basic representation.

Interact:

Methods for data manipulation and visibility.

94
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3.2.3 Marty’s Visualization Process
Raffael Marty generates security visualizations and he works in standardization committees
for the Common Event Expression (CEE) and Open Vulnerability Assessment Language
(OVAL). He focuses on security and the data formats with a background in log management
and intrusion detection.

Figure 3.5: Marty’s information visualization process [92, 120]
Marty describes a visualization process with six steps. He uses his own wording, but the
only significant deviation from Fry’s process is that he explicitly defined the problem as the
initial first step.
It stems from ‘Applied Security Visualization’ [92], consists of the following steps, and is
shown in Figure 3.5: ‘Define the Problem’, ‘Assess Available Data’, ‘Process Information’,
‘Visual Transformation’, ‘View Transformation’, and ‘Interpret and Decide’.

3.2.4 Balakrishnan’s Security Visualization Process
Balaji Balakrishnan works as senior information security officer at the World Bank, holds
various Global Information Assurance Certifications (GIACs), and practices security data visualization. In ‘Security Data Visualization’ [10],
Balakrishnan describes a similar process where
he uses five phases.
The process starts with the visualization goals,
which are similar to the definition of the problem in Marty’s process. The Data Preparation
Phase also seems to be equivalent, Marty calls
phase three ‘Process Information’, Balakrishnan ‘Exploration Phase’. He combines Marty’s
‘Visual Transformation’, ‘View Transformation’
and ‘Interpret and Decide’ into the two phases
‘Visualization Phase’ and ‘Feedback and FineFigure 3.6: Balakrishnan’s process [10]
Tune’.
Figure 3.6 shows his security visualization process.
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3.2.5 Burkhard’s Knowledge Visualization Framework
A deficit of the visualization processes is the insufficient perceptiveness of the recipient. Since
Burkhard’s work on knowledge visualization provides this aspect, it will be considered. Reno
Burkhard studied architecture and researched knowledge visualization and complexity management in his doctorate at the ETH Zürich.
He promotes visual storytelling and sketches, which is understandable given his focus on
management instead of technical areas. Burkhard’s idea of knowledge is based on constructivism and states that
“First, knowledge is actively constructed or re-constructed by each individual
and that individuals need to accord meaning to knowledge instead of just accumulating facts. Second, knowledge should be linked to its future use. It should be
embedded into realistic and relevant problems . . . Third, collaboration is important for social negotiation on meaning, for the testing of ideas, and the exchange
and discussion of different perspectives.”95
Burkhard

Figure 3.7: Burkhard’s knowledge visualization model [18, 122]
Burkhard’s knowledge visualization model consists of both the sender’s and the recipient’s
mental model as well as the external visual representations. It is shown in Figure 3.7 and it
is briefly introduced in Chapter 2, Section 2.4.2.4, starting on page 40.
The first step is getting the attention of the recipient, then understanding the context of the
illustrated knowledge to make the recipient aware of its importance and finally the bigger
picture with an overview is provided. Afterwards, there are options to act and to choose
relevant details for the recipient. Its focus lies on the steps of visual perception and knowledge transfer from one person to another. The model is not a complete visualization process
description but offers relevant considerations on the perception and the organizational context.
95
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Conclusion: Literature from the Visualization Processes
The presented visualization processes and the visualization model share common steps such
as the collection, preparing, analyzing, and communicating of data; they differ when it
comes to problem definition, details on data collection, and preprocessing. A new integrated
Process Framework Vis4Sec, that will be introduced in Chapter 5, starting on page 109,
is derived from these processes. It is specifically designed to enhance the IT security in
organizational settings and so it works fine in heterogeneous environments.
The summary of the visualization processes pointed out the relevant phases for visualization
generation. It also illustrates the relevance of knowledge for the individual and the collective
and in consequence it demonstrated the importance of organizational knowledge generation,
the transfer of knowledge from one individual to another, and the transformation from
individual knowledge into organizational knowledge.
The generation and growth of organizational knowledge is a relevant part of visualization’s
role in aiding the enhancement of the IT security in an organization.
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3.3 Data Sources
This section introduces research about visualization of specific data sources such as log or
vulnerability data. The following related work is introduced:
Log Data:
– Girardin and Brodbeck: ‘A Visual Approach for Monitoring Logs’ [51].
– Hochheiser and Shneiderman: ‘Understanding Patterns of User Visits to Web Sites:
Interactive Starfield Visualizations of WWW Log Data’ [65].
– McLachlan et al.: ‘LiveRAC: Interactive Visual Exploration of System Management
Time-series Data.’ [95].
– Humphries et al.: ‘ELVIS: Extensible Log VISualization’ [69].
Vulnerability Data:
– Zhang et al.: ‘An Empirical Study on Using the National Vulnerability Database to
Predict Software Vulnerabilities’ [148].
– Dhinwa et al.: ‘Applying Data Analytics on Vulnerability Data’ [32].
– Younis et al.: ‘To Fear or Not to Fear That is the Question: Code Characteristics of
a Vulnerable Function with an Existing Exploit’ [147].
– Stock et al.: ‘POSTER: Mapping the Landscape of Large-Scale Vulnerability Notifications’ [125].
– NIST SP 800-37 Rev.2: ‘Risk Management Framework for Information Systems and
Organizations’ [44].
– Poller et al.: ‘Can Security Become a Routine? A Study of Organizational Change in
an Agile Software Development Group’ [105].
– Sanguino et al.: ‘Software Vulnerability Analysis Using CPE and CVE’ [113] and
‘Verwundbarkeitsanalyse anhand von CPE-Dictionary und CVE-Feeds’ [112].
– Allodi et al.: ‘Identifying Relevant Information Cues for Vulnerability Assessment
Using CVSS’ [3].
– Hanauer et al.: ‘VESPER – a tool for managing Vulnerabilities and Exploits in Software with Portscan-Endorsed Results’ [60].
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3.3.1 Log Data
Four approaches using log files as data source will be examined more closely below.
Girardin et al. [51] visualized the logs using
the self-organizing map algorithm to generate a feature map and the spring-based layout engine as a classifier to generate the visualization.
They wanted to relieve “. . . system and
network administrators from the laborious
task of scanning long log files and building sets of rules for automatic classification.” 96
They furthermore expected from the users
“. . . to discover hidden patterns of activity in
their systems.” 97 Figure 3.8 displays about
Figure 3.8: Visual
approach
by
Gi500 firewall events.
rardin et al. [51, 302]
Hochheiser et al. [65] used starfield visualizations to examine trends in world wide web log
data. They took a closer look and visualized, for example, hits to links, referrer, and access
pattern.
The visualizations provided a better understanding of user visits and Hochheiser et al. concluded that “. . . while visualizations eliminate the data loss that is inherent in summaries,
they also mask some of the more basic information provided by traditional tools . . . Interactive
visualizations might work best as complements to traditional analysis tools. Specifically, visualizations might be most useful for identifying questions to be asked . . . ” 98
McLachlan et al. [95] introduced a visualization system for large collections of system management time-series data, called
LiveRAC.
Relevant key findings of their work are
that iterative design can be successful
even when full participation of the target
users is not available at project conception. They also found out that visual, interactive sorting offers significant benefits,
that viewing a large number of charts side
by side is critical in serendipitous pattern
discovery, and that linked views aid correFigure 3.9: LiveRAC by McLachlan et al. [95, 6]
lation.
Also relevant is their finding that report generation capability is critical for acceptance.
An example showing the system management time-series data of one day is provided in
Figure 3.9.
96
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Humphries et al. [69] imported log files
from multiple formats and offered an
exploration through automatically selected representations, called ELVIS.
The representations are generated according to the data, which is chosen
for display. ELVIS offers a view to acquire and summarize log files and it automatically generates a representation
according to the type of data based on
the fields chosen by the user.
They follow the idea of “. . . bringing
the human back in the loop . . . ” and
“. . . advocate that security visualization
should let experts concentrate on their
objectives as much as possible, freeing
them from issues outside their area of
expertise.” Figure 3.10 shows multiple
representations automatically selected.

Figure 3.10: ELVIS by Humphries et al. [69, 14]

3.3.2 Vulnerability Data
Vulnerability data is introduced in this section. The basis is laid with the well-known
Common Vulnerabilities and Exposures (CVE) databases and Common Vulnerability Scoring
System (CVSS) scores, a short overview of the development of vulnerability management
tools is provided, together with the challenges of automatically identifying machines. Then
possible solutions in form of Common Weakness Enumeration (CWE), Common Platform
Enumeration (CPE), Common Attack Pattern Enumeration and Classification (CAPEC)
alongside manual work are introduced.99
Vulnerabilities are “. . . weaknesses in an information system, system security procedures, internal controls, or implementation that could be exploited or triggered by a threat source.” 100
Vulnerability management aims at detecting vulnerable services and software installations.
For this purpose, vulnerability scanners are used to identify active hosts on the network and
their running vulnerable services, including their operating systems, misconfigured settings,
and vulnerable software versions.
CVE database For more than a decade, the CVE database has been the de-facto global
standard for documenting the core information about each vulnerability. Entries are checked
for duplicates and fake reports, are assigned a unique identifier (called CVE-ID), and typically include a short description of the identified issue along with links to external, more
detailed descriptions.
The National Vulnerability Database (NVD) enriches the information provided by the CVE,
for example, by also storing each vulnerability’s base score according to the CVSS. NVD
performs this duty so reliably that other approaches such as the Open Source Vulnerability
Database (OSVDB) were shut down meanwhile.
99
100
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CVSS Score CVSS, available in version 3 since 2015 but also still used in version 2, is a
simple to use scoring system for vulnerabilities: It provides a questionnaire in which answers
can be selected for a specific number of questions, resulting in a score between 0.0 (no
severity) and 10.0 (critical severity).
The CVSS base score, which is often published, can then be refined by the temporal score
and the environmental score, which take into account that relevant properties may have
changed since the vulnerability was initially published (e. g., a fix is available), and that an
affected system may have lower security requirements (e. g., data confidentiality may not be
required for certain public web servers).
Vulnerability Management Tools Vulnerability management tools typically import CVE
and NVD entries on a regular, for example, daily basis and use the CVSS base score to
prioritize the vulnerabilities found in a specific organization. To determine which machines
or IP addresses are affected by known vulnerabilities, the tools usually
– either perform a correlation with an existing local data source such as software version
information stored in a CMDB or Configuration Management System (CMS) as part
of the organization’s ITSM infrastructure,
– or conduct active scans, for example, based on port-scan engines such as Nmap, which
also retrieve software version information by querying network-based services, or by
using Security Content Automation Protocol (SCAP) tools installed on each machine,
for example, OpenSCAP.
Challenges The biggest problem in identifying affected machines automatically based on
CVE and NVD entries is that the description of vulnerability details is written in prosa:
Some explanations of when and how a vulnerability can be exploited are so complicated that
they are even hard to understand for security professionals, making it next to impossible for
today’s generic automated tools to parse and interpret the details. In addition, using the
data to predict the exploitability of vulnerabilities or the existence of unknown vulnerabilities
shows that next to other missing information, missing version deltas, versiondiffs, and data
error make the NVD data hard to use,101 or to even predict the existence of unknown
vulnerabilities. In practice, this has led to two developments:
1. Further efforts such as the CWE, the CPE, and the CAPEC assign unique identifiers
to software product names along with their precise version information.
2. Manual work is performed by vulnerability management tool vendors to enrich the
vulnerability information in order to reliably identify affected machines and provide
descriptions in the created reports in order to make them easier to understand for
technical personnel on a non-security-expert level.
However, as shown in a study by Sanguino and Uetz, both approaches are impacted by
a significant latency and still suffer from an overwhelming amount of (partially incorrect)
results, hampering both the automated and manual analysis of reported vulnerabilities.102
Therefore, various shortcomings must currently be dealt with in practice, for example, vulnerability data sets may be incomplete because no CPE dictionary entry has been created
101
102

According to Zhang et al. [148].
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59

3 Related Work
for the current version of a software package yet, or entries may even be misleading because
insufficient care has been applied when filling in such information. A manual assignment is
still necessary to compensate the shortcomings of CPE and CVE.
Furthermore, and eventually caused to a noticeable degree by the way some commercial
vulnerability management tool vendors advertise their products, many organizations expect
their vulnerability management tools to
1. work fully automated and out-of-the-box, i. e., without the necessity to manually provide important information about their infrastructure to fine-tune the tool.
2. identify all of their affected machines, i. e., the false negative rate (machine not reported
although affected) shall be zero.
The above mentioned available information which is temporarily and inevitably incomplete
in combination with such user expectations has led to vulnerability management tools, which
by design come with a high false positive rate in their results: When in doubt, they err on
the side of reporting a vulnerability that does not exist, in favor of omitting an unclear
result that might cause the customer to think that the tool sold by the vendor does not work
properly. Supporting scripts and tools have to be used to utilize vulnerability scan results as
the time required to perform a vulnerability scan is minimal in relation to the time required
to analyze the results.103 The high amount of time needed to manually analyze the results
also stems from the overwhelming amount of (incorrect) results. The long-term effect of
this strategy is even worse as it leads to reports being ignored when they contain inaccurate
information too often.
The knowledge of security professionals104 and metrics that consider security domain knowledge105 are highly relevant in order to improve the quality of vulnerability prediction approaches or their performance – the same seems true for the quality of already known vulnerabilities when assessing vulnerability scan results.
Practitioner reports such as Sanguino et al. [112], take the same approach and point out the
crucial factors of manual effort and interacting with security professionals when performing vulnerability management and mitigating potential exploitability. Supporting security
professionals with visualization is one solution and current work about vulnerability management visualization is considered.
Furthermore, human challenges have to be factored in as often system administrators fail to
fix existing, reported vulnerabilities. Amongst other reasons are misunderstood reports, poor
sender reputation, user distrust, subjective decisions by intermediaries, and unsatisfactory
security education suspected as causes for the failed fixing.106 This is also confirmed by a
study on organizational change in agile software development, which noticed an improved
understanding of security issues after consultancy, but the given organizational structure did
not change. Also, Poller et al. noted that “. . . the activities of the internal security initiative
were disconnected from the requirements of the organizational setting . . . , hence could not
foster change towards integrating security work either.” 107
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Dhinwa et al. [32].
Allodi et al. [3].
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Conclusion: Literature from the Data Sources
The literature covering data sources examined research on the data sources log and vulnerability data. The glimpse at the data sources has shown that various technical methods
to join data sources can be used, so a main takeaway is the necessity to choose a tool and
method to handle the data sources.
Further consequences are, that visual interactive sorting, complementary interactive visualization, monitoring (of log data), a large number of charts displayed, and a linked view are
often helpful when handling those data sources. Next to the tool or visualization supporting
the identification of a question, the discovery of hidden patterns, and alongside report generation capability the potential to collect and correlate data. In addition, it has to be kept
in mind that the manual effort and the interaction with security professionals is crucial in
vulnerability management and mitigating potential exploitability. It is necessary to support
the security professionals in the mitigation process.
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3.4 Security Visualizations
This section about security visualizations shows related work that generates security visualizations for network security and security data such as NetFlows,108 IP- and port-based
data. It also introduces the area of visual analytics as exemplary work for interactive pattern
discovery from 2008 to 2014 of the research group Fischer et al.
Process-based:
– Fischer et al.: ‘Large-Scale Network Monitoring for Visual Analysis of Attacks’ [38],
‘VisTracer: A Visual Analytics Tool to Investigate Routing Anomalies in Traceroutes’ [40], ‘VACS: Visual Analytics Suite for Cyber Security - Visual Exploration of
Cyber Security Datasets’ [41], ‘NStreamAware: Real-Time Visual Analytics for Data
Streams to Enhance Situational Awareness’ [42], and ‘A Visual Analytics Field Experiment to Evaluate Alternative Visualizations for Cyber Security Applications’ with
visualizations built on top of VACS [39].
– Angelini et al.: ‘PERCIVAL: Proactive and rEactive attack and Response assessment
for Cyber Incidents using Visual AnaLytics’ [6].
– Franklin et al.: ‘Toward a Visualization-Supported Workflow for Cyber Alert Management Using Threat Models and Human-Centered Design’ [45].
Network Security:
– Ball et al.: ‘Home-centric Visualization of Network Traffic for Security Administration’ [11].
– McPherson et al.: ‘PortVis: a tool for port-based detection of security events’ [96].
– Mansmann et al.: ‘Visual Analysis of Network Traffic for Resource Planning, Interactive Monitoring, and Interpretation of Security Threats’ [90], ‘Visual Analysis of
Complex Firewall Configurations’ [89].
– Yelizarov et al.: ‘Adaptive Security Event Visualization for Continuous Monitoring’ [146].
Vulnerabilities:
– Wu et al.: ‘A Multi-layer Tree Model for Enterprise Vulnerability Management’ [145].
– Harrison et al.: ‘NV: Nessus Vulnerability Visualization for the Web’ [63].
– Krebs: ‘Visualizations in Vulnerability Management’ [80].
– Balakrishnan: ‘Security Data Visualization’ [10].
– NIST: ‘Vulnerability Visualizations – National Vulnerability Database (NVD)’ [101].
– Angelini et al.: ‘Vulnus: Visual Vulnerability Analysis for Network Security’ [5].
– Aksu et al.: ‘Automated Generation of Attack Graphs Using NVD’ [2].
Not Described: Literature that provides a security overview of attackers world- or countrywide such as data breach reports, goes beyond the scope of this work.109
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NetFlow is a network protocol developed by Cisco for collecting IP traffic information and monitoring
network traffic.
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Examples are Risk Team Verizon [13], Australian Cyber Security Centre [8], Symantec Internet Security
Threat Report [126], and Bundesamt für Sicherheit in der Informationstechnik [17].
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3.4.1 Process-based
The section on process-based security visualization describes selected work from Fisher et al.,
Angelini et al., and Franklin et al. with a focus on visual analytics. It starts with work
from Fischer et al. about the visualization of NetFlows, continues with routing anomalies
in traceroutes, a visual analytics system for data streams, and a suite for cyber security.
Afterwards a tool for response assessment of cyber incidents from Angelini et al. and a
visualization workflow for cyber alerts from Franklin et al. are introduced.
The approaches and their development are exemplary for research in that area and the development of tools. They often start with a small use case and expand over time to a complex
set of tools with many use cases.
In 2008 Fischer et al. [38] provided quick
visual insights into communication patterns
with NFlowVis. They monitored large networks with the aim to detect and analyze
attacks. The data was analyzed with a relational database system, linked to alerts
from an IDS to detect suspicious activity.
The results were mapped to a TreeMap and
“. . . the attackers are arranged at the borders
and linked using splines parameterized with
prefix information.” 110
Figure 3.11 shows a distributed network attack on Secure SHell (SSH), it positions related attackers next to each other.

Figure 3.11: NFlowVis by Fischer et al. [38]

In 2012 Fischer et al. built ‘VisTracer: A Visual Analytics Tool to Investigate Routing
Anomalies in Traceroutes’ [40]. In 2013 they built ‘VACS a Visual Analytics Suite for Cyber Security’ [41] that combines a dashboard view, a host-based thumbnail overview, and a
querying interface to retrieve and drill down.

Figure 3.12: NStreamAware by Fischer et al. [42, 6]
110
111

In 2014 Fischer et al. [42] developed a visual analytics system for
the analysis of data streams including a web application. The system should “. . . visually guide the
user in the feature selection process to summarize the slices to focus on the most interesting parts of
the stream based on expert knowledge of the analyst.” 111
An example depicting a visualization to monitor data streams is
shown in Figure 3.12.

Fischer et al. [38, 1].
Fischer et al. [42, 1].
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In case studies the situational
awareness was improved and eventually the network security was enhanced, too. They furthermore
made ‘A Visual Analytics Field
Experiment to Evaluate Alternative Visualizations for Cyber Security Applications’ with visualizations built on top of VACS [39].
They combined TRIAGE, a multicriteria clustering algorithm with
interactive treemaps, node-link
Figure 3.13: VACS by Fischer et al. [39, 2]
and chord diagrams and shared the
results with experts of a Symantec security response team. The main results from the field
experiment were: First, in order to make justified decisions, visual feature and parameter selection is important. Second, the interactivity of the visualization is very important. Third,
“. . . inconsistent design decisions easily cause confusion.” 112
A screenshot of the visualization display is shown in Figure 3.13.
In 2015 Angelini et al. [6] developed PERCIVAL, a tool for response assessment of cyber incidents using visual analytics. They
were guided by the principle to
provide “. . . situational awareness
by allowing the user to understand
the network security status and to
monitor security events that are
happening on the system.” 113
They decided to use visualized atFigure 3.14: PERCIVAL by Angelini et al. [6, 1]
tack graphs as they wanted to ease
the human understanding of the complex attack graphs with visualization. A detailed view
displaying the attack path where the user selects a subnet is shown in Figure 3.14.
In 2017 Franklin et al. [45] proposed to close an alert management capability gap with their
visualization supported workflow for cyber alert management. They wanted to “. . . create
a realistic mapping between available data sources, the MITRE ATT&CK Matrix, and the
analysts’ workflows to understand the capability gaps.” 114 They stated that “Good alerts are
transposable, composable, and shareable.”
Most relevant for this work is the claim “. . . made by some cyber security experts that visualizations are an unnecessary middle step that interferes with a defender’s ability to get from
alerts to the data needed.” So, they chose to “[r]ather than designing a new visualization
system, . . . include a visualization component in our alert management support tool.”
112

Fischer et al. [39, 4].
Angelini et al. [6, 1].
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Here and in the following Franklin et al. [45, 4,5,7].
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3.4.2 Network Security
This section on network security visualization introduces a visual information security utility
for administration from Ball et al., a tool for port-based detection of security events from
McPherson et al., a visualization of network data and a visualization of firewall Access Control Lists (ACLs) both from Mansmann et al., and a security event visualization approach
for monitoring from Yelizarov and Gamayunov.
Text-based tools provide no overview
to grasp the big picture as
Ball et al. [11] concluded from interviews in 2004. So they built a
Visual Information Security Utility
for Administration Live (VISUAL)
as part of the Network Eye security
visualization architecture.
It is a network security visualization tool for communication patterns between internal networks
and external hosts. An example
that represents 80 hours of data
from a network with more than
1,000 hosts is shown in Figure 3.15.

Figure 3.15: VISUAL by Ball et al. [11, 58]
McPherson et al. created ‘PortVis:
a tool for port-based detection of
security events’ [96]. They used
data visualization – on each Transmission Control Protocol (TCP)
port during each given hour – to
uncover suspicious security events.
All visualization tools are present
simultaneously, so it is easy to correlate data and mentally shift between them.
The screenshot of PortVis shown
in Figure 3.16 displays
1. Timeline
2. Main visualization
3. Squared magnification from 2
4. Activity of selected port from 3

Figure 3.16: PortVis by McPherson et al. [96, 75]

Parameters to control:
5. Appearance
6. Data source
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Mansmann et al. [90] monitored
logs from gateway routers, firewalls, and IDSs and analyzed the
data with statistical and signaturebased methods.
They took the first approach
to visualize large-scale network
data aggregated by prefix, autonomous system, country and
continent. One result – a HistoMap 1D layout of autonomous
systems in Germany is shown in
Figure 3.17. The color represents
the number of incoming connections.

Figure 3.17: HistoMap by Mansmann et al. [90, 3]

They continued with the visualization of host behavior for network security [91] and with a
visual analysis of network traffic to detect and interpret security threats [88].
In 2012 Mansmann et al. [89] created a sunburst visualization to analyze complex firewall configurations. They created an interactive
hierarchical sunburst visualization.
It logically groups rules or object
groups according to their common
characteristics, a color-linked configuration editor and classical tree
view components.
Figure 3.18: Sunburst ACLs by Mansmann et al. [89, 7] The programming logic of firewalls
often survives several generations of administrators and hardware. A tendency exists to add
new rules and rarely change or remove old rules due to unexpected consequences. The visualization tool supports the network administrator in understanding firewall rule sets. An
example sunburst visualization of ACLs shows the Figure 3.18 displaying the hit counts of
each rule (left) and unused rules (right).
Yelizarov and Gamayunov introduced ‘Adaptive Security Event Visualization for Continuous Monitoring’ [146]. They see visualization as part of the Security Information and Event
Management (SIEM) architecture. A SIEM consists of a security event collection module
with, for example, events from Intrusion Detection Systems (IDSs), Intrusion Prevention
Systems (IPSs), firewalls, Operating Systems (OSs), and databases; a correlation and analysis module in form of a database of security events and a monitoring module divided into
a reporting and visualization module.
Screenshots are shown in Figure 3.19 on page 67. They demonstrated the approach in an exemplary network with around 1,000 hosts, where they detected three simultaneous complex
kinds of Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks within
ten seconds.
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Figure 3.19: Visualization by Yelizarov et al. [146, 4+5]. Case (left), interaction (right).

3.4.3 Vulnerabilities
This section provides reasons for visualizing vulnerability data and introduces a network
vulnerability visualization from Angelini et al. Vulnerability visualizations are developed
“. . . to support security analysts and systems administrators in the tasks of vulnerability
discovery, analysis, and management . . . ” 115 They developed a tool for the visualization
of Nessus results that “. . . abstracts and aggregates the large amounts of data produced by
vulnerability assessment tools . . . ” 116
In general, the overwhelming amount of raw data produced by network vulnerability tools
makes it not only difficult to prioritize, but also fails to provide actionable data and fails to
support the user as analyzed in Watson et al. [140]. They conclude the same for the rather
complex visualizations, despite acknowledging the potential of visualization to be helpful. In
addition to the free accessible information about vulnerabilities and CVSS scores, NIST [101]
also provides visualizations that show the distribution of vulnerabilities over time, severity by
type, or most frequent words. These visualizations are helpful in getting a general overview
of known existing vulnerabilities such as word clouds, stacked charts, and timelines.
Further visualizations for vulnerability management are the well-known visualizations such
as weakness tables, lists, line, bar, bubble chart or sunburst, or radial tree layouts according
to Krebs [80] and Balakrishnan [10].
One more example is VULNUS from Angelini et al. [5]. It is “. . . a visual analytics solution for dynamically inspecting
the vulnerabilities spread on networks, allowing for a quick understanding of the
network status and visually classifying
nodes according to their vulnerabilities.”
It approximates the optimal sequence of
patches that eliminate the attack paths.
Figure 3.20 shows VULNUS, dealing with
Figure 3.20: VULNUS by Angelini et al. [5, 1]
a real network containing 122 nodes, 22
sub-networks and 846 vulnerabilities.
115
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As Harrison et al. [63, 32] for NV describe.
Ibidem.
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Conclusion: Literature from the Security Visualizations
Visualization approaches from the network security area and visual analytics were evaluated
as literature for the security visualizations. From the inspected visualizations none was
fully applicable, but ideas, aspects, or single realizations will be used. The need to get an
overview that grasps the big picture, to show important features together, to try atypical
visualizations for security, visualization as a means to detect attacks, visual selection of
features and parameters, interactivity, consistency and user involvement in design are the
key takeaways from this section. Below, follows a brief summary describing the ideas used
from the evaluated works:
– The finding that text-based tools provide no overview over the big picture was taken
from the work of Ball et al.
– The idea of McPherson et al. to show the overview and the zoomed in view simultaneously seems useful, but in this implementation the visualization seems to be crowded,
it is unclear where to start and what the single images show. The approach to show
important features together will be used in this work, but in a different design.
– The visualizations of Mansmann et al. show that forms of presentation known from
other areas such as the histomap or the sunburst visualization can work well in a
security context. So as a result for this work atypical visualization from a security
point of view will be given a try; especially the histomap and sunburst visualization
will be evaluated for various kinds of data.
– The usefulness of visualization to detect attacks from Yelizarov and Gamayunov was
taken as one more affirmation to implement a visualization aiding security personnel
for this work.
– The results of the field experiment from Fischer et al. concerning the interactivity and
the user involvement, the consistency in design and the possibility to visually select
features and parameters as important decision criteria were taken into account.
– The network security vulnerability analysis by Angelini et al., the generation of an
enterprise-wide vulnerability management visualization, tree models by Wu et al., and
the generation of attack graphs Aksu et al. try to depict the complexity of the environment, which is not easily done for a more complex heterogeneous environment, but
will help us understand attacks and their impact, which is even more relevant.
– The information visualizations for vulnerability and the visualization process for vulnerability management introduced in Krebs is similar to other visualizations and visualization processes. So the Visualization Process Framework for security introduced
in Chapter 5, starting on page 109 can be applied without losing any specificity.
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3.5 Conclusion from the Literature
The examined literature is divided into the four areas: stakeholder groups, visualization
processes, data sources, and security visualizations. The stakeholder groups section described
organizational challenges faced by the stakeholder groups sysadmins, security personnel, and
IT management. How they could benefit from visualization was described and studies on
how to handle and evaluate tools to best support stakeholder groups were cited as well.
The visualization processes section described approaches on how to handle the generation
of visualization. Overall, it presented common steps of visualization generation and showed
that so far no adequate visualization process with a focus on security, data management,
and organizational knowledge generation exists. The data sources section described how to
handle the exemplary data sources log and vulnerability data. It showed that visualization
is often helpful. The section about the security visualization offered visualizations that are
process-based, that visualize network security and vulnerabilities. These mainly provided
ideas for implementations and key takeaways.
The key takeaways from the reviewed literature are:
Questions. The visualization has to support the identification of questions to be asked.
Knowledge Generation. Individual and organizational knowledge has to be generated by
the process, tool or visualization.
Data Management. The data collection and correlation done by the tool has to be adaptive
and easy.
Overview. An overview of the organization, necessary details and a security-specific overview
has to be provided by the tool or visualization. One of changes, and an overview that helps
to understand the system has to exist. Furthermore, the visual selection of features and
parameters has to be supported.
Monitoring. Monitoring, especially of log data and vulnerabilities, has to be supported.
Reporting. The tool has to provide report generation capability.
Alerting. There has to be alerting capability and baselines have to be defined. In case of
anomalies, alerts have to be generated by the tool.
Design. The visualization has to be designed consistently, to involve users as early as possible
and it should test atypical representations such as histomaps or sunbursts. It also should
provide a linked view and an appropriate visualization of a large number of chart, if useful.
Interactivity. The tool and the visualization have to provide interactivity and a long-term
interactive visualization process has to be initiated. Interaction in general and with the
data in particular is of vital importance. The interactive visualization should complement
traditional tools, the detection of hidden patterns, and in consequence the detection of
attacks. In addition should the tool provide interactive visual sorting.
The existing literature does not describe how to integrate visualization into organizational
processes as a domain-specific security-enhancing tool. This makes clear that a new solution
is necessary and thus, needs to be generated. The next chapter will analyze two scenarios
with multiple use cases, it will identify their deficits, and it will then derive the requirements
for this new solution.117
117

As described in Chapter 4 Section 4.4, starting on page 101.
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and IT Security Management
This chapter describes the two scenarios ‘IT Operations’ and ‘IT Security Management’
with three use cases each. Their status quo, weak and strong points will be analyzed
and the requirements for the Process Framework Vis4Sec and the solution aiding visualizations will be derived. The analysis and generalization takes into account the basics from
Chapter 2 ‘Foundation: IT Management, IT Security, Data, and Visualization’ and Chapter 3 ‘Related Work’. At the end of this chapter, general requirements will be specified that
are transferable to other scenarios and use cases.
Figure 4.1 shows the procedural model of this chapter.

Figure 4.1: Chapter 4: ‘Requirements Analysis for IT Operations and IT Security Management’

4.1 Scenarios
This section introduces the two scenarios, each having three use cases. They are chosen in
a way that makes them comparable, to support the derivation of generic requirements, and
to generate transferable results.
The first scenario describes the Linux server management at a Scientific-Data-Center (SDC),
identifies deficits in the server management concerning IT security and derives requirements
to fix the deficits and aims to improve IT security.
The second scenario describes management tasks related to IT security, it therefore considers
log file management at a medium-sized company, together with software patches and the
implementation of vulnerability management at the higher education data center SDC. The
SDC represents the scientific sector; the use case at the medium-sized company with its IT
management and certification allows a glimpse into the business-driven aspects.
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For each use case specific requirements are derived from its deficits and explained in detail
at the end of its description.118 To state the requirements the knowledge about IT security
from the foundation in Chapter 2 together with the state of the art from Chapter 3 is taken
into account. At the end of this chapter they are generalized to be transferable to other
scenarios and use cases.119 Later on in the Chapter 6 ‘Proof of Concept: IT Operations:
Server SDLC’ and Chapter 7 ‘Proof of Concept: IT Security Management’ they will be
weighted for each of the use cases as NiceToHave ‘o’, Important ‘+’, and Necessary ‘++’.

4.1.1 A Higher Educational Institutions Data Center
The SDC is a university data center with a wide portfolio.120 It provides services for the
academic and scientific communities in its area, and as a supercomputing center even in the
whole of Europe and worldwide. The SDC is also a network infrastructure provider with
more than 100,000 users and a web hoster. In addition, the SDC maintains a Linux server
environment with more than 2,500 virtual servers, physical servers, a cloud environment,
multiple cluster environments, and a high performance computer. In 2018 the SDC had
more than 200 employees and more than 50 assistants in four departments divided into 16
organizational units. Many employees have a background in natural sciences, humanities,
engineering, and some in computer science.
The SDC as a scientific data center has the typical atmosphere of academia; it has a wide
portfolio of diverse services, alongside its heterogeneous infrastructure, users, and customers.
But it remains a data center, which means it has a high percentage of technical staff and
sysadmins among its employees and sysadmin, security personnel, and IT management tasks
have to be performed. The heterogeneity of the service structure with different customers
and the wide service portfolio are comparable to the structure of larger organizations due
to their variety and complexity. This allows to design, implement, and evaluate a scalable
approach helpful for larger organizations which are locally distributed.
The Linux server administration at the SDC is described on the basis of the SDLC, whereas
the use cases configuration management, provisioning and disposal, and monitoring will be
described in detail in the ‘IT Operations’ scenario. The use cases ‘Patch Management’ and
‘Vulnerability Management’ will be described in detail as part of the ‘IT Security Management’ scenario.
The SDC operates over 2,000 Linux servers, whereby around half of them are customer
servers and the other half are used for services the SDC provides and tests. On the operated servers the SDC is responsible for either the housing, the hosting, or the complete
maintenance of the machine.
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As described in ‘Linux Configuration Item Database’ 4.2.1.4, starting on page 77;
‘Server Provisioning’ 4.2.2.2, starting on page 84 and ‘Server Disposal’ 4.2.2.4, starting on page 86;
‘Server Monitoring’ 4.2.3, starting on page 89;
‘Log Management’ 4.3.1.2, starting on page 93;
‘Patch Management’ 4.3.2.2, starting on page 97;
‘Vulnerability Management’ 4.3.3.2, starting on page 100.
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As described in Section 4.4, starting on page 101.
120
The name of the data center is kept confidential and it is referred to as ‘Scientific-Data-Center (SDC)’.
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4.1.2 A Medium-Sized Company
A medium-sized service provider for process and IT consulting with clients in the automotive sector is analyzed for the second scenario.121 They were founded in the late 1980s
and have more than 900 employees from over 20 nations. They describe themselves as “a
one-stop full-service shop along the entire IT life cycle.” The company characterizes itself
as one with a lean corporate structure and flat hierarchies. The Medium-Sized-Company
develops software, operates parts of their customers IT infrastructures as well as services
in the automotive sector. Most of their employees are software engineers and apart from
their administrative and management staff, they have only few sysadmins responsible for
the upkeep and maintenance of the internal and customer systems.
Over the last five years the company has grown significantly and so has their office space,
infrastructure, and IT. In October 2017 the interviews for the use case were conducted and
the analysis was done. The company has six ESXi-Servers as host for around 300 virtual
machines. They operate their own network infrastructure such as switches, routers, firewalls,
including network services such as Domain Name System (DNS) or Dynamic Host Configuration Protocol (DHCP), and they also operate their own domain controller, Microsoft
SharePoint, and email server. In sum, it is relevant to know that Medium-Sized-Company
provides services which are customer-facing, revenue providing, and in consequence Service
Level Agreements (SLAs) for availability have to be met.

4.1.3 Use Cases
After briefly describing the use cases and subsequently explaining them in detail, a description of how they are analyzed and selected respectively, will follow.
At first the use case will be classified and the purpose and function of the tool or process
will be outlined. Then follows a description of the used data input and output, the methods
and how the resources are controlled. If applicable, a closer look at the visualization will be
taken as well. Finally, occurring problems and deficits will be illustrated and requirements
will be derived. The status quo is evaluated with ethnographic interviews, which are also
used to extract, verbalize, and visualize tacit knowledge as a basis for the enhancement of
the existing practice.
Use Cases: Scenario ‘IT Operations’ The use cases of the ‘IT Operations’ scenario at the
SDC are selected from the IT operations area with the aim to provide a representation of the
most relevant phases of the SDLC relevant for the operations. Below follows a description of
a use case for ‘Configuration Management’, one for ‘Server Provisioning and Disposal’, and
one for ‘Monitoring’. A review of system administrative tasks such as provisioning a new
virtual server or monitoring of server functionality is carried out. This describes the status
quo of the Linux server management, sorted into the five phases of the SDLC. Deficits are
identified and a nominal state for each phase is specified.
The requirements will result from the scenario analysis in this chapter together with the
takeaways from Chapter 3 ‘Related Work’ and Chapter 2 ‘Foundation: IT Management, IT
Security, Data, and Visualization’.
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The name of the company is kept confidential and it is referred to as ‘Medium-Sized-Company’.
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Use Cases: Scenario ‘IT Security Management’ The use cases of the IT security management scenario at Medium-Sized-Company and at the SDC were selected with the aim
to give a small insight into compliance requirements including a security management point
of view, and provide an insight into the typical IT security topics patch management and
vulnerability management.
The first use case ‘Log Management’ gives an overview of the company and introduces
typical information security management topics from the DIN ISO/IEC 27001 norm and
compliance requirements in form of the enhancement of operational security. The enhancing
of operations security also provides a practical introduction and implementation of the DIN
ISO/IEC 27001 standard and measures. It complements the previous approach of the SDC
scenario and its focus on sysadmin activities with a security management use case.
The second use case ‘Patch Management’ and the third use case ‘Vulnerability Management’
– both conducted at the SDC – are two more examples for the security management view.

4.2 Scenario: ‘IT Operations: Server SDLC’
This section describes the use cases of the ‘IT Operations’ scenario ‘Linux Configuration
Item Database (Linux CI DB)’, ‘Server Provisioning and Disposal’, and ‘Server Monitoring’.
Each section starts with a brief overview, describes the use case in more detail, and then
depicts deficits and requirements stemming from the use case.

4.2.1 Use Case: ‘Linux Configuration Item Database’
The Linux CI DB is used as a tool to develop an understanding of the structure of the SDC,
its different organizational units, services, sysadmins, and servers. As a self-developed tool,
Linux CI DB combines organization-specific information with information about the servers
and can therefore provide relevant information about the organization. Similar results are
reachable in other organizations by analyzing their CMDB as well.
Fundamental for the operation, maintenance, billing, and the disposal of systems is the
knowledge about their existence. Therefore, a configuration database of some form has to
available with an entry for each system. The entry has to be created during the Implementation Phase, kept up to date as long as the system is in operation and has to be deactivated
or deleted when the system is disposed of.
At the SDC the CMDB is curated in the following way: Upon initialization, each server gets
an entry in a text file containing relevant data such as its hostname, IP address, sysadmin,
or installation server. In addition, a cron job is set up that calls a script which performs
predefined checks, updates, and also collects data. This script runs twice a day, the data is
collected on the installation servers, and represented in the GUI of Linux CI DB.
4.2.1.1 Functionality
The Linux CI DB is the configuration database for Linux servers at the SDC. It is a tool that
stores manually maintained and automatically collected data. Furthermore, it represents
the most current part of the collected data on its Web Site based on PHP: Hypertext
Preprocessor originally Personal Home Page (PHP), Hypertext Markup Language (HTML),
plus Cascading Style Sheets (CSS).
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It was created in 2000 by an employee to provide an overview of the Linux servers. Over
time more and more functionality was added and it is now the de facto configuration item
database for the Linux servers. It keeps and provides information about sysadmins, OS-type,
state, and additional settings of each server. Based on the access management system of the
SDC, the complete information on the Web Site is presented to each employee.

Figure 4.2: Linux CI DB displaying six servers
Figure 4.2 on the following page shows an exemplary screenshot from the Web Site displaying
the organizational unit view of six servers. It tracks more than 4,000 servers, assigned to
sysadmins of more than 15 organizational units in its function as Linux CI DB.122 In an
earlier work, a similar tool was evaluated as monitoring system, configuration database,
software installation repository and even as basic intrusion detection system.123
4.2.1.2 Data
The Linux CI DB collects data following a bottom up approach; represented attributes are
chosen ad hoc and experience-based. The two types of files – Config-Files and Update-Files –
are used as the data basis and the Web Site displays the results. The three parts Config-Files,
Update-Files, and the Web Site are linked and there is regular communication between them:
Config-Files. The configuration files are manually edited and distributed over the installation servers. The sysadmin, who provisions, installs or modifies a server, creates or edits
the entry in the Config-File. The result of the installation process should be one file for each
server. The Config-Files manage attributes such as Internet Protocol (IP) address, Fully
Qualified Host Name (FQHN), Media Access Control address (MAC address),124 sysadmin,
email, and organizational unit.125 The communication partners are the sysadmins who deploy new servers and other sysadmins who modify the files. The format is mostly key-value
attributes and the communication is informal.
Update-Files. The update or state files (Update-Files) are automatically created during
the update process, which per default takes place twice a day on each known server. They
are the result of bash-scripts which check server state and configuration.126

122

As of 06/06/2020.
Here and in the following Glauberman [52] and Gillmeister [50, 24-28,47-50].
124
To increase readability singular is used instead of singular and optional plural.
125
Described in the use case ‘Server Provisioning and Disposal’ in Section 4.2.2 starting on page 81.
126
Described in the use cases ‘Server Monitoring’ in Section 4.2.3, starting on page 89 and ‘Patch Management’
in Section 4.3.2, starting on page 95.
123
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Web Site. The communication partners are the web server and the web clients (web
browser) which are installed on a workstation in defined subnets of the SDC. The communication protocol is HyperText Transfer Protocol Secure (HTTPS) and the user has to be
authenticated via login before the Web Site is displayed. The MAC address and the FQHN
are currently the only attributes required by the Linux CI DB. In case they are missing, a
server shutdown is initiated after multiple warmings. The other attributes are set for most
entries, but it is neither verified that an attribute is set nor that it is valid.
Figure 4.3 displays a data model similar to the one of Linux CI DB using Unified Modeling
Language (UML) notation by Gillmeister [50, 49].

Figure 4.3: Data model by Gillmeister [50]

4.2.1.3 Presentation
Each user with access to the Linux CI DB can view the complete data. An overview, a class
view, a organizational unit view, and a detailed server view exist, which are described in the
following:
The Overview (a-z) displays a complete list of all registered servers. It consists of two
boards. The first board, an alphabetic list of the FQHNs, enables an invocation of the
detailed view for each server presented.
The second board, a complete listing of all – more than 3,400 – instances shows an
overview of selected attributes.
The Class View and the Organizational Unit View (classes, organizational units) display
a class or organizational unit of servers. The views are selections from the servers in
one class/organizational unit on a per functional class or organizational organizational
unit basis. This is the only kind of categorization or filtering provided. When a class
or organizational unit is selected the servers in the selected category are displayed.
Figure 4.2 on page 75 shows a snippet of six servers from a selected organizational
unit view. Each row represents a server, each column represents an attribute such as
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the OS, the package or backup script state. The amount of information displayed does
often not fit on a monitor and is more information than can be perceived.
The Server Detail View (FQHN in Unified Resource Locator (URL)) displays a single server.
It provides detailed information about a specific server and is selected via the FQHN.
It can be accessed from the overview, via a link to the specific server in the class or
organizational unit view, or directly by the URL containing the FQHN.
Visualization Status LEDs

Figure 4.4: Status LEDs

The status LEDs represent generic information
about the update process of each server. They
are inspired by the Nagios traffic lights and extended manifold. An example of the status LEDs
of 14 servers is shown in Figure 4.4. The colors,
the filling, and the annotation of the status LEDs
depend on the context. For example, there are
21 options that can display the result of a software package update of a single server. Various
colors (green, yellow, orange, red, gray) and various fillings (filled, colored dot, gray, annotated,
and blanked) are used. With 33 possible states
the VMware script (VM on the rightmost column)

offers even more options.
4.2.1.4 Deficits and Requirements ‘Linux Configuration Item Database’
Before a tool is exemplary used as data source, it is relevant to take a look at the basis of the
tool, its purpose and stakeholders, because they define the necessary DQ and functionality.
The purpose of the Linux CI DB is not defined and no specification of functionality or
documentation exists for it. It does not provide the features that are needed and expected
according to its alleged purpose or the environment it is designed for and used in. This
makes it difficult to use it as CMDB, as an installation or monitoring database or as an
information tool. It also misses interactive filtering and reporting capability as well as
audit or monitoring capabilities for IT security-specific tasks. Furthermore, it puts the
confidentiality and integrity of server data at risk. It does not adapt visualization basics
to display information in a for humans perceivable way, and it completely lacks ensurance
of data quality. Overall, it has deficits in all described areas. The described deficits are
summed up in Table 4.1 on page 78.
These deficits led to the derivation of the requirements explained in detail below:127
Stakeholders: It is not known who uses the Linux CI DB, because no stakeholders are
defined. The goal of the users and the task they want to accomplish when using Linux
CI DB is not known.
R1 Stakeholders: The stakeholders of the Linux CI DB have to be defined and their
use cases have to be modeled.
127

As described at the beginning of this chapter in the scenario description 4, starting on page 71.
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Deficit
Stakeholders
Specification
Documentation
MissingFunctionality
Interactivity
ControlResources
DataQuality
Confidentiality
Integrity
FoundationVisual

Description
Specification of stakeholders is missing
Specification of functionality is missing
Documentation of functionality and processes is missing
Monitoring, reporting, alerting, auditing, overview, visualization
in general, and of security state is missing
Interactive sorting, filtering, and exploration is missing
Control of resources is missing
DQ is not defined, insured or verified
Confidentiality of server data at rest and in transit is not
protected
Integrity of server data at rest and in transit is not protected
Foundations of visualization design are ignored
Table 4.1: Deficits of the ‘Linux CI DB’

Specification: The Linux CI DB provides the functionality of a domain-specific configuration
item database and the functionality of a monitoring tool for software updates, state
checks, and system changes. It also provides (visual) information concerning the state
of specific applications, and the responsibility and patch state of servers. But the
functionality it provides is not specified. Often it provides the expected functionality
only partially.
The missing specification makes it hard to verify the correct function of the Linux CI
DB, because it is not defined what working correctly means. This makes it impossible
to evaluate the need and impact of functionality changes or security updates.
R2 Specification: The functionality of the Linux CI DB has to be specified. This
will ensure that the defined functionality can be fulfilled, verified, and optimized.
Documentation: The knowledge about Linux CI DB’s design, its functionality, and its interdependencies exists only as individual knowledge of the sysadmins and its developer.
How to collect and exchange data is not documented. The underlying scripts, checks,
and mechanisms are also undocumented. In sum, no documentation exists.
R3 Documentation: The design principles, the functionality and interdependencies
of Linux CI DB have to be documented together with the data collection, the exchange
of information, the underlying scripts, and checks.
R4 SeparationDbUpdate: The Linux CI DB functionality has to be defined, described, and managed separately from the update functionality.
R5 KnowledgeGeneration: Individual knowledge has to be transformed into organizational knowledge.
MissingFunctionality: Monitoring, reporting, alerting, auditing, and overview functionality
for stakeholders is missing. The detailed presentation of a single server and the static
groups complicate overviewing dynamic groups of servers, interconnections, and interdependencies. Security-specific visualization is missing and overall visualization is
rarely used.
R6 Monitoring: Stakeholder-specific monitoring functionality has to be provided.
R7 Reporting: Stakeholder-specific reporting functionality has to be provided.
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R8 Alerting: Stakeholder-specific alerting functionality has to be provided.
R9 Auditing: Stakeholder-specific auditing functionality has to be provided.
R10 Overview: Stakeholder-specific overview functionality with details on demand
has to be provided.
R11 SecurityVisual: Stakeholder-specific security visualizations have to be designed
and provided.
Interactivity: Interactive filtering is missing, the views are not adaptable, and no granular
view for categories or attributes exists. The static Linux CI DB Web Site makes
fading out irrelevant or unneeded detail hard to impossible. Interactive sorting and
exploration of the data to identify questions or discover hidden patterns is also not
possible.
R12 InteractiveSorting: Interactive sorting for stakeholder groups and single users
has to be provided.
R13 InteractiveFiltering: Interactive filtering for stakeholder groups and single
users has to be provided.
R14 InteractiveExploration: The interaction with the data for exploration, to
identify questions, or discover hidden patterns has to be supported.
ControlResources: There are no (documented) criteria which servers have to be registered.
The registration is done on a more or less voluntary basis. The attributes are chosen
experience-based, new attributes are added as required or ad hoc. A control of resources and DQ checks is missing. In brief, no criteria for the registered servers, the
server attributes, or the quality of the data are defined.
R15 DataModel: The recorded resources have to be defined. The data and the
attributes of the collected data have to be specified. A data model for the collected
data has to be defined, implemented, and ensured.
DataQuality: The DQ of the entries in the Linux CI DB is neither known nor is a level
of DQ guaranteed. There is no defined format and so the existing attributes differ
from entry to entry. The attributes filled in are inconsistent, various representations
for a single entry are used, and there are multiple entries for one entity. There are no
defined processes for data input, data validation, and data removal. No data owner,
who changes the data, is defined.
R16 DataComplete: The completeness of the data has to be ensured on a regular
basis.
R17 DataValid: The validity of the data has to be ensured on a regular basis.
R18 DataCommonFormat: A uniform format of the data has to be ensured.
R19 DataEntries: The necessary attributes have to be specified and their existence
has to be ensured.
R20 DataQualityEnsurance: Regular data quality checks, including corrective
mechanisms, have to be implemented. The data has to be kept up to date.
R21 DataRemoval: Out of date entries have to be removed in a timely manner.
Confidentiality: The complete data of all servers is accessible for each employee of the SDC.
The data is sent unencrypted over the internal network and could easily be intercepted.
R22 ConfidentialityData: The confidentiality of server data during its collection
and when presented has to be ensured.
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Integrity: Each user with root access to the installation servers can modify (on purpose or
by mistake) the data. Furthermore, everyone with access to a server can modify the
server-specific data and provide incorrect information to the Linux CI DB.
R23 IntegrityData: The integrity of server data during its collection and when presented has to be ensured.
R24 ControlAdminPriv: Controlled use of administrative privileges has to be enforced on the servers.
FoundationVisual: Knowledge about human perception is not taken into account, the chosen
representation is close to the data, and too much information with too much detail is
provided. The representation lacks consistency, the changing order of attributes leads
to visual disorientation, and the status LEDs overload the user with information. There
is no concept for the visualization and according to the developer no user evaluation
of the Web Site has ever been done.
R25 VisualKnowledge: The visualization has to consider knowledge about human
perception, visual processing, principles of Gestalt, and visualization guidelines.
R26 ConsistentVisualization: The Linux CI DB visualization has to be designed
consistently.
R27 EvaluationUtility: The utility of the resulting visualization has to be evaluated
and improved iteratively.
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Table 4.2 sums up the requirements for the use case ‘Linux CI DB’.
ID
R1
R2
R3
R4
R5
R6
R7
R8
R9
R10
R11
R12
R13
R14
R15
R16
R17
R18
R19
R20
R21
R22
R23
R24
R25
R26
R27

Requirement
Stakeholders
Specification
Documentation
SeparationDbUpdate
KnowledgeGeneration
Monitoring
Reporting
Alerting
Auditing
Overview
SecurityVisual
InteractiveSorting
InteractiveFiltering
InteractiveExploration
DataModel
DataComplete
DataValid
DataCommonFormat
DataEntries
DQEnsurance
DataRemoval
ConfidentialityData
IntegrityData
ControlAdminPriv
VisualKnowledge
ConsistentVisualization
EvaluationUtility

Description
Stakeholders have to be defined
Functionality has to be specified
Functionality, design, etc. have to be documented
Linux CI DB has to be separated from update functionality
Knowledge generation has to be supported
Monitoring functionality has to exist
Reporting functionality has to exist
Alerting functionality has to exist
Auditing functionality has to exist
Overview functionality has to exist
Visualization of security has to exist
Interactive sorting functionality has to exist
Interactive filtering functionality has to exist
Interactive exploration functionality has to exist
Data Model has to be defined
Completeness of data has to be verified
Validity of data has to be verified
Common format for data has to be defined and used
Necessary attributes of data have to be defined
Defined level of DQ has to be ensured
Out of date entries have to be removed
Data confidentiality has to be ensured
Data integrity has to be ensured
Controlled use of administrative privileges has to be ensured
Visualization guidelines have to be considered
Visualization has to be designed consistently
Utility of the visualization has to be evaluated

Table 4.2: Requirements ‘Linux CI DB’

4.2.2 Use Case: ‘Server Provisioning and Disposal’
The server hosting – one of the services the SDC provides – is described in detail in this
use case. The customer orders a new server, and then the sysadmin installs, configures, and
provisions it. The new server is either virtual or physical but most servers are virtualized.
Figure 4.5 shows a time chart with
the number of newly provisioned
Linux Virtual Machines (VMs) in
2019. On average nine Linux VMs
were provisioned per week. The
overall process at the SDC is similar to the description of the virtual
and physical windows and Linux
Figure 4.5: New Linux VMs in 2019
server provisioning and installation
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by Gillmeister [50, 24-29]. The process roles, the management data repositories, activities,
and data sources presented are adopted and enhanced in the following.
4.2.2.1 Process ‘Linux Server Provisioning’
Provisioning a virtual server requires resources and information from different departments,
it requires communication, ad hoc cooperation, and some of the tasks are split up between
different employees. This makes a defined process necessary. The detailed process description was generated in repeated interviews with VMware system administrators (VMware
sysadmins) who provision virtual servers.
The Linux VM provisioning, shown in Figure 4.6 on page 83 schematically, consists of the
following steps:
The customer or employee who requests a virtual machine has to be authorized to receive
a VM, which provides them with the capability to request a new VM in the ticketing
system.
The customer or employee generates a service request. Different information is necessary
depending on whether a customer or employee requests the VM.
The VMware sysadmin prepares and installs the server as a reaction to the service request.
The preparation consists of the following steps:
– Using tools to reserve IP address, DNS name, etc., and network storage.
– Generating an entry in the Linux CI DB for inventory and update purposes.
The installation consists of the following steps:
– Using a prepared VMware Cloud Computing Virtualization Operating System
(VMware vSphere) template to provision the requested server.
– Executing post-deployment scripts.
The customer or employee receives the FQHN, IP address, and initial credentials to access
the newly installed server. The service request is closed.
Step 1: Requesting a VM
A new VM is requested via a template that collects the necessary information for its provisioning. Different versions of the template for customer and employee are in use. Some
requests are filled out completely, some partially, some with incorrect values, and in addition, some requests do not use the templates at all. This is not only error prone, it also
requires more attention by the VMware sysadmins, complicates the manual task, and makes
automated provisioning and analysis unnecessarily complex.
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Figure 4.6: Process ‘Linux Server Provisioning’
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Step 2.0: Template Generation
The basis for VM is the template from which the new server is generated. Whereby “A
VMware template (also called a golden image) is a perfect, [sic!] model copy of a VM from
which an administrator can clone, convert or deploy more virtual machines.” 128
Each Linux distribution and major release has its own template with varying predefined
settings and its own configuration. For example, the mail system, the default for package updates, password complexity, and log file handling are configured for SUSE Linux
Enterprise Server (SLES). Basic, obsolete or incomplete documentation is distributed over
multiple documentation platforms, or even as plain text files on individual workstations. In
consequence, the configuration depends on the knowledge, the experience, and the individual
preferences of the single sysadmin.
No settings are defined for the resulting server and no initial checks of system and security
settings exist. Also missing is a defined state for the completed image or a defined test
procedure. A VMware sysadmin will generate a new template regardless; sometimes it is
tested by colleagues, sometimes it is not, and it will then be used to provision the new VMs.
Step 2.1: Post-Deployment
After the new server is provisioned, some shell scripts are executed to configure the environment. More than 25 post-deployment scripts have been developed over a period of more
than ten years by various sysadmins. The authors of the scripts are experts in their domain;
therefore, the scripts are quite stable, easy to modify, and well adjusted to the environment.
The missing specification of settings leads to experience-based settings and more or less ad
hoc decisions. In addition, each of the scripts runs independently which makes it hard to
remove old scripts, because it is impossible to know if a script is still in use.
The documentation is mainly in the scripts. The scarce documentation makes it difficult to
understand what the scripts configure and what the resulting installation should do or will
do. They inform about the purpose of the script, the creation date, and modifications.
4.2.2.2 Deficits and Requirements ‘Server Provisioning’
The provisioning of a server has deficits in all described areas. No approval process for new
VM exists, the templates and scripts are inconsistent, and the learnability and memorability
of the process and its attributes is high. Furthermore, neither the collected data nor the
proper functionality of the monitoring or actions to take are ensured or audited.
The requirements from the deficits similar to the already described use cases are R2 Specification, R3 Documentation, R7 Reporting, R9 Auditing, R11 SecurityVisual, R18 DataCommonFormat, R20 DataQualityEnsurance, and R23 IntegrityData. They are not described in
more detail to avoid repetition.
The deficits typical for this use case are listed in Table 4.3; the requirements derived from
them are listed in Table 4.4 on page 85 and described in detail below.
Approval: No (explicit) approval is required before a new VM is put into production.
Before a new server is installed, it is not verified that a request is valid and that a
new server is actually needed and the VM does not get an expiration date and no one
checks that the VM is still needed after a period of time, so a disposal of VMs is rare.
128

TechTarget SearchVMware [116].
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Deficit
Approval
Consistency
LearnMem

Description
A new VM can be put into production without approval
Design of the process and terminology are inconsistent
Learnability and memorability are high

Table 4.3: Specific deficits ‘Server Provisioning’
R28 ApprovalVM: Taking a VM into production has to be approved beforehand.
R29 DisposalVM: Regular checks, if a VM is still needed, have to be made. Unneeded VMs have to be disposed of timely.
Consistency: The templates to request a new VM and the scripts to provision it are designed
inconsistently and vary in their use of terms.
R30 ConsistentProcess: Variations in terminology and collected data have to be
limited to a minimum. The templates and scripts have to be consistent and according
to existing policies.
LearnMem: The current learnability of the process to configure a new VM is high and its
memorability low. It consists of many unintuitive steps, forgetting or mixing up steps is
easy, which makes the process error-prone and the VM’s configuration is unpredictable.
R31 SimpleProcess: The process to provision a new VM has to be simple.
R32 TrainingProcess: The VMware sysadmins have to be taught in order to know
it and to be able to follow it correctly.
R33 VerificationVM: The configuration of the VM has to be verified (automatically)
before it is put into production.
ID
R28
R29
R30
R31
R32
R33

Requirement
ApprovalVM
DisposalVM
ConsistentProcess
SimpleProcess
TrainingProcess
VerificationVM

Description
Taking a VM into production has to be approved beforehand
Unneeded VMs have to be disposed of timely
Process to provision a VM has to be consistent
Process to provision a VM has to be simple
Process has to be known by the VMware sysadmins
The configuration of a new VM has to be verified

Table 4.4: Specific requirements ‘Server Provisioning’

4.2.2.3 Process ‘Linux Server Disposal’
Figure 4.7 shows the number of disposed
Linux VMs over a six months timespan. On
average four Linux servers are disposed per
week. Servers are provisioned, used, and
maintained, but at some point they have
to be disposed of. This is the case, when
services are discontinued, when customers
change, projects end, or when employees
Figure 4.7: Disposed Linux VMs
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leave. Reasons for a timely disposal are costs, keeping the environment simple, and reducing
the overall attack surface of the organization. With good cause the disposal is the fifth
phase in the SDLC and the last step in the lifecycle of the server. The main challenge is
an organizational one, related to the server management and the process to dispose Linux
servers and not a technical one.
The Linux server disposal, shown in Figure 4.8 on page 87, consists of the three steps
‘Request Disposal’, ‘Disposal’, ‘Informing the Customer’. They are described in detail in
the following:
Request Disposal: The disposal of a server is requested. The FQHN and/or the IP address
is provided to identify the server. The request for disposal is either informal, for
example, oral, via messenger, email or formal via the ticketing system. The disposal
of a server is often forgotten and thus it keeps running.
Disposal: The service request is passed on to the Linux or VMware sysadmin who prepares
the server for disposal. This is done in two steps – a preparation and a disposal step:
- Preparation: The server is shut down. If it is a VM, existing snapshots are deleted
and the VM is moved to a folder for deletion. It is kept there for (ideally) two to
four weeks and if no one requires the server or any data from it, it is disposed.
- Disposal: The vSphere file is deleted or the hard disk of the physical server is
erased and the hardware is reused or physically removed and recycled. The DNS
entry is deleted and the IP address is marked as free. This is done irregularly;
parts such as deleting the DNS entry, marking the IP address as free, or erasing
the hard disk from the server, are sometimes forgotten.
Informing the Customer: The ticket is closed, and the customer informed.
4.2.2.4 Deficits and Requirements ‘Server Disposal’
The result from the process disposal of a Linux server at the SDC is not predictable. In some
cases, the server and all the relicts such as the IP address, DNS, and the vSphere image are
deleted properly, in some cases pieces of it are forgotten and in other cases even the request
to have a server disposed of does not lead to any action. In almost all cases, when a server
is taken into production, no disposal plan is created. No criteria are defined when a server
has to be disposed of and neither regular checks for servers to dispose of nor defined actions
to trigger the ‘Server Disposal’ process exist.
Furthermore, neither the collected data nor the proper functionality of the monitoring or actions to take are ensured or audited. The requirements from the deficits similar to the already
described use cases are R3 Documentation, R7 Reporting, R9 Auditing, R10 Overview, R11
SecurityVisual, R21 DataRemoval, R29 DisposalServer, R30 ConsistentProcess, R31 SimpleProcess, and R32 TrainingProcess. They are not described in more detail.
The deficits typical for this use case are listed in Table 4.5 on page 88. Then, the derivation
of requirements from these deficits is described.
ServerState: The status of a server such as in operation, out of operation, in disposal, and
its state such as up, down, or rebooting is not recorded. It can be seen in some of the
monitoring tools, but the knowledge if this is the desired state or failure is missing.
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Figure 4.8: Process ‘Linux Server Disposal’
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Deficit
ServerState
DisposalPlan
DisposalResp
DisposalCriteria
DisposalChecks
DisposalVerification

Description
The status and state of a server are not known
No disposal plan for a server is created
No one is responsible for the proper disposal of servers
No criteria for a timely disposal of a server exist
No checks to identify servers, that should be disposed, exist
No verification of the proper disposal of a server takes place

Table 4.5: Specific deficits ‘Server Disposal’
In most cases, the desired state of the server is unknown and therefore distinguishing
between a server that is not working properly or one that is shutdown on purpose is
hard. In addition, it is unknown if a server has already been disposed of.
R34 ServerState: Each server has to have a state attribute indicating that it is in
use, in maintenance, or disposal.
DisposalPlan and DisposalResp: It is often not clear what has to be done when a service
is discontinued, which dependencies exist, and how to dissolve them. Sometimes it is
also unknown who is responsible for the disposal of a server.
R35 DisposalPlan: Each server must have a disposal plan. This includes a time for
the planned disposal and a person responsible. This is to ensure that a server is only
in production for the necessary time.
DisposalCriteria: A reproducible workflow for the disposal of servers is almost impossible
as long as no written criteria are being laid out.
R36 DisposalCriteria: Criteria have to be in place for each server when it is disposed
of.
DisposalChecks: In most cases, servers are taken into production with no plan or idea
when and how they should be disposed off. So it is quite common that servers are in
production that are not needed anymore. Regular checks to identify the servers that
should be disposed of are helpful.
R37 DisposalChecks: Regular checks in search of disposable servers have to be
established.
DisposalVerification: Before a server is disposed of, it has to be verified that it is the correct
resource, that the planned time of disposal is correct, and that the services running
on the server and the data collected are no longer needed. This ensures that no server
is disposed of by mistake and that no data necessary for compliance or auditing is
lost because of a mishandled disposal. In most cases, it is not verified that unneeded
servers are actually being disposed of.
R38 DisposalVerification: It has to be ensured that the server, the services running
on it, and the data stored on the server are no longer needed before a server is disposed
of. Also the time of the disposal has to be verified.
R39 DisposalAudit: The proper and complete disposal of servers has to be verified
on a regular basis.
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The requirements are shown in Table 4.6.
ID
R34
R35
R36
R37
R38
R39

Requirement
ServerState
DisposalPlan
DisposalCriteria
DisposalChecks
DisposalVerification
DisposalAudit

Description
State of each server has to be known
Each server has to have a disposal plan
Criteria for disposal have to be defined
Checks for server disposal have to be established
Disposal has to be verified before it starts
Disposal of servers has to be audited

Table 4.6: Specific requirements ‘Linux Server Disposal’

4.2.3 Use Case: ‘Server Monitoring’
Operating and maintaining servers and services requires knowledge about their availability
and functionality. This makes monitoring necessary. Various monitoring tools exist for
this purpose at the SDC. The different organizational units, sysadmins and requirements
employ many tools – often with a similar function. The monitoring tools which are used are
divided into the three categories stated below. In addition, they may either be open source,
proprietary, or a mixture of both.
- Self-developed tools such as the Linux CI DB, self-written scripts, and the use of,
for example, Extensible Messaging and Presence Protocol (XMPP) or Short Message
Service (SMS) to send alerts.
- Tools specifically introduced and developed for monitoring such as Uptime Infrastructure Monitor,129 Cacti,130 or Nagios.131
- Tools with another core functionality that are also used for monitoring, irrelevant if
their intended use was monitoring or not such as vSphere or Splunk.132
4.2.3.1 Monitoring Approaches

Figure 4.9: Monitoring approaches

The word cloud displaying the monitoring systems
in Figure 4.9 symbolizes the missing structure and
concept behind the monitoring. The systems were
installed and deployed by different administrators,
the same tool is used in more than one organizational unit and separate infrastructures are operated. Often only a few systems are monitored and
no reaction to an alarm is defined. In the following, ‘The Open Monitoring Distribution (OMD)’ is
representing a typical monitoring tool and Splunk
a tool with a wider purpose.

129

Uptime by the company Idera [71] provides a unified dashboard to monitor servers, network devices, and
applications.
130
Cacti is an open source graphing solution by the company The Cacti Group [129].
131
Nagios by the company Nagios Enterprises [99] is a software to monitor complex infrastructures.
132
Splunk by the company Splunk [122] is a tool for searching, monitoring, and analyzing machine data.
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OMD and Checkmk
OMD is a monitoring software based on the open source tools Nagios and Icinga.133 It
provides an Apache web server and additional expansions such as Checkmk for server monitoring.134 Checkmk treats the monitored servers as clients and the OMD server is the master.
The servers send data via SSH, TCP, or Simple Network Management Protocol (SNMP) to
the master, which collects the data and runs checks and monitors services.
According to the data the states ‘OK’, ‘WARN’, or ‘CRIT’ are assigned. The data can then
be accessed via SNMP, TCP special agents or as active checks via network-based queries. The
Web Administration TOol (WATO) allows to control the monitoring structure. Amongst
others, new servers, organizational units, users, notifications, and rules can be added. It is
multi-client capable, offers rule-based notifications, basic business intelligence functionality,
a mobile version, and an event console.

Figure 4.10: Checkmk monitoring

OMD at the SDC At the SDC Nagios was replaced by OMD. It is used
in various organizational units and for
separate parts of the infrastructure.
Each employee has access to the complete data, and no filtered views or limitation of capabilities exists.
No (consistent) concept exists to decide which servers to monitor, when to
trigger an alert and how to react. Figure 4.10 shows how monitored services
are represented in Checkmk.

Splunk
Splunk was originally designed as a search engine for machine data and evolved into a
platform for operational intelligence. It uses its own search language which is closely related
to the Linux command line, stores the data in indexes called fishbuckets which are searchable
via bloom filters. Bloom filters are a probabilistic data structure stated by Bloom [14].
Splunk offers a Web Graphical User Interface (WebGUI) and provides tools
to support data collection, exploration
and visualization. It can schedule
searches and scripts, trigger alarms
and notify via email. It is multi-client
capable and so it is possible to separate the data and assign fine-granular
capabilities. It provides various functions and views via Apps.
Figure 4.11 shows the structure of the
Figure 4.11: Splunk search interface
search. At the top of the page the
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Icinga is a Nagios fork and an open source server and network monitoring tool.
OMD’s Checkmk [133].

90

4.2 Scenario: ‘IT Operations: Server SDLC’
search bar, that allows to filter the data using the Splunk search language and time frames,
is shown. On the left, the fields are displayed that Splunk uses in order to make searching
and understanding data easier and in the main part the raw events are shown.
Splunk at the SDC
Splunk is a tool that is employed at the SDC since 2011 and in consequence, it has few
inherited liabilities. Since it is proprietary software, vendor support exists, and it is under
active development. At the SDC Splunk is mainly used as a tool to collect, correlate, and
extract data. It gathers log files from servers, appliances, and infrastructure components. In
addition, it collects data from databases, text files created from the update process, or the
output of scripts.
A central server collects the data from various sources. It also has content-based access to
data, specific views, and capabilities as well as specific data sources, views and notifications
for the three stakeholder groups – sysadmins, security personnel, and IT management.
4.2.3.2 Deficits and Requirements ‘Server Monitoring’
Similar to the other use cases the monitoring misses a specification, dedicated personnel,
a defined level of monitoring quality, and the devices to be monitored are not defined.
Documentation and overview of the monitored devices is also missing.
Furthermore, neither the collected data nor the proper functionality of the monitoring or actions to take are ensured or audited. The requirements from the deficits similar to the already
described use cases are R2 Specification, R3 Documentation, R5 KnowledgeGeneration, R6
Monitoring, R7, Reporting, R8 Alerting, R9 Auditing, R10 Overview, R11 SecurityVisual,
R12 InteractiveSorting, R13 InteractiveFiltering, R14 InteractiveExploration, R15 DataModel, R16 DataComplete, R17 DataValid, R18 DataCommonFormat, R19 DataEntries,
R20 DataQualityEnsurance, R21 Data, Removal, R22 ConfidentialityData, R23 IntegrityData, R25 VisualKnowledge, R26 ConsistentVisualization, and R27 EvaluationUtility. They
are not described in more detail.
The deficits typical for this use case are listed in Table 4.7 and the requirements are shown
in Table 4.8 on the next page.
Deficit
LvlQuality
Availability
Reaction

Description
Level of monitoring and alerting quality is undefined
The availability of monitored servers is unknown
Reaction and reaction time are undefined

Table 4.7: Specific deficits ‘Server Monitoring’

LvlQuality: No level of quality for the monitoring and the alerting is defined.
R40 MonitoringQuality: An appropriate level of monitoring quality has to be defined and implemented.
R41 AlertingQuality: An appropriate level of alerting quality has to be defined and
implemented.
Availability: Servers are monitored, but it is unknown whether they should be up and running, in maintenance, or disposed of. For most servers the sysadmins know the uptime
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and maintenance schedules, but it is not defined and documented for the vast majority,
so the basis for an active monitoring is missing.
R42 DefinedAvailability: The availability of each server has to be defined and
documented and maintenance and disposal have to be documented, too.
Reaction: Alerts are sent or not and reaction takes place or not. The monitoring should
keep track of normal activity and support action if abnormal activities take place. This
action takes place in a defined manner and time frame.
R43 Reaction: An appropriate action as a reaction to an alert or abnormal activity
has to be defined and implemented. This includes a reaction time and responsible
people carrying it out.
ID
R40
R41
R42
R43

Requirement
MonitoringQuality
AlertingQuality
DefinedAvailability
Reaction

Description
Level of monitoring quality has to be defined
Level of alerting quality has to be defined
Availability of each server has to be defined
Reaction to alerts has to be defined

Table 4.8: Specific requirements ‘Server Monitoring’

4.3 Scenario: ‘IT Security Management’
This section describes the use cases ‘Log Management’ at a medium-sized company, ‘Patch
Management’, and ‘Vulnerability Management’ at the SDC of the IT security management
scenario.

4.3.1 Use Case: ‘Log Management’
The customers of Medium-Sized-Company require them to be compliant to norms such as
the ISO 9001:2015 or the ISO/IEC 27001:2013. During a DIN ISO/IEC 27001 audit the
logging came into the auditors´ focus and so it became necessary for IT management to
enhance logging which led to the selection of the use case centralized logging.
The sysadmins and the help-desk of the company are located in the same office. Implementing, maintaining, and troubleshooting the infrastructure is mixed with the daily requirement
to keep the business IT running. Various tasks have to be run. For example, new devices
have to be physically installed, air-conditioning has to be troubleshooted, hardware monitoring has to be tested, user accounts have to be generated, access to hardware and accounts
has to be granted for new employees and revoked for leaving employees, templates for external or temporary employees have to be generated, and the software has to be updated,
secured, and monitored. In order to meet such requirements, multitasking is indispensable.
In addition, the work is driven by interruptions, high priority ad hoc messages, alongside
the routine tasks. Overall, there is never enough time for the tasks at hand; so it is a typical
environment for sysadmins.
Critical errors in the IT infrastructure would cause problems with customer services. The
search for the root cause of the problem lead to the decision to define a so-called critical
path.
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The critical path contains the most important infrastructure components and servers to
make ad hoc manual troubleshooting faster and easier. Anyway, so far no systematic Root
Cause Analysis (RCA) takes place, preventive measures have not been taken, and monitoring
barely exists. Up to now, also no visualization of the availability of the devices or the critical
path exists.
4.3.1.1 Troubleshooting
In case of an incident regarding availability, for example, a server outage, failing Virtual
Private Network (VPN) connections, or the web site being down, the sysadmin is mainly
informed via email, phone, or SMS by the monitoring system.
Usually, troubleshooting begins with the typical error and availability checking: first checking
the hardware for physical problems, then testing the reachability, and finally trying to login.
After that the log files are examined and a check for error messages and uncommon events is
taken. The sysadmins are experts for the infrastructure at Medium-Sized-Company because
they have been working there for a long time and they have also designed and built up most
of the setup themselves. They troubleshoot out of experience and internalized knowledge,
but no defined troubleshooting process is defined and documented. Anyway, the company
has significantly grown in the last years and so has its IT. This makes it difficult to keep
track of the devices and to handle the log files on an ad hoc basis in case of an error.
A central logging server and proactive error handling seems beneficial.
4.3.1.2 Deficits and Requirements ‘Log Management’
According to the information provided by Medium-Sized-Company in 2017, the company
does not collect, store, or archive log files, and they do not use a central log server either. The
log files are neither analyzed nor audited on a regular basis. Log file rotation is implemented
partially. No log file policy and no log file handling practice is defined by the IT management.
Neither is defined how long and where the log files have to be stored, what has to be analyzed
and reported on a regular basis, to whom the reports are forwarded to, and who has to take
action accordingly.
Furthermore, no correlation of the log files with further organizational data takes place and
so in case of a failure, critical services fail and the root cause analysis takes place reactive,
ad hoc, and time intense under stressful circumstances. No preventive alerts are established
and the ever more complex and growing setup of the infrastructure makes the root cause
analysis more and more personal and resource intense. Monitoring security and performing
forensic analysis in case of a compromised server if the log file on the compromised server is
deleted or modified by the intruder, is therefore a difficult and challenging task.
Log files contain personalized data and provide sensitive insight into, for instance, the daily
routines of the employees. The handling of log files had not been a topic so far no topic at
Medium-Sized-Company. That is why they do not have a policy how to handle, store, and
access log files. But this is necessary when it comes to privacy since the log files contain
personal data in form of IP addresses or account information, which fall under specific
regulations in Germany.
The only usage for the log files so far is in case of troubleshooting. Table 4.9 on the next
page lists the use case specific deficits.
Some monitoring takes place, but the monitoring of devices and infrastructure is mostly
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Deficit
No central logging
No policy exists
Reactive

Description
No central logging exists
Log management policy is missing
Logs are only used reactively
Table 4.9: Specific deficits ‘Log Management’

under construction. Monitoring the availability of critical devices was recently implemented,
but so far it only covers the availability with few details. The information collection is done
manually. It could be increasingly automated and provide further insight, especially for
critical services. The sysadmins know where to find and how to interpret known log files,
but they do not know how to handle events that did not occur before. They have little
knowledge about the frequency and relevance of the various log files.
Log files should be collected, filtered, categorized, and classified. Relevant entries are found
and prepared to provide (automated) evaluation, and support the generation of knowledge.
Table 4.10 provides an overview of the requirements for the Log Management at MediumSized-Company, which will be explained in detail below.
Policy: No organization wide policy to handle log files exists. But this is necessary to collect, store, and analyze the needed data for troubleshooting and handling of security
incidents. It is also necessary to handle the log files with the proper diligence according
to data protection regulations.
R44 LoggingPolicy: A policy regulating the collection, processing, analysis, preservation, access to and disposal of or reuse of log files has to exist.
Implementation: No central logging exists which leads to minimized troubleshooting capabilities, limited transparency, and auditing capability. Moreover, it is a compliance
problem for the DIN ISO/IEC 27001 certification (A 12.4 ‘Logging and Monitoring’).
R45 LoggingImplementation: Central Logging has to be implemented.
ProactiveHandling: The devices and the infrastructure is installed once and maintained
reactively. Errors and failures are handled when necessary, but no proactive measures
are taken. The log files are not prepared for a fast and adequate handling in case of
a failure. Errors and warnings are not remedied proactively and various data sources
are not correlated.
R46 LoggingProactivity: Proactive handling of log files has to be implemented.
ID
R44
R45
R46

Requirement
LoggingPolicy
LoggingImplementation
LoggingProactivity

Description
A log management policy has to exist
Log management policy has to be implemented
Logging has to be handled proactively

Table 4.10: Specific requirements ‘Log Management’
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4.3.2 Use Case: ‘Patch Management’
“99.9 percent of the exploited vulnerabilities were compromised more than a
year after the CVE was published.”
Verizon Data Breach Report 2015

The term Patch Management refers to keeping software components up-to-date on the organization’s devices. It has been chosen as a use case for its obvious relationship to information
security: Reliable software vendors prepare software updates when they are informed about
new vulnerabilities and customers can avoid exploitation by installing them timely. The
necessity of installing such security patches is a basic element of many security awareness
campaigns and system administrator trainings. It is now well-understood by risk management teams and seniors and often often even by top-level management. It has de facto
become a routine task and many operating systems as well as applications allow for simple
access to version information through monitoring interfaces.
However, at the same time Patch Management is an area that typically exhibits major
discrepancies between theory and practice. While system administrators certainly are aware
of its necessity and the risks associated with neglecting it, they often do not handle it with
the desired priority. Interviews with system administrators and service owners, which were
conducted as part of this work, have identified a variety of reasons for negligent Patch
Management: System administrators simply do not know that the server is outdated; they
often feel busy with more urgent tasks to keep the services running; they want to avoid
service downtimes due to service restarts or machine reboots when no proper high-availability
measures are in place; they dislike the administrative overhead of coordinating the updates
as part of Change Management and Release Management; a timely patch installation is often
impeded by the necessity to try patches in a lab environment before risking that an update
may break the production environment. An objective overview of the actual systems’ patch
state often does not exist, and in many cases the single system administrator does not have
an overview of the patch state of the systems they administrate either.
Patch Management for Linux servers in a data center for higher education is used as a
real-world example. It is considered a fitting example because an organization from higher
education showcases several of the typical problems observed during studies:
Most Linux servers are operated as VMs. However, the responsibility for a) running the
virtualization infrastructure and providing VMs, b) the base Linux OS on the VMs, and
c) the IT services such as a mail server or a learning management system, lies with different
departments and operational teams. Updating different software components, for example,
the Linux kernel, the mail server software, or the VM management tools, therefore belongs
to different responsibility areas, which in turn requires certain coordination efforts. This
cannot be observed in other scenarios where a single system administrator is responsible for
the full software stack.
Consequently, when looking at an arbitrary server that, unlike other similar machines,
presently does not have a certain software patch installed and active, the reason for the
missing update is not immediately clear: an automated installation procedure might have
failed, or a system administrator from one team might have asked another team to stall the
update due to expected incompatibilities.
To cope with the uncertainty of such an organizationally decentralized environment, using
visualizations that make the current state visible, support the definition of a baseline, and
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alert the accountable people in case of outliers is suggested. This approach provides an
overview of IT systems, operating systems, and their patch state as a basis to know which
services and application software are running on the servers, including their patch state. The
data required to generate the visualizations can be acquired through existing interfaces, e. g.,
monitoring systems or software package/configuration management software; the gathering
of the current status quo on an arbitrary number of systems is referred to as an update scan.
The results of regular scans and the differences (deltas) they exhibit over time provide a
good starting point for security reporting. Unfortunately, the raw results are usually in
the form of eXtensible Markup Language (XML) or plaintext outputs. Therefore, they are
hard to grasp by the human eye and comparing scan results to identify security-relevant
changes, especially when a huge number of systems are concerned, bears a challenge. The
Visualization Process Framework Vis4Sec collects and aggregates these scan results at one
central point and uses adequate data visualization methods; it therefore is an approach to
meet this challenge following the proverb “a picture is worth a thousand words”.
Furthermore, the correlation with existing organizational and information security relevant
information is carried out to handle and distribute those results. The Visualization Process
provides a framework for data acquisition, aggregation, visualization, and organizational
dissemination of information. It enables the tracking of changes in the environment besides
the determination of the current attack surface.135
The Linux servers are installed with a version of the OS, with an up to date kernel at the
moment of the template generation and with a bunch of software packages. Existing service
packs have to be installed, kernel updates have to be done on a regular basis, and the software
has to be updated, too. The management of the Linux servers is described in the following.
4.3.2.1 Functionality
Software updates are provided by a group of installation servers. New SLES packages are
automatically installed, the kernel version is automatically checked and updated when necessary. Service pack installations have to be triggered manually.
Overview of Updates The scripts, which check and update the packages, the resulting
update files collected on an installation server, and their representation in the Linux CI DB
are described in this section.
The Update Scripts Scripts are used for the update process. The main update script is a
shell script that was created in 2002, has almost 1,900 lines and calls various subscripts such
as the update script for the packages or the backup script. The update script has more than
1,500 lines including various soft links. Multiple versions exist and in addition, it is ported
from SLES to Debian. Another example is the backup script testing if the backup is active
and working with more than 550 lines.
The Update Files and Status LEDs The scripts produce various status results stored in
files and some of these results are distributed via email. The communication takes places
between the Linux CI DB server as master and the registered servers as clients via Network
File System (NFS). The data is collected, when the registered server “decides” to participate
135

According to Hanauer et al. [59].
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and triggers the update via a cron job which pushes the data to the Linux CI DB server via
NFS. Some events such as a package update or a failed backup trigger an email notification
as a report of the actions taken.
Email Notification
The results of the update scrips are sent
individually in many emails with little information and lots of mental work for each
sysadmin. The server administrators are informed via email if events such as an update
or a failed backup occur. This email is one
of the outputs of the update cron job running twice a day.
The output of each of the scripts is concatenated into a (single) text file and sent to the Figure 4.12: Emails from the update process
email contact in the Linux CI DB. Exemplary package update emails for one server from ten consecutive days are shown in Figure 4.12.
The number of emails (ReceivedEmails) a sysadmin receives in x days is the product of
the number of servers, with at least one state message such as a software package updated
or a backup warning (NumberServers), and the frequency the update took place in x days
(Frequency). The default frequency is set to twice a day.
ReceivedEmails = N umberServers ∗ F requency
Example 4.1
When six software updates take place a sysadmin with 13 servers receives around 80
emails in ten days. Sysadmins might compare these emails to similar emails of servers
with the same installation base with the aim to verify that the same software package
was updated for each of the servers. This would be a way to find out if one server is
configured differently or that a server does not receive updates.
Considering the high amount of mental work benefiting from these emails requires, it is probable that the emails are handled similar to spam – filtered and never read. This information
overload is unnecessary as useful information is rarely provided. Furthermore, important
information such as an overview of the updates or servers of each single sysadmin is not
provided together with warnings that updates are missing or completely deactivated.
Overall, around 70 email recipients exist, presuming that the servers are equally divided and
that each server only sends one email a day. For more than 900 servers an email was sent
in the last day and for more than 950 in the last ten days. So in the last ten days at least
5,400 emails were sent to communicate that 25 packages have been updated. This number
is probably even higher as for most of the servers more than one contact email exists.
4.3.2.2 Deficits and Requirements ‘Patch Management’
In general, the servers are patched in a timely manner, but it is not ensured that they are
updated and that the update is complete. It is not even known if the update is deactivated
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completely. The scientific character of the SDC leads to sparsely defined defaults within
a wide spectrum of settings and installations. The individual sysadmin decides how to
configure his or her servers. It is the sysadmin, who decides, if and when an update takes
place and if and when to restart an updated server. Overall, the updates are not controlled
and it is neither verified nor enforced that software packages, new kernel versions, and service
packs are installed on a regular basis. This leads to a high percentage of unpatched servers,
some even without the sysadmin’s knowledge.
Table 4.11 shows the deficits specific for the use case ‘Patch Management‘.
Deficit
UnknownPatchLevel
MissingUpdatePolicy

Description
The patch level of servers is unknown
No update policy is defined and in use

Table 4.11: Specific deficits ‘Patch Management’
The requirements from the deficits similar to the already described use cases are R2 Specification, R3 Documentation, R4 SeparationDbUpdate, R5 KnowledgeGeneration, R6 Monitoring, R7 Reporting, R8 Alerting, R9 Auditing, R10 Overview, R11 SecurityVisual, R12 InteractiveSorting, R13 InteractiveFiltering, R14 InteractiveExploration, R15 DataModel, R16
DataComplete, R17 DataValid, R18 DataCommonFormat, R19 DataEntries, R20 DataQualityEnsurance, R21 DataRemoval, R22 ConfidentialityData, R23 IntegrityData, R24 ControlAdminPriv , R25 VisualKnowledge, R26 ConsistentVisualization, R27 EvaluationUtility,
R28 ApprovalDeact, R31 SimpleProcess. They are not described in more detail.
The requirements specific to the use case ‘Patch Management’ are described below and shown
in Table 4.12 on page 99.
UnknownPatchLevel: More than 2,500 servers take part in the update process. It is not
known how many of them are up to date, how they should be updated, and whether
problems or security wholes are present or not. This is also a challenge because the
version of the OS, the service pack, the kernel version, and the versions of the installed
software are not tracked.
R47 PatchLevel: The patch level of the servers is known. The version of the OS,
the service pack, the kernel version, and the versions of the installed software are also
known.
MissingUpdatePolicy: No default server and no update policy exists, so there are various
update settings and it cannot be known whether they are set on purpose, by error or
by mistake. No time frame to update is defined and the application of patches is not
verified on a regular basis.
R48 UpdatePolicy: An update policy has to be put in writing. Part of it has to be
a defined time frame regarding updates.
R49 UpdateImplementation: An update policy has to be implemented and its
proper implementation has to be ensured.

4.3.3 Use Case: ‘Vulnerability Management’
Information security management requires an overall view of an organization’s security state,
and this overall view is highly dependent on a well-known and well managed IT. Especially

98

4.3 Scenario: ‘IT Security Management’
ID
R47
R48
R49

Requirement
PatchLevel
UpdatePolicy
UpdateImplementation

Description
Patch level has to be known
Update policy has to be defined
Update policy has to be in use

Table 4.12: Requirements ‘Patch Management’
up-to-date knowledge about the current hardware and software configuration in form of a
data collection and proactive defensive measures is important. It starts with an overview of
existing devices, software versions, their secured configuration and offered services. It then
proceeds with continuous vulnerability management and goes to defensive measures such as
the limitation and control of network ports, protocols, and services. It finishes with examples
such as penetration testing, from the Center for Internet Security Critical Security Controls
(CSC) [20] which describe measures for effective cyber defence in general. Vulnerability
management and remediation also require knowledge about the existing devices, the software
versions and their configuration. Since it is inevitable for a well-managed IT to build up and
administer a knowledge base, we simply assume this knowledge base exists or is generated
before more sophisticated security measures are considered.
A well established method is performing regular scans of the network to find unknown
devices and software versions. The used tools, i. e., network and vulnerability scanners,
are often the same ones that attackers from the outside use. They are built to collect
information about an unknown environment and unknown systems by probing for answers
and configuration information. In other words they assume the configuration of the servers
such as the operating system version, running services, installed software, and its version.
In a next step they try to find known vulnerabilities in form of CVE, CWE, and known
exploits that match the identified software.
The scanners produce a flood of results including many (false) warnings, which makes it
very time-consuming for sysadmins and security professionals to handle these results – apart
from their utilization.
Reported vulnerabilities are often not applicable to the system and despite existing scoring
such as the CVSS, they often still miss a system-specific rating of the risk they pose because
of missing knowledge of the situation in the target organization.136
This is not only frustrating for the involved stakeholders, but it also poses a challenge for
the reporting and management of vulnerabilities. From the internal information security
management perspective it is also a wasted opportunity because valid and valuable information is discarded. The knowledge of the environment and about the real state of the systems
such as the detailed version of the package behind the service running, is not used. Instead
common vulnerability scanners are used, which work from the perspective of an attacker,
and waste resources trying to guess installed software versions – information that is already
known.
4.3.3.1 Status Quo: ‘Vulnerability Management’
Vulnerability management at the SDC exists on an individual basis but not on an organizational level. Single sysadmins are subscribed to Computer Emergency Response Team
136

As noted by Husak et al. [70].
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(CERT) and vendor newsletters, others gather information from the media and colleagues,
and a few even analyze code and configuration data on their own. Systems are often patched
as soon as an update exists. In case of a vulnerability of high public interest, they are also
often patched on an ad hoc basis, but some systems are not patched for a long time or not
at all.
Some of the sysadmins apply criteria such as the impact of the vulnerability, the criticality of
the service, or the time to patch, other sysadmins patch each vulnerability in a timely manner
or they apply no criteria at all. Weaknesses are often remediated by replacing the software,
disposing of the server, applying a workaround, adding additional access control, a general
software update, or the application of a patch. In general, vulnerabilities are detected by
discovering the software versions that are reported as vulnerable. In few cases, penetration
tests are conducted. None of the sysadmins use dedicated vulnerability management tools
such as Nessus or Open Vulnerability Assessment System (OpenVAS).
4.3.3.2 Deficits and Requirements ‘Vulnerability Management’
Presently, vulnerability management is done on a reactive ad hoc basis. The default update
policy is to perform updates as often as possible. At present, there are no screening methods
installed that indicate whether a specific server was updated or not, and whether the updates
were performed successfully. This challenge has to be addressed, especially in the context
of faulty or even missing server configuration. In addition, missing security updates lead to
hidden vulnerabilities and a policy regarding patch schedules and procedures also does not
exist.
This is mainly done out of individual effort, but not on an organizational scale. Besides,
there is also no centralized vulnerability documentation, detection, classification, remediation, and tracking. Even worse, no accurate CMDB exists. Anyway, the infrastructure to
update the servers, to manage regular updates and patches exists and basic vulnerability
management in some areas exists, too. But an overall organization-wide approach is missing.
This leads to deficits. The deficits described similarly in earlier use cases are not pictured
here. Those, and the requirements derived from them are a missing up-to-date CMDB (R2,
R3, R4, R15, R16, R17, R18, R19, R20, R21, R22, R23). Additional deficits are that the
vulnerability level of the devices and software versions is unknown (R34) and the level of
vulnerability management quality is undefined (R40, R41). Also, the missing of an update
and vulnerability policy (R44, R45) and the reactive handling of vulnerabilities (R46) plays
a role.
The remaining deficit specific for ‘Vulnerability Management’ is shown in Table 4.13 below.
Deficit
NoVulnerabilityManagement

Description
Vulnerability management barely exists

Table 4.13: Specific deficit ‘Vulnerability Management’
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The requirements specific for this use case are described below and shown in Table 4.14.
NoVulnerabilityManagement: The organizational approach on vulnerability management
is missing and, therefore, no centralized vulnerability management exists. The documentation of existing and remedied vulnerabilities is missing. It is not defined how to
detect, classify, remedy, and track vulnerabilities.
Vulnerability Management, including a documentation of existing and remedied vulnerabilities, has to be initiated. Also how to detect, classify, remedy, and track vulnerabilities has to be defined and implemented.
R50 VulnManPolicy: A vulnerability management policy has to be put in writing.
Part of the policy has to be a defined time frame regarding mitigating vulnerabilities.
R51 VulnManImplementation: A vulnerability management policy has to be implemented and its proper implementation has to be ensured.
ID
R50
R51

Requirement
VulnManPolicy
VulnManImplementation

Description
Vulnerability policy has to be defined
Vulnerability management has to be in use

Table 4.14: Requirements ‘Vulnerability Management’

4.4 Requirements of the Scenarios
“The system must be easy to use and should not be stressful to use or require
its users to know and comply with a long list of rules.”
Auguste Kerckhoff
Requirements are mostly categorized into functional and nonfunctional ones. The functional
requirements simply describe functionality, whereas the non-functional requirements describe
entities such as behavior, properties, look and feel such as performance, usability, safety,
security, data, hardware, interconnections or quality. Because of their relevance for the
topic, the categories Security and Quality are described as separate categories in this work.
They provide a more fine-granular view and an indicator for the areas in which the main
focus lies. The requirements are categorized into:
- Functional (FCT): The requirements categorized as Functional provide, add, or ensure
a functionality.
- Security (SEC): The requirements categorized as Security provide, add, or ensure a
security functionality or feature.
- Quality (QUA): The requirements categorized as Quality provide, add, or ensure a
quality of the process or data.
- Nonfunctional (NFCT): The requirements categorized as Nonfunctional do not fit another category. A relevant part of the Nonfunctional requirements is usability.
The requirements are defined for a Visualization (V) and a Process (P). This is shown at the
beginning with the nomenclature starting with a ‘V’ and ‘P’. This additional classification is
necessary because some criteria for a visualization differ from the criteria for a process. Most
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criteria are the same for the visualization and the process, so they are defined as BASIC
(B) requirements that have to be fulfilled anyway. In the following, the requirements are
described in detail:
B-NFCT-1-Specification
A detailed description for each functionality or aim of the process or visualization has
to exist. Its purpose, stakeholders, users, and use cases have to be defined.
Each newly designed process or visualization has to have a written specification. Regarding processes or visualizations already in use, a specification has to be generated.
This is the basis for a proper use, verification, and for possible optimization of the
process or visualization. The specification has to define the following attributes of the
process or the visualizations:
– The purpose, which is specified by the ITSM process it belongs to and the security
protection goal.
– The stakeholders which are used to name user group and users. A definition of
stakeholders and use cases helps to model them. The process or visualization has
to be designed according to them.
– The area of use, e.g., the supported management process such as configuration or
capacity management.
– The functionality and proper functioning for key areas such as availability, response time or correctness.
In addition, detailed information can be given on, for example, data model, data input
or data output.
Based on R1 Stakeholders, R2 Specification, R4 SeparationDbUpdate, and
R50 VulnManPolicy.
B-FCT-2-KnowledgeGeneration
Organizational knowledge generation has to be supported by the process or visualization. Individual knowledge has to be preserved, passed on, and made available for the
stakeholders, especially the sysadmins, and transformed into organizational knowledge.
This is to ensure that delegation, substitution, and training of personnel is possible.
It is also the basis for personnel redundancy and for optimization.
Regular user trainings teaching the proper use of the process or visualization have to be
carried out. A well maintained documentation must be available. The documentation
can, if reasonable, replace the trainings.
Based on R5 KnowledgeGeneration and R32 TrainingProcess.
B-FCT-3-Reaction
An action triggered by the process or visualization for each alert, abnormal activity
or information provided has to be defined. This includes a reaction time, people
responsible for carrying out the reaction, and the follow-up actions such as regular
reports and audits.
Based on R43 Reaction.
B-FCT-4-Proactivity
Proactive handling of the infrastructure and threats has to be implemented. Devices
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and infrastructure are often taken into production and then at best maintained. This
means that errors, failures, and threats are handled reactively and no proactive measures are taken. Errors and warnings are not remedied proactively, data is not prepared
for a fast and adequate handling in case of a failure or (security) incident, and data
sources are not correlated. This has to be remedied by planning proactively. Data
has to be collected, prepared, analyzed, and correlated in advance. This allows an
appropriate response to and proactive avoidance of possible errors or incidents.
Based on R46 LoggingProactivity and R50 VulnManPolicy.
B-FCT-5-OMRAAu
The process or visualization has to provide the functionality as listed below. For each
of the functionalities it has to give detailed and stakeholder-specific information. This
provides the users with an overview of the environment, supports them in keeping the
infrastructure known, and, as a result, enhances the IT security.
Overview (O)
Monitoring (M)
Reporting (R)
Alerting (A)
Auditing (Au)
Based on R6 Monitoring, R7 Reporting, R8 Alerting, R9 Auditing,
and R10 Overview.
B-SEC-6-ProtectionGoal
The protection goals of security have to be ensured. These are mainly confidentiality,
integrity, and availability. But also less known security goals such as accountability,
auditability, authenticity, non-repudiation, and privacy deserve attention.
Regarding confidentiality, for example, it is stated that the confidentiality of the data
collected and presented by the visualization or process in transit and at rest has to be
ensured. Data classification has to be carried out and data access has to be regulated
based on a ‘Need to Know’ basis depending on the sensitivity of the data and the job
role of the user. This requirement also handles the access to the data store by privileged
users that has to be controlled, monitored, and audited to ensure confidentiality.
Based on R22 ConfidentialityData, and
CSCFourteen (Controlled Access based on the Need to Know).
Regarding integrity, for example, it is stated that the integrity of the data collected
and presented by the visualization or process in transit and at rest has to be ensured.
Otherwise, the correctness and the accuracy of the information presented is not ensured. This requirement also handles the data modification by privileged users that
also needs to be controlled in order to ensure integrity.
Based on R23 IntegrityData and CSCThirteen (Data Protection).
B-SEC-7-Compliance
The visualization or process has to support compliance. Each environment and use
case has specific, highly relevant compliance requirements; supporting their implementation and fulfillment has to be ensured. Depending on the country, the industry,
and the norm to fulfill the framework to apply and the regulations to be compliant
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differ. Exemplary controls are the data protection regulations, the CSC, or the DIN
ISO/IEC 27001 norm. Data protection regulations, for example, require handling data
according to data sparsity, and only collect appropriate data. Each requirement of the
used management norm or framework has to be regulated in the organization and if
appropriate, a policy for it has to be put in writing and implemented.
Based on R24 ControlAdminPriv, R44 LoggingPolicy,
R45 LoggingImplementation, R48 UpdatePolicy,
R49 UpdateImplementation, and R51 VulnManImplementation.
B-QUA-8-Documentation
The visualization or process has to be documented and the documentation has to be
updated on a regular basis or when significant changes take place. In addition, a
documentation has to exist that keeps records of functionality, responsibilities, and
operating modes. Some further details also have to be documented such as processed
data, update procedures, maintenance times and procedures, communication paths,
and interfaces. This is highly relevant since it is the basis for ensuring the confidentiality, the integrity of data, for troubleshooting, and the transparency of the TPV or
even for the complete environment. Another highly relevant factor is the data model
and its documentation. A model specifying the data that is being used has to exist.
Necessary entries and data attributes are defined and documented alongside additional
ones in this model. Each entry has to be uniquely identifiable and exchange with other
data sources needs to be possible. Examples for necessary attributes are the update
interval, the validity, or the data format.
A common data format that enables the exchange with other data sources has to be
defined and used. If using one is not possible for some reason, a conversion of the
existing data into a common data format has to be provided.
The data model and data format have to be recognized and utilized by the users who
maintain the data. Attributes that are relevant and that have to be defined are:
State of resource: The state of each resource has to be known. Each entry has to
have an attribute that indicates whether it is in use, in maintenance, or in the
process of disposal.
Phase of the SDLC: The phase of the SDLC the resource is in, i.e. in production or
disposal has to be known.
Update policy: An update policy with the aim to keep the resources up to date has
to be defined. It defines the patch level and makes it possible to know whenever
resources are outdated. The default should be to keep systems up to date by
patching them as quickly as possible.
Availability: The availability has to be defined when a resource is created. It has to be
visible by the TPV in order to decide, if a resource should be available at a given
time. This allows to decide whether a resource is part of a scheduled maintenance,
a reboot or an unplanned event such as an outage.
Approval: An approval for a new system or service is required. It has to be recorded
and it has to be tracked by whom and when the approval was given. This ensures
the rightfulness of the device or service.
Based on R3 Documentation, R15 DataModel, R18 DataCommonFormat,
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R19 DataEntries, R28 ApprovalNewVM, R33 Verification, R34 ServerState,
R42 DefinedAvailability, R47 PatchLevel, R48 UpdatePolicy,
and R50 VulnManPolicy.
B-QUA-9-DataQuality
The quality of the data used by the process or visualization has to be checked and
ensured on a regular basis. Criteria for the data quality are:137
Completeness: complete means the proportion of stored data against the potential of
100% complete.
Uniqueness: unique means a thing is only recorded once based upon its identifier.
Timeliness: timely means the data represents reality from the required point in time.
Validity: valid means that it conforms to the syntax (format, type, range) of its definition.
Accuracy: accurate means the degree to which data describes the real-world object or
event being described correctly.
Consistency: consistent means the absence of difference when comparing two or more
representations of a thing against a definition.
The data quality dimensions lead to specific requirements, for example, timeliness and
accuracy require data disposal. Each device, each resource (e.g., like an account or a
server), each capability (e.g., like access to a monitoring application), and each data
entry has to expire. This ensures that resources are used whenever necessary and
released or disposed of whenever possible. This saves time and costs and keeps the
complexity of the environment as simple as possible. At the same time, this also makes
it easier to keep the environment secure, because decommissioning unneeded resources
and capabilities reduces the attack surface. For each device, resource, capability, and
data entry a plan for its proper disposal has to exist, which defines the following
aspects:
– A person or role responsible for the disposal.
– A date of expiration or renewal.
– A process description that ensures a repeatable disposal, including criteria to
decide if disposal or renewal is necessary, criteria to partially dispose of the device,
resource, capability or data entry, criteria which entries to keep for compliance or
archiving and ensuring checks, and how to verify the correct disposal.
Based on R16 DataComplete, R17 DataValid, R20 DataQualityEnsurance,
R21 DataRemoval, R29 DisposalVM, R35 DisposalPlan, R36 DisposalCriteria,
and R38 DisposalVerification.
B-QUA-10-OMRAAu-Quality The process or visualization has to perform its core tasks
such as providing an overview, monitoring, reporting, alerting, and auditing with a
defined level of quality. Especially the core IT tasks monitoring, alerting, and auditing
have to be supported by the process or visualization. A level of quality has to be
defined including criteria in order to ensure and measure that the tasks are performed
137

According to DAMA UK [7].
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as they should be. The disposal of devices, resources or data entries has to be checked
on a regular basis.
Based on R37 DisposalChecks, R39 DisposalAudit,
R40 MonitoringQuality, and R41 AlertingQuality.
B-NFCT-11-Utility
The process or visualization has to be useful and it has to have an aim. Criteria to
evaluate its utility have to be defined when the process or visualization is designed. Its
utility and aim have to be evaluated on a regular basis to ensure that it is still useful
and according to the aim.
Based on R27 EvaluationUtility.
B-NFCT-12-Usability
The process or visualization has to use a consistent terminology, design, and user
interface. Variations have to be limited to the inevitable minimum.
The process or visualization has to be designed and built as simple as possible. This
ensures that no additional complexity and sources of error or confusion are introduced.
Occam’s razor stating that “plurality should not be posited without necessity” is also a
good design guideline for the process or visualizations.138
The following criteria used and adapted:139
Learnability: How easy is it for users to accomplish basic tasks the first time they
encounter the design?
Efficiency: Once users have learned the design, how quickly can they perform tasks?
Memorability: When users return to the design after a period of not using it, how
easily can they reestablish proficiency?
Errors: How many errors do users make, how severe are these errors, and how easily
can they recover from the errors?
Satisfaction: How pleasant is it to use the design?
Based on R26 ConsistentVisualization, R30 ConsistentProcess, and
R31 SimpleProcess.
For the visualizations (V) exist three additional requirements that do not apply to the
process. Those three are:
V-FCT-13-Interactivity
The visualization has to provide interactive functionality. It has to allow the users to
get detailed and specific information interacting with the visualization.
Sorting (S)
Filtering (F)
Exploration (E)
Based on R12 InteractiveSorting, R13 InteractiveFiltering,
and R14 InteractiveExploration.
138

The philosophical idea of William of Occam “pluralitas non est ponenda sine necessitate” is a well known
justification for simplicity, Encyclopedia Britannica [102].
139
According to Nielson [100].
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V-SEC-14-VisualSecurity
The visualization has to be beneficial and provide an enhancement for security and an
insight into security-specific questions respectively. Often security relevant questions
are out of sight and the visualization should bring attention to them. Therefore,
visualizations have to be created for relevant security topics.
Based on R11 SecurityVisual.
V-NFCT-15-VisualGuidelines
The visualization has to utilize knowledge about human perception, visual processing,
principles of Gestalt, and visualization guidelines. This ensures that the visualization
is generated according to well-established practices and that known principles of user
perception and design are used to enhance the resulting visualization.
Based on R25 VisualKnowledge.
Figure 8.2 shows the requirements per category Functional, Security, Quality, and Nonfunctional. They are color coded according to their kind Basic and Visualization.

Figure 4.13: Overview of the requirements for Vis4Sec
The Functional Requirements are:
- B-FCT-2-KnowledgeGeneration
- B-FCT-3-Reaction
- B-FCT-4-Proactivity
- B-FCT-5-OMRAAu
- V-FCT-13-Interactivity
The Security Requirements are:
- B-SEC-6-ProtectionGoal
- B-SEC-7-Compliance
- V-SEC-14-VisualSecurity
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The Quality Requirements are:
- B-QUA-8-Documentation
- B-QUA-9-DataQuality
- B-QUA-10-OMRAAuQuality
The Nonfunctional Requirements are:
- B-NFCT-1-Specification
- B-NFCT-11-Utility
- B-NFCT-12-Usability
- V-NFCT-15-VisualGuidelines
There are Basic Requirements that apply to the process and the visualization:
- B-NFCT-1-Specification
- B-FCT-2-KnowledgeGeneration
- B-FCT-3-Reaction
- B-FCT-4-Proactivity
- B-FCT-5-OMRAAu
- B-SEC-6-ProtectionGoal
- B-SEC-7-Compliance
- B-QUA-8-Documentation
- B-QUA-9-DataQuality
- B-QUA-10-OMRAAuQuality
- B-NFCT-11-Utility
- B-NFCT-12-Usability
There are requirements that apply to the visualization:
- V-FCT-13-Interactivity
- V-SEC-14-VisualSecurity
- V-NFCT-15-VisualGuidelines
In sum, this chapter stated the two scenarios ‘IT Operations’ and ‘IT Security Management’
with their use cases. Each use case was described, its deficits registered, and use case-specific
requirements were stated. At the end of this chapter, the derived requirements were classified
and generalized to generic requirements. Those are helpful when generating processes and
visualizations in relation to security. They are also crucial for the design of Vis4Sec as the
Process Framework supports fulfilling those requirements and the process phases are chosen
and designed according to this goal.
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After having finished the use case analysis with the derivation of the generic requirements
at the end of the preceding chapter the Integrated Visualization Process Framework for IT
Security (Vis4Sec) is introduced in this chapter. Vis4Sec is designed according to these
requirements and according to the foundation, introduced in Chapter 2 ‘Foundation: IT
Management, IT Security, Data, and Visualization’ such as basic knowledge about IT management, IT security, visualization generation, and data sources and their management ,and
according to the literature, introduced in Chapter 3 ‘Related Work’.
This Framework offers a systematic approach to improve the information security of an organization. It is based on knowledge of existing security frameworks, visualization guidelines,
and process approaches. It is also combined with our own studies, and in Chapter 6 and 7
adapted to real world scenarios, and enhanced with implementation guidelines.140 They describe in detail the input for each process phase, the steps to take, and the required output.
This guides through visualization generation which is otherwise easy to lose track of and it
allows for a reproducible process run, together with setting the basis for stepwise refinement
and transferability.
Vis4Sec is an organizational Framework guiding the implementation of security measures
and for closing the gap between the theoretical and practical information security by bringing together the different points of view amongst the stakeholders. It systematically enables
the requirements, embeds the visualization generation into organizational structures, and
uses visualization as a tool to improve the organizational IT security.
The procedural model of this chapter is shown in Figure 5.1 and described in the following.

Figure 5.1: Chapter 5: ‘Visualization Process Framework for IT Security’

140

A condensed Implementation Guideline is provided in the Appendix B, starting on page 250.
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The remainder of this section states the objectives of the Process Framework and briefly
introduces the Visualization Process. The next section of this chapter introduces the Data
Management Process (DMP). Each process phase will be introduced, and for each process
phase its objectives are presented. Besides, the methodical approach will be described and
detailed explanations on the methods used will be given and illustrated with several examples. In the section that follows the Visualization Process will be introduced. The Visualization Process and its extensive Data Management Phase, which could also be implemented as
an independent DMP, are the Visualization Process Framework Vis4Sec. After the Process
Framework is introduced, it will be shown which requirements have to be fulfilled in every
single process phase. It will then be put into relation with existing solutions and processes
and will be briefly evaluated.
Overview: Process Framework
Security relevant IT operation tasks are used to bootstrap and to develop Vis4Sec. The
design of the Process Framework follows three simple principles: a) reduction of complexity,
b) providing an overview, and c) easy access to required information. Those are no new ideas,
but combining and transferring them, to IT security, focusing on organizational change, and
usable results for the stakeholders are. The result is the Process Framework – Vis4Sec
consisting of a Visualization Process and a DMP. It also is a systematic approach to close
the gap between requirements and their practical implementation. Its focus on introduction
of novel processes, organizational knowledge generation, and triggering communication is
unprecedented.
The Visualization Process shown in Figure 5.2 iteratively carries out the phases Ask, Manage
Data, Visualize, and Interact. The four phases resemble the Deming cycle Plan-Do-StudyAct and bring once more the process and ITSM orientation of this work to mind.141

Figure 5.2: Visualization Process
The Visualization Process consists of the following phases:
0. The Initiation gives a brief description of the environment and relevant stakeholder
groups. After that existing deficits, requirements, and the planned actions for the
following process run are described.
141

Moen and Norman [97].
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1. The Question Phase ‘Ask’ checks the functional, security, and non-functional requirements to specify the area of the process run.
2. The Data Management Phase ‘Manage Data’ handles the data management with the
DMP. It is used to check the quality requirements.
3. The Visualization Phase ‘Visualize’ puts into practice the requirements with a visual
representation or a report.
4. The Interaction Phase ‘Interact’ checks and improves the nonfunctional requirements.
n. The Iterations ‘Iterate’ take place after each process run: first the actions taken,
the results, and the added value are summed up. Depending on the results, either a
process run with a refined question is started or a process run with a redefined question.
Alternatively, a new process run with a new question and a new Initiation is started.
Furthermore, the highly relevant data management is handled in a supporting DMP that is
linked to the Data Management Phase of the Visualization Process.

Figure 5.3: Data Management Process
The supporting DMP, which could handle the data management as a separate process or
integrated into the Visualization Process, is shown in Figure 5.3:142 When applied as a
process on its own, it requires the same Initiation and Iterations as the earlier described Visualization Process. When applied as subprocess, the Initiation of the Visualization Process
is used and it has its own iterations if required. Its process character also resembles the
Deming cycle and its continuous improvement approach.
1. The Data Definition Phase ‘Define Data’ is used to identify necessary data sources,
a data owner for each source and its other necessary entries and attributes. A data
model is defined, criteria for data management and DQ are stated together with the
selection of a data management tool.
2. The Data Acquisition Phase ‘Acquire Data’ is used to collect or create data, to inspect
data samples, and classify the data.
3. The Data Processing Phase ‘Process and Analyze’ is used to parse and normalize the
data. It is also analyzed and default values for the attributes are defined.
142

The DMP is enhanced based on the UK Data Archive’s Research Data Lifecycle [27].
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4. The Data Quality Ensurance Phase ‘Ensure Data Quality’ is used to define the DQ, to
evaluate it, and to implement DQ ensurance. Besides metrics are stated and gathered.
5. The Data Disposal or Reuse Phase ‘Dispose or Reuse Data’ is used to decide whether
the data can be reused or whether it has to be disposed of. In case of reuse, its
preservation is initiated together with the access, and if considered to be useful, the
automation of the individual DMP phases is also initiated.
The Visualization Process Framework is the combination of the Visualization Process with
the DMP as shown in Figure 8.3.

Figure 5.4: Process Framework Vis4Sec

5.1 The Visualization Process
In this section, each phase of the Visualization Process, its Initiation, and the Iterations will
be described briefly; afterwards the DMP is introduced and described.
Figure 5.5 provides an overview. Figure 5.6 on page 114 shows the detailed input, process
steps, and output of each process phase of the Initiation, the Question Phase, and the Data
Management Phase; Figure 5.7 on page 115 shows the Visualization Phase, the Interaction
Phase, and Iteration.
The description of the process phase starts with a short introduction of each phase and its
‘Objectives’ derived from the requirements. It is followed by the ‘Methodical Approach’
where the input of the phase, its process steps, and the output will be described. Additionally, the process phase is illustrated in ‘Methods in Detail’, which demonstrates the roles
involved as RASCI responsibility matrix and the detailed process as flow chart. The RASCI
responsibility matrix provides an overview of the Responsible, Accountable, Supportive, Consulted, and Informed (RASCI) roles involved for each process phase. The process flow chart
shows the input, the performed steps, and the output for each process phase. Furthermore,
additional details such as detailed questionnaires, criteria or examples are provided.
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Figure 5.5: Detailed overview Visualization Process

5.1.1 Initiation
The Initiation takes place once for each process run. The environment,
the stakeholders, and the requirements the visualization has to be designed for are analyzed here. During the Initiation of the Visualization
Process, an understanding of the environment is developed, requirements and stakeholders are stated, and actions are planned. A process
run of Vis4Sec starts with the Initiation by collecting and briefly describing necessary parameters of the environment to embed the visualization in the proper
context. During the Initiation, a team is put together consisting of at least one person who
manages the Visualization Process by carrying out the interviews, coordinating the data
management, the visualization of results, the interaction, and the iterations.
5.1.1.1 Objectives ‘Initiation’
The objectives of the Initiation are the definition of the Environment, the Stakeholders, and
the Requirements. Necessary actions in the process run are planned during the Initiation as
well.
Environment The status quo is described, the deficits of existing solutions, and the current best practices are worked out during the analysis of the environment. The Framework
suggests to conduct semistructured interviews, participatory observation and the analysis of
existing documentation. It results in a description of properties of the process on the topic
in question, which is also summed up in the environment classification.
The stakeholders are named and described. The stakeholder definition specifies for whom
the use case is relevant and for whom the visualization is generated. Knowledge from the
stakeholders is collected. The defined stakeholders are crucial for the following steps. They
are the recipients of the visualization and a group with a special interest in the answer to
the question. Their differing mental models and points of view have to be considered143
as the mental model of the inquirer defines the question, the domain, and the topic of the
visualization. Who enquires is important as a reference frame. Every inquirer asks according
to their job role. The question and the inquirer define the scope and purpose of the data
collection, and the used data sources determine the significance and the explanatory power.
Various stakeholder roles such as executive management, business unit representatives, user
community, Human Resources, ICT specialists, and security specialists exist.

143

The stakeholders are introduced in the foundation Chapter 2 in Section 2.1.2, starting on page 11.
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Figure 5.6: Visualization Process flowchart (1/2): Initiation, Question, and Data Management
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Figure 5.7: Visualization Process flowchart (2/2) Visualization, Interaction, and Iterations

5.1 The Visualization Process
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The potential stakeholder roles are examined. Only stakeholders that are absolutely necessary and that have a fundamental impact on security should be present as process stakeholders.144
The ITSM management process or phase(s) of the SDLC are stated in order to categorize
the process run. The management process allows to map the tasks to recommendations and
guidelines from ITSM or NIST and makes it possible to develop an understanding of the
relevant tasks, control gates, and goals. The phases of the SDLC are used as meta-structure
for the use cases since they all are taking place in one or more phases or at least are related
to one or more phases. The phases are mapped to operational task or IT management requirements alike, and it the aim is to describe and construct them as processes.
The protection goal(s) are stated to provide relevant information about the environment.
The security control(s) shows the main goal the process run should fulfill. They stem mostly
from the CSC or DIN ISO/IEC 27001 control.
Its maturity level is named in accordance to the Capability Maturity Model Integration
(CMMI). The actual usage of visualization in the current setup is also described.
Figure 5.8 shows the generic classification of the environment. The criteria are described
below.

Figure 5.8: Environment classification scheme

Requirements The description of the environment and of the deficit result in the requirements the TPV has to fulfill. They are stated in a table exemplary shown in Figure 5.9.
The requirements section defines the purpose of the
process run, describes the deficits in the existing solution, and states the requirements on the functionality of the solution to implement. It also provides the
frame for the required DQ and evaluation criteria.
The existing documentation has to be complemented
with the functionality and if no documentation exists
it has to be generated.145 Another evaluation criterium is that the terminology of the selected phrases
and the overall design be consistent and simple.146
Figure 5.9: Requirements template

144

As described in Chapter 4, Section 4.4 requirement B-NFCT-1-Specification, starting on page 102.
Ibidem, requirement B-QUA-8-Documentation.
146
Ibidem, requirement B-NFCT-12-Usability.
145
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Purpose.
A security control from a norm such as DIN ISO/IEC 27001 or CSC is selected. The DIN
ISO/IEC 27001 measure is used to improve the security of the use case. It is also implemented to be compliant and to pass a certification audit. The same is valid for the CSC
that suits the use case and that could be used to improve its security. This shows from
which point of view the use case is analyzed and where the focus of the enhancement and
visualization lies.147
Deficits.
The deficits are described and prioritized with the aim to fix them during a following process iteration. Obvious, easily fixable and high priority deficits are identified and remedied.
Complaints and requests for change from users are also taken into account, alongside norms,
guidelines and recommendations for the use case. The security relevant unfixed deficits are
used as input for redefined questions of further iterations of Vis4Sec.
Planned Actions Actions are planned so that they meet the requirements. They are
grouped into three categories:
1. Planned ones in order to be handled in the following process run and its iterations.
2. Manageable in further process runs.
3. Not manageable in process runs or out of scope.
The actions consist of environment and goal-specific ones, but also common actions for each
process run exist. The common actions are:
- Major security deficits are fixed. For each process run, fixing the major security deficits
that came to light during the analysis of the environment. Their number and/or impact
should decrease with each process iteration.
- Reports and visualizations on the defined topic are generated and distributed amongst
the stakeholders on a regular basis.
- Basic metrics are defined. They measure the security objective and the process improvement itself. In each process iteration the results are refined and improvement has
to be measurable. The objective is to derive KPIs.
- Proactive measures are developed and planned for.
5.1.1.2 Methodical Approach ‘Initiation’
The Initiation requires the following input:
- Environment.
- Objective from security framework.
- Area or phase.

147

As described in Chapter 4, Section 4.4 requirement B-SEC-6-ProtectionGoal.
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The Initiation consists of the following steps:
- The environment is analyzed and deficits are named.
- The stakeholders are defined.
- The requirements are stated.
- The actions are planned.
The Initiation generates the following output:
- Stakeholders.
- Requirements.
- Planned actions.
5.1.1.3 Methods in Detail ‘Initiation’
The details on the Initiation provide selected examples and in Figure 5.10 on page 119 an
overview of the roles involved, the process input, process steps and the output. In the
following, the remaining classification criteria of the environment will be described in more
detail.
The Management Process. The management process stems either from the SDLC or from
ITSM.148 It allows to map the tasks to recommendations and guidelines and supports
developing an understanding of the necessary tasks, control gates and goals. The
phases of the SDLC are used as a meta-structure for the highly operational-specific
use cases since they take all place in one or more phase or are at least related to
one or more phases. The five SDLC phases are: Initiation, Acquisition/Development,
Implementation, Operations/Maintenance, and Disposal.
The environment classification scheme in Figure 5.8 exemplary shows the SDLC phase
and the ITSM process(es).
The IT Security Protection Goal. The protection goal differs from use case to use case,
depending on the goal that has to be fulfilled.149 Its compliance is the main criterium
for IT security to succeed. The relevant goals are availability, confidentiality, integrity,
accountability, auditability, authenticity, non-repudiation, and privacy.150 The most
important protection goal to be fulfilled is scenario-specific.
The environment classification scheme in Figure 5.8 shows the exemplary protection
goals ’availability’ and ’integrity’.
The Security Control. The security control is derived from a norm or from best practice.151
The DIN ISO/IEC 27001 measure or the CSC that fits the use case well is described
as an example. It is also used to enhance the security of the use case. This shows from
which point of view the use case is analyzed and where the focus of the enhancement
148

The management processes are introduced in Section 2.1.3 ‘Information Technology Service Management’,
starting on page 13 and Section 2.2.3 ‘System Development Life Cycle’, starting on page 18.
149
The protection goals are introduced in Section 2.2.1 ‘Protection Goals’, starting on page 15.
150
As described in Chapter 4, Section 4.4 requirement B-SEC-6-ProtectionGoal.
151
The security controls are introduced in Section 2.2.2 ‘IT Security Management Framework’, starting on
page 16.
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Roles

Process

Figure 5.10: Initiation: RASCI matrix (left), flowchart (right)
and resulting visualization lies. Instead of DIN ISO/IEC 27001 measures or the CSCs
other security frameworks could be used.
The environment classification scheme in Figure 5.8 shows the exemplary CSC and
DIN ISO/IEC 27001.
The Degree of Maturity. The maturity classification stemming from the CMMI is used to
measure the maturity of the analyzed use case. The maturity describes in which state
the use case is according to the CMMI. The CMMI has five stages beginning with initial or chaotic (1), managed (2), defined (3), quantitatively managed (4), and ending
with optimizing (5). The CMMI is the further development of the Capability Maturity
Model (CMM) that was introduced in 1988 by Watts Humphrey in order to manage
the software process [68]. Nowadays it is also used for general classification of process
maturity. The process maturity is relevant because the more mature a process is the
easier it is to repeat, control, and automate.
The environment classification scheme shows the exemplary states ‘initial’ and ‘optimizing’.
Usage of Visualization. Usage of visualization shows the status of visualization of the use
case when a process run starts. It reflects the experience the users have with visual
methods, and it is also an indicator of how the visualization is accepted.
As shown in the environment classification scheme in Figure 5.8 the possible values
are ‘no’ use of visualization, ‘partial’ use of visualization, and ‘yes’ for frequent use of
visualization.
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5.1.2 Question Phase
The problem to solve and the topic to handle is clarified in this phase as
a question to be answered. It is defined what kind of knowledge should
be gained during the process run, and it has to be specified what exactly
should be found out.
The question therefore has to be extremely precise. The sender model
also has to be taken into account during the designing of the question.
5.1.2.1 Objectives ‘Ask’
The first phase defines the question to be asked and answered by the visualization.152 It
defines the knowledge that should be gained about a specific topic.153 The resulting visualization clarifies the problem statement and then provides some aids to solve the problem. The
problem to solve makes the visualization useful and prevents it from being just a “pretty”
picture without a message to transport.
It is crucial for each visualization to have a question to be answered, a topic to visualize or
in other words a statement to be made. There has to be a want to know, a blank spot and
then it makes sense to collect data. Also, basic criteria are stated in the Question Phase to
evaluate the utility of the process run and to evaluate if it fulfills its aim.154
5.1.2.2 Methodical Approach ‘Ask’
The initial question to be answered by the visualization is stated. This question defines the
aim of the process run, it sets the context, and it provides the basis for the collection of data.
In most cases, the initial question is quite complex and in consequence, hard to answer. It is
therefore important to simplify it. The question to start with has to be designed as simple
as possible to allow for a successful process operation.
In the Question Phase it is also defined how to measure the results, and so an accompanying
question leading to security metrics is asked. This question has to be very specific and easily
answered with fundamentally and simply derived measures. In subsequent iterations of the
process this simplified question can be reset to its original complexity step by step, further
enhanced, refined where necessary, or even completely redefined.
The Question Phase requires the following input:
- Objective.
The Question Phase consists of the following steps:
- The question is deduced from a security objective or control.
- The question is simplified and reduced to its core.
- Metrics are defined to measure progress and to manage its development.
- The simplified question triggers the first iteration.
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As described in Chapter 4, Section 4.4 B-NFCT-1-Specification, starting on page 102.
Ibidem, B-FCT-2-KnowledgeGeneration.
154
Ibidem, B-QUA-10-OMRAAuQuality.
153
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Figure 5.11: Question Phase: RASCI matrix (left), flowchart (right)
The Question Phase generates the following output:
- Simplified question.
- Definition of metrics.
- Questions for iterations.
5.1.2.3 Methods in Detail ‘Ask’
Figure 5.11 shows the RASCI responsibility matrix on the left and the flowchart of the
Question Phase on the right.
The question is formed by the security objective, the control, or the norm. It stems either
from a CSC, DIN ISO/IEC 27001 norm, or another security framework the organization
wants to implement or orient its security management on. The related controls or measures
are gathered and the most relevant one is taken in order to frame the initial question. It is
then adapted to environment and stakeholders and a simplified version is taken for the first
iteration.
The simplified version only takes an area or subset into account and often leaves out aspects
of the initial control. Either the most relevant aspects are applied, or areas that are more
exposed, more at risk or, if all aspects are equally relevant and at risk, the first one is applied.
This initiates dealing with the topic and breaks a complex problem down into smaller chunks
that can be solved bit by bit. In the Iterations, the missing aspects are added iteration per
iteration and the question gets closer to the complexity of the control.
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During the process new questions often emerge. They are used to refine the current process
run or they are set aside for another process run if the blank spot they might fill is of interest.
Basic criteria to evaluate the utility of the process run are stated. After the process run it
is checked if the process run meets the defined criteria and if it achieves the goal defined
during the Initiation. The simplified question and the questions for the iterations have to
meet criteria oriented on the S.M.A.R.T. principle:155
- Specific: The process run has a specific aim.
- Measurable: The process run is measurable in form of metrics that are defined to measure progress and to manage development. They have to be relevant and an indicator
of progress.
- Assignable: The process run and its phases need to be assigned to a person or team
who is responsible for its execution.
- Realistic: The process run and the stated question have to be answerable.
- Time-related: The process run terminates at the time one iteration is finished.
- The result is testable in one process iteration.
- The question is relevant for security.
This shows that the initial question should be low in complexity and that the basic KPIs
are easy to gather. It also shows how it is possible to refine it and at the same time how to
widen the scope in further iterations.

5.1.3 Data Management Phase
The data management is by far the most extensive phase in Vis4Sec as it
consists of the two parts data acquisition and data management. It copes
with technical and organizational aspects, the technical embedding into
the organization, and the collection of the data for security metrics in
accordance with their calculation.
Technical aspects are, for example, data collection, which is a process of
its own, and the pre-processing and analysis of the data. In addition, there are organizational
aspects such as preservation, access control, and disposal of data according to compliance and
data protection regulations, and the technical embedding in form of the definition of a data
model, the ensurance of data quality, and the automation of the data collection in addition
to its quality ensurance. A huge amount of the work is correcting data and automating
the data quality checks for further use as data quality is crucial for the generation of a
meaningful visualization, because a visualization is at best useless, if based on incorrect or
irrelevant data.
This makes this phase crucial for the resulting visualization. It does not only collect and
analyze the data, but also ensures its quality and proper handling according to compliance
requirements. It is therefore not surprising that it is quite extensive and can even be its own
process - the DMP.
155

George T. Doran [36] stated the nowadays often used criteria to set objectives.
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5.1.3.1 Objectives ‘Manage Data’
This Data Management Phase decides on the relevant data for the process run such as
log files, configuration files or organizational databases and makes it available. During the
second phase it becomes clear which data already exists and whether it is available and
properly managed or it is found out which data has to be created or collected and/or has
to be managed. This phase also provides the data, ensures its proper management together
with its data quality and it automates these steps whenever it makes sense.
5.1.3.2 Methodical Approach ‘Manage Data’
The data sources are acquired, their data quality is ensured, and security metrics are raised
with data acquisition steps, data management steps in succession, and the automation of
these steps afterwards. Therefore, the Data Management Phase requires the following input:
- Question.
- Key stakeholders.
- DQ requirements.
The Data Management Phase consists of the DMP. The data exploration consists of the
following steps:
- A data model is defined and a common format for relevant attributes is chosen.
- The data is acquired from organization-specific repositories.
- The data is processed and relevant entries of the data and their attributes are analyzed,
KPIs and statistical properties are raised.
- The level of data quality necessary is defined, the quality of the existing data is analyzed
and ensured to achieve the defined level.
- Reuse or disposal of the data is defined and implemented.
The Data Management Phase generates the following output:
- Managed data.
- Information.
- Improvement for iterations.
5.1.3.3 Methods in Detail ‘Manage Data’
The Data Management Phase is quite extensive and therefore a subprocess, the DMP, is
introduced. This subprocess will be described in Section 5.2, starting on page 135.
Figure 5.12 shows the RASCI responsibility matrix on the left and flowchart of the Data
Management Phase on the right.
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Figure 5.12: Data Management Phase: RASCI matrix (left), flowchart (right)

5.1.4 Visualization Phase
The Visualization Phase (re)presents the generated knowledge. The
data is transformed into a visual representation, the visualization generates attention to the topic. It offers options to act and provides context
and overview and the possibility to get more details if necessary.
Besides the visualization does provide a new view on the topic and further insight than just looking at the data without visualization.
5.1.4.1 Objectives ‘Visualize’
The Visualization Phase presents the result from the Data Management Phase – managed
data and information – for interactive exploration. The generated visualization has the aim
to generate knowledge for the single stakeholder, for the organization, and to be actionable.
This is supported by making best use of existing knowledge about visualization.156
The resulting visualization has to attract the attention of the stakeholder and provide options to act in relation to the topic, the question, and relevant aspects of the data. It is used
to generate visibility and attention for security-relevant topics. In consequence, the visualization generates awareness and discussion about a topic, and contributes to enhancing the
achieved level of security.
The type of visualization depends on the question to answer, the kind of data to represent
and on the features to clarify. It also depends on the mental model of the stakeholders and
their viewing and working customs. Guidelines for visualization generation are used to receive a good result, especially in the sense of a visualization that is designed in a consistent
and simple way.157 Visualization also provides a benefit by presenting an overview, monitoring of defined parameters, reporting on it, alerts according to defined values, and improved
auditing.158 It offers further enhancements by providing security-specific visualization.159
156

As described in Chapter 4, Section 4.4 B-FCT-2-KnowledgeGeneration, B-FCT-3-Reaction, and V-NFCT15-VisualGuidelines.
157
Ibidem, B-NFCT-12-Usability.
158
Ibidem, B-FCT-5-OMRAAu.
159
Ibidem, V-SEC-14-VisualSecurity.
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5.1.4.2 Methodical Approach ‘Visualize’
After the analysis of the data in the previous process phase it is known what data has
to be represented in order to achieve the relevant aim. For each of the use cases various
visualizations are generated. The supported process requires an overview, detailed metrics,
control gates, defined (re)actions, and overall visibility, or at least most of these.
In addition, an interactive data representation, where topic and stakeholder-specific visualizations are generated from, and metrics to grasp the data quality and the process on it is
generated. In most cases, the visualization is generated as an overview visualization with
stakeholder-specific adaptions.
They are created according to visualization guidelines such as Wertheimer’s principles of
Gestalt, Mackinlay’s ranking of perceptional tasks, and Shneiderman’s Information Seeking
Mantra.160 The tool and generated visualizations use a consistent terminology, design, and
user interface. Variations are limited to the inevitable minimum. They are designed and
built as simple as possible. This ensures that no additional complexity and sources of error
or confusion are introduced. Occam’s razor stating that plurality should not be posited
without necessity is followed here. Innovative visualizations are taken into account, but only
chosen if they provide benefit over a well known visualization.
Also, interactive switching between the overview and detailed information, sorting, filtering,
and interactive exploration is supported with the aim to generate knowledge and minimize
the information the user has to overview. In addition, it is important that the visualization
can be acted upon. Such a visualization needs to be easy to understand, specific, and
enhanced with contextual information. This is implemented with an overview, monitoring
defined features that generate regular reports, alert when necessary, and auditing capability.
The usage of each visualization is defined and its usefulness evaluated. The creation of the
visualization is highly interactive and leads directly to the Interaction Phase. An interactive
presentation is generated where visualizations are prepared for the stakeholders and further
enhanced. In most cases, security specialists choose the content of the visualization in
cooperation with the stakeholders, because of their expert and domain knowledge. Thisis
also used for more stakeholder-specific presentations, reports, and records for traceability
and auditability.
The Visualization Phase requires the following input:
- Data or information.
- Stakeholders.
- Evaluation criteria.
The visualizations are generated in the following way:
- A type of visualization and its usage is decided upon.
- The visualization is optimized using guidelines.
- The usefulness of the visualizations is evaluated.
- In further iterations advanced and more complicated visualizations are designed.

160

The visualization guidelines are introduced in Chapter 2, Section 2.4 ‘Visualization’, starting on page 29.
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Figure 5.13: Visualization Phase: RASCI matrix (left), flowchart (right)
The Visualization Phase generates the following output:
- Overview DQ.
- Metrics and records.
- Visualizations and interaction with information.
- Ideas for iterations.
5.1.4.3 Methods in Detail ‘Visualize’
Figure 5.13 shows the RASCI responsibility matrix on the left and flowchart of the Visualization Phase on the right.
Each process run generates at least visualizations for the data source or the process.
The visualizations for a data source are:
- A data quality overview report of each data source.
- An interactive stakeholder-specific overview of the relevant entries.
- An overview that shows metrics leading to KPIs and their development over time.
The visualizations for the data source ensure its data quality, provide interactivity for the
stakeholders to familiarize with the data source and provide metrics to track its development over time. Often the first visualization of a data source uses properties such as
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distribution, relationship, comparison, or a trend of interesting attributes.161 This provides
an adjustable view and illustrates the data starting with an overview and the additional
detail. It allows to zoom in on the single attributes and to take a closer look at them
thus gathering additional information about them. This is also the foundation for the data
ensurance. The visualization is generated and optimized using the guidelines for visualization.162
Figure 5.14 shows a cutout of
Marty’s chart on which visualization to choose to represent distribution. The generated presentations make interaction with the data possiFigure 5.14: Visualizing distribution by Marty [92, 114]
ble and the reports built from
them provide an overview with stakeholder-specific information. Besides the generated alerts
and metrics, all of the necessary details are provided too. An overview is provided for the
data source in order to ensure the data quality of the sources used; it visualizes the important
attributes of the data input and highlights problems. When the data quality is ensured, an
overview is given that functions as a viewing tool. It is used to explore the data and extract
areas of interest for stakeholder-specific reports.
The visualizations for a process are:
- Overview graph displaying the overall process.
- Transitions from one state to another and their status.
- Subgraphs and their transitions.
The process is visualized with a graph to show its overall flow and if it is complex, then
subgraphs are defined. The process has specified checkpoints for predefined values and
settings, demonstrated as transitions in the graph. This allows an overview of the process,
but also ensures it to be well-defined, repeatable, and makes finding bottlenecks or areas of
failure visible. For each process and its relevant checkpoints, metrics are defined, which are
shown in overview tables and as single values. The values are the basis for KPIs and the
checks, exceeding alerts, and the required (re)action are automated during the Interaction
Phase. Overall, for each of the processes a data overview is generated showing the used data
sources and their data quality. Outliers are shown in form of lists, tables, and enhancing
images.
The visualizations for a tool are:
- Definition of relevant results and their visualization.
- Metrics and tracking over time of the relevant results.
- Additional visualizations showing OMRAAu if required.
The usage of each visualization is defined in consultancy with the stakeholders, their superior,
and the process owner. Whereby usage means the stakeholder group, the distribution,
161

Guidelines on how to choose a representation are introduced in Section 2.4.2 ‘Visualization Generation’,
starting on page 36.
162
They are introduced in Section 2.4.1.2 ‘Psychological Basics’, starting on page 30.

127

5 Visualization Process Framework for IT Security
and frequency of distribution alongside the actions executed in reaction to receiving the
visualization.
The usefulness of the visualization is evaluated according to whether it answers the stated
question, whether it generates awareness of the topic, improves security aspects and if it
generates organizational knowledge.
It also needs to be kept in mind that in further iterations advanced and more complicated
visualizations can be designed that replace the initial ones. The visualization is refined
continuously and changes after some time-of-use. Taking this into account, the process is
rerun to adapt the data management and the visualizations. The newly gained knowledge
and feedback is also used to redefine the question and generate adapted, more specific visualizations. The circle character and the continuous repetition of the Visualization Process
support the adaption to organizational changes, the altered requirements stemming from internal changes or from external reasons such as changed compliance requirements or modified
threat scenarios.
The generated visualizations consider the proper use of perceptual means such as size and
shape; the design principles such as consistency, repetition, and contrast; criteria for good
visualization practice such as surprise, intrigue, and options to act on; alongside problems
such as oversimplification.
Example 5.1
Visualization is used to explore errors in an update process or to find forgotten servers as
shown in Figure 7.13 ‘Dashboard: Linux servers that are not centrally patched’, depicted
on page 215. It is used to define a baseline of regular system behavior and as soon as
the system acts irregularly, the anomaly is presented to a user to react – or to classify
it as regular behavior.

5.1.5 Interaction Phase
The Interaction Phase ensures that the process run fulfills its purpose.
This means, for example, that the DQ is improving, that the stakeholders receive specific and useful reports, and that the visualization answers
the question. Various interaction points are defined where the purpose
of the process run is ensured and refined in communication with the
stakeholders. In other words the Interaction Phase guarantees that the
stakeholders benefit from the process (Iteration).
5.1.5.1 Objectives ‘Interact’
The Interaction Phase makes sure that the results reach the stakeholders. It delivers the
results and guarantees that the results are useful, usable, and expected by the stakeholders. This is done with defined interaction points, communication amongst the stakeholders,
and the established feedback culture. The defined interaction points always distribute data,
reports or visualization to the stakeholders. They consist of the question or task given to
them earlier, some generic questions to answer and their required reaction.163 This interaction ensures that the results fit into the stakeholders’ mental model, that they meet the needs
163

As described in Chapter 4, Section 4.4 B-FCT-3-Reaction.
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and expectations, and moreover that they are useful and answer the question. Furthermore,
the feedback of the recipients is collected, added as knowledge, and experience from within
the domain. It supports enhancing the results and transforming individual knowledge into
organizational.164 In further iterations, the feedback and requests from the recipients are
used to refine the starting question and start the next process run.
5.1.5.2 Methodical Approach ‘Interact’
The interaction takes place at various levels (data, technical implementation and organizational culture, stakeholders) and points in time. The interaction with the data occurs when
the data is studied intensely, when its quality is ensured, and when it is used in the reports
and the visualization.
After the generation of reports that review the configuration settings or installations, the
technical implementation takes place. The interaction with the organizational culture happens when the stakeholders receive regular reports and get an overview of the security relevant topics. They develop an overview of the de facto setup and of the areas where action
is required.
For each of these interactions an interaction point is defined. These are a ) at the end of the
data collection, b) when the report is generated, c) when the report is received, and d) when
the process run is evaluated. The interaction at each of the interaction points requires:
- The data input and the stakeholders of the interaction.
- Question or requirements to ensure.
- Reaction (feedback) and adjustments of the configuration or setup in the organization,
the reporting or further iterations.
At the end of the Interaction Phase, all of the actions taken and the results of the process run
are summarized. Postponed issues are listed as input for further process iterations. They
may even lead to redefined questions or new questions and in consequence to a new process
run.
The Interaction Phase requires the following input:
- Visualizations.
- Stakeholders.
- Security deficits.
It is realized with the following steps:
- Defined communication intervals.
- An organization-wide feedback system where the obligatory reaction is embedded into.
- Distribution of stakeholder-specific reports and visualizations.
The Interaction Phase generates the following output:
- Communication points and intervals.
- Required reactions.
- Feedback for iterations.
164

As described in Chapter 4, Section 4.4 B-FCT-2-KnowledgeGeneration.
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5.1.5.3 Methods in Detail ‘Interact’
The levels of interaction are described below. First, the interaction with the data, second, the
interaction with the technical implementation such as device settings, third, the interaction
with the organizational culture such as management of security, of policies, and their state
of implementation.
Interaction with Data: The interaction with the data starts during the Data Management
Phase when it is studied intensely during its processing, its analysis, and the data
quality ensurance. Exploring the data leads to information and knowledge growth of
the stakeholders when they explore the data and its overview (generated in the Visualization Phase). The distribution of the reports makes it possible for the recipients
to further enhance the DQ. Incorrect values are corrected and defined quality criteria,
as described and implemented in the Data Management Phase, can be met.
Stakeholders such as tool developers, the visualization team, the security personnel,
and the sysadmins interact with the data. This is vital for the ensurance of DQ during
the Data Management Phase, for the design of the reports and their visualization and
also, whenever it is used and evaluated. This interaction is initiated by the data collector and visualization designer. This is to lead the stakeholders to awareness about
the importance of correct data maintenance, it lets them understand the infrastructure
better, and gives them an understanding of the overall usage of the systems they provide. It also generates knowledge on both sides and encourages information exchange.
The interactive presentation of the data supports working with it. The data is also
accessible in a way that provides flexibility and ease of adaption to new requirements.
It also allows for fast prototypes of new tools, dashboards and reports, and makes
adaptions both possible and simple.
Interaction with the Technical Implementation: A review of the technical setup is initiated including single configuration decisions after the DQ has been reviewed. The
review takes place even at an earlier stage when various data sources are chosen and
collected. The technical implementation of policies down to the configuration settings
on single devices is often out of sight.
This lack of knowledge can lead to erroneous or even dangerous settings, even if a
secure setup of the process or tool exists. This is systematically approached by handling technical settings as one data source and reviewing it during a process run. It
also makes the concordance of the implementation and the policy easy to audit and
to correct missing or wrong settings. Furthermore, it provides an overview of the de
facto state of the security of the tool, the process or the whole organization.
Interaction with the Organizational Culture: The organizational culture is relevant when
it comes to security.165 or Improving it towards a better security culture would be a
benefit of the process. Improving the process run or just a small part of it is done by
its stakeholders – the data and process owners, the sysadmins, the security personnel,
or the IT managers.
A more secure practice is the result of the interaction with the stakeholders. During
the Data Management Phase interviews with at least a representative of each key
stakeholder group take place. In most cases, the key stakeholders are a security expert,
165

As Poller et al. [105, 2502] concluded from a study on software development.
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Figure 5.15: Interaction Phase: RASCI matrix (left), flowchart (right)
an IT expert, a member of management, a member of higher management, and a
developer/designer of the tool or the process owner/manager. The interviews are
conducted in order to identify data sources, the mode of data collection, and the
required level of the data quality.
During the Visualization Phase – starting with the draft – each report and visualization is
presented repeatedly to selected stakeholders to receive early feedback. This expert knowledge gets incorporated and even integrated into the workflow. The results will meet the
expectations and requirements of the stakeholders, and they get acquainted with the results
and their usefulness.
During the Interaction Phase the results are distributed among the stakeholders via reports,
emails, automatically generated tickets, and alerts. The required feedback and its mode of
delivery as a reaction are defined. Furthermore, summarized reports of the metrics – ideally
leading to KPIs – are generated, tracked over time, and sent to the process owners, security
specialists, and management on a regular basis. They optimize an existing process or trigger
its definition if missing.
The RASCI responsibility matrix of the Interaction Phase is shown on the left in Figure 5.15
and the process on the right.
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5.1.6 Iterations
Each process run concludes with collected feedback from the stakeholders and the preparation of the next iteration. In the following iteration
either the question, the data sources, the reports, the visualizations or
all of them together are refined. It incorporates the feedback from the
preceding iteration, the gained knowledge from the process phases, and
the postponed refinements.
The iterations emphasize the need to deal with the topic continuously as the process character
suggests. The cyclic character and continuous repetition support continual improvement, a
timely adaption of changes, new and enhanced data management, reports, and visualizations.
5.1.6.1 Objectives ‘Iterate’
The iterations are further process runs with the aim to refine or redefine their topic and to
broaden their coverage to ensure stepwise refinement. They start with the conclusion about
the completed process run, the actions taken, the results, and the added value. During this,
the existing documentation is updated if necessary.166 The utility of the process run and its
results are evaluated in relation to the question stated in the Question Phase,167 alongside
the consistency and simplicity of its design.168 The quality of the results is evaluated as
well.169
5.1.6.2 Methodical Approach ‘Iterate’
During the iterations, the process is refined with knowledge provided by security specialists and it extracts and condenses information for and with knowledge from the middle
management.
Each process run is used to carve out information and to generate organizational knowledge.
It starts with the implicit knowledge that there will be a need for improvement after its first
run, its second run, and so on. There are three main reasons for continuous improvement,
adaptions and updates, and finally also the necessary iterative design:
- A complex process requiring interactions, multiple data sources and tasks leads to
errors, unexpected results, and a simplified solution or workaround. These errors need
to be corrected and made more accurate step by step in order to improve the quality
of the results.
- The process and the outcome of the results need to be integrated into the organizational
culture as the involved stakeholders have to get used to the reports and visualizations.
Ideally, this happens more and more with each iteration.
- IT changes and new requirements emerge and the environment of the process runs will
change. This makes updates and adaptions necessary.
In an additional iteration, the once restricted area is widened to complete, enhance, and
improve the results and to get closer to the complete topic. This enhancement stems from the
166

As described in Chapter 4, Section 4.4 B-QUA-8-Documentation.
Ibidem, B-NFCT-11-Utility 4.4.
168
Ibidem, B-NFCT-12-Usability.
169
Ibidem, B-QUA-10-OMRAAuQuality.
167
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incorporated feedback and further data sources. Previously left out aspects of the question,
a wider area to handle, additional stakeholders, an automation of single steps, and more
meaningful metrics are getting added. The iterations also rise interest in the data, leading
to visible misconfigurations and challenges in other areas and an improved data source
quality. They allow the timely adaption of changes such as the necessary integration of new
compliance requirements, changed threat scenarios, new processes to map, and organizational
growth to accompany.
One iteration requires the following input:
- Actions taken.
- Results from process steps.
- Added value.
- Questions, improvement, ideas, and feedback for further iterations.
An iteration follows the pattern:
- Conclusion summing up the actions taken, results, and added value.
- It is decided if further iterations are needed.
- Reviewing the postponed issues.
- Refining the question for the next process iteration or redefining the question for a
new separate process run.
- A new iteration of the process starts when the reaction (obligatory feedback) is received.
- The questions, the data sources, the reports, the visualizations, the interaction and
their quality are ensured, refined, enhanced, and if practical, automated in each process
iteration.
One iteration generates the following output:
- Need for further iteration(s).
- New objective.
- Re(de)fined question.
- Enhanced data sources.
- Refined visualizations.
- Enhanced interaction.
- Automation and quality ensurance.
5.1.6.3 Methods in Detail ‘Iterate’
The conclusion sums up the process run by explicitly stating the actions taken, its results,
and the added value. This is done in itemized lists to provide a brief overview of repetition,
transparency, and transferability. The results from the conclusion provide the input for the
next process iteration(s) as further specification, unfulfilled planned actions, and the new
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questions that came to surface during the process run. Received feedback and suggestions
are highly valued and implemented if beneficial.
Actions Taken. During the Initiation, the planned actions are categorized into actions
manageable in this process run, actions manageable in further process runs, and actions
not manageable in process runs or out of scope. In case some of the latter maintain data
or results that are crucial, workarounds have to be found, which are also described in this
section.
The actions taken are itemized for each process phase the following way:
0. Initiation:
- Action 1
- Action . . .
1. Question Phase:
- Action 1
- Action . . .
...
4. Interaction Phase:
- Action 1
- Action . . .
Results. The results of the preceding process run are summed up and the existing documentation is updated, if necessary. The results section evaluates the requirements stated
at the beginning and their fulfillments. They are categorized into Necessary, Important,
and NiceToHave and can be in the state Fulfilled , Partially Fulfilled , and Not Fulfilled .
Figure 5.16 shows the template.

Figure 5.16: Fulfilled requirements template
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Added Value. The summary’s purpose of the added value is to conclude the single process run by qualitatively describing its benefits. Figure 5.17 on page 135 shows the RASCI
responsibility matrix on the left and the input, the process steps, and the output of the
iterations on the right.
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Figure 5.17: Iterations: RASCI matrix (left), flowchart (right)
Further Iterations. The further iterations of the process run are briefly described.
The iterations conclude the Visualization Process. In the following, the DMP is introduced
as an independent process; the DMP is more than an independent process, it is also a
subprocess in the extensive Data Management Phase of the Visualization Process. Together
they build the Visualization Process Framework Vis4Sec.

5.2 The Data Management Process
In the following section the DMP is introduced. This process is used
to implement data management in organizations as it systematically
explores data sources, handles typical data challenges, and regulates the
access to and the disposal of data. To ensure that the data is handled
in its entirety the DMP consists of the following phases:
1. Define data model.
2. Acquire data.
3. Process and analyze data.
4. Ensure data quality.
5. Dispose of or reuse data.

135

5 Visualization Process Framework for IT Security
The DMP starts with one data source and is complemented with additional sources. The
result is a sum of data source imports – if carefully automated – that guarantee data quality,
topicality and as a side effect, the data quality of the data sources is verified or improved,
which maybe useful for other applications in the organization.
Along with irregular events, the process is reinitiated on a regular basis such as adding
functionality or new tools or when changes take place.
The DMP collects or creates organization-specific data with a strong relevance to the specific
question. The data is processed and analyzed, whereby the processing consists of parsing,
normalization, and analysis of the data. The analysis applies statistics and data analysis
methods to relevant entries and attributes of the data. Furthermore, the preservation and
access of the managed data are handled, including their reuse or disposal. It is possible to
learn a lot about the security culture of an organization by analyzing how data is handled
and how its quality is ensured.
In addition, the proper definition and handling of the data is relevant, since otherwise it
would be difficult to establish risk management or security processes.
It consists of the following phases, which are described in detail in the following sections: The
process starts with the definition of the data model where relevant attributes are specified
and a common format is chosen. Then, the data acquisition takes place where the data is
created or collected. This data is then processed and analyzed, and a level of DQ is defined
and ensured. Finally, it is decided if the data will be disposed of or reused. In case of its
reuse, preservation and access to it, is handled and if useful, steps for automation are defined
and implemented.
Figure 5.18 and Figure 5.19 on page 137 and following show the input and the output of
each process phase. The process phases will be introduced in detail below.

5.2.1 Data Definition Phase
The Data Definition Phase sets the data basis for the following data
analysis and visualization. The data sources and their format as well as
the stakeholders and the criteria for data management and quality are
defined in this phase.

5.2.1.1 Objectives ‘Define Data’
The data definition is started by identifying relevant data sources deduced from the stated
question and the area the question stems from. Key stakeholders, as subgroup of the stakeholders, are interviewed so that the necessary data sources as well as the data’s properties
– such as the data owner of each data source – its relevant entries and attributes can be
defined. A data model, naming conventions, and the data’s DQ criteria of the data which
needs to be acquired are defined.170 Plus, a tool for managing the data collection is selected.

170

As described in Chapter 4, Section 4.4 B-QUA-8-Documentation.
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Figure 5.18: DMP flowchart (1/2): Data Definition, Acquisition, and Processing
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Figure 5.19: DMP flowchart (2/2): Data Quality Ensurance and Disposal

138

5.2 The Data Management Process
5.2.1.2 Methodical Approach ‘Define Data’
The data sources, identified in the interviews, are reviewed and reduced to the necessary
data sources to answer the question. The existing specification, documentation, and implementation is used to identify the data owner, necessary entries, and attributes, which is
shown in Figure 5.20 on page 139. In the following, the expert who manages the data is
called data owner. Depending on the context, this can be the sysadmin, the data maintainer,
the data custodian or an alternative organization-specific designation. Whatever you call it,
the relevant aspect is that there is a person who manages the data and is responsible for
their curation. This becomes necessary when the responsibility and role of the data owner is
not defined and, therefore, it is highly probable that the data is not taken care of properly.

Figure 5.20: Data source, its entries, and their attributes
Naming conventions for the entries and attributes are defined along with relationships and
the assignment of key attributes that have to exist for each entry.
The Data Definition Phase requires the following input:
– Question to ask.
– Stakeholders to deduce the key stakeholders.
The Data Definition Phase consists of the following steps:
- Relevant data sources are identified.
- Key stakeholders are identified and interviewed.
- Data properties are defined.
- The data model is defined.
- A tool for the data management is chosen.
The Data Definition Phase generates the following output:
- Necessary data sources to answer the question are defined.
- Definition of data properties such as the data owner, necessary entries, and attributes.
- Definition of the data model, naming conventions, criteria for data management, and
DQ.
- Tool for data management.
5.2.1.3 Methods in Detail ‘Define Data’
Figure 5.21 on page 140 shows the input, the process steps, and the output of the Data
Definition Phase. The goal of the interviews is to identify the data necessary sources, its
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purpose and current use. Furthermore, they should support the definition of data properties
such as necessary entries and attributes, and assigning naming conventions, relationships,
and keys. They also identify the used data management tool and its adequacy or the need
to choose (a new) one.

Figure 5.21: Flowchart of the Data Definition Phase
The performed interviews with the key stakeholders are guided by the following questions:
- What is the data used for?
- Who uses it? Who is responsible for the data?
- How is it modeled?
- How, when, and how often is the data collected?
- How is its DQ defined? How is it ensured?
- How is it managed, stored, and disposed of? How and by whom is it accessed?
- How is the data classified? Do data regulations exist?
- Does a data management tool already exist? Does it fulfill the requirements?

140

5.2 The Data Management Process

5.2.2 Data Acquisition Phase
This phase defines which data has to be created or collected. The data
and data sources are identified and samples of the data are inspected.
The data is then collected from already existing or yet to be created
data sources and stored at the sink, where it is managed over its life
cycle.

5.2.2.1 Objectives ‘Acquire Data’
The Data Acquisition Phase gathers the data necessary to answer the question. It identifies
the most relevant and still available data sources, inspects samples of it, classifies the data
and finally collects or creates the data for the processing and analysis in the next phase.171
The data is transported over secure channels, and whenever necessary, also encrypted. This
approach implements the stated compliance requirements and protects the confidentiality of
the data in transit.172
5.2.2.2 Methodical Approach ‘Acquire Data’
In most cases, (almost) static and dynamically generated data is needed that stems from
internal, organization-specific data sources or external, public data collections.173 The static
data provides an overview of existing entries and is the basis, the scaffold, which is coated
with the dynamically generated data that provides the up-to-date information about the
current state. External data from public data collections allows to enhance the results and
provides more detail and usage of external resources, findings, and insights. Samples of the
most relevant source are added and additional data sources are added iteratively. In the first
iteration the data is probably imported manually.
The Data Acquisition Phase requires the following input:
- Necessary data sources.
- Data model.
- Criteria for DQ.
- Data management tool.
The Data Acquisition Phase consists of the following steps:
- Data sources are prioritized according to relevance, availability, and quality.
- Samples of the highest prioritized data sources are inspected.
- The data is classified and data with specific preservation or disposal needs is identified.
- The data is collected or created.
171

As described in Chapter 4, Section 4.4 B-QUA-9-DataQuality disposal requirements are fulfilled during
data classification.
172
Ibidem, B-SEC-6-ProtectionGoal.
173
A data source’s origin and degree of change is relevant for its acquisition. They are introduced in Chapter 2,
Section 2.3.2 Figure 2.7 starting on page 22.
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The Data Acquisition Phase generates the following output:
- Classified data.
5.2.2.3 Methods in Detail ‘Acquire Data’
Figure 5.22 shows the input, the process steps, and the output of the data acquisition.
The enumerations in the following provide criteria to support the prioritization of the data
sources and the decision for a data management tool.

Figure 5.22: Flowchart of the Data Acquisition Phase
The prioritization of the data is led by the following questions:
- Is the data source, entry, or attribute really needed? If so, why?
- What is the benefit?
- What is the impact of not including it?
- Should it be included in a subsequent iteration?
- What is the effort to process, analyze, and use it? How much resources does it require?
- What is the initial quality of the data? How much effort does it require to ensure the
required DQ?
Figure 5.23 on page 143 shows the prioritization of the data sources according to their
availability and data quality. The fewer the effort, the higher is their priority.
Data with specific preservation requirements such as data to be archived or data with specific
disposal requirements such as personal data is identified and handled with special care.
Data classification is carried out and data access is regulated based on a need-to-know basis
depending on the sensitivity of the data and the job role of the user.

142

5.2 The Data Management Process
A data management tool, also called data store, and criteria to evaluate data in this store
are defined and used in the Data Disposal or Reuse Phase. This makes clear that in the
first process iterations this step is left out and the Data Acquisition Phase adapts to the
corresponding stage of the process.

Figure 5.23: Data source prioritization
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5.2.3 Data Processing Phase
The processing prepares the data for the analysis. It consists of parsing
and normalizing, and the analyzing afterwards. After a first analysis
and evaluation of the data, default values are defined in consultation
with the data owner for the single attributes.

5.2.3.1 Objectives ‘Process and Analyze’
This phase prepares the data by parsing and normalizing it. An understanding for it is
developed by defining default values for entries and relevant attributes during the analysis.
5.2.3.2 Methodical Approach ‘Process and Analyze’
The data from the existing data sources is collected or created if not already existing. Then,
the most specific data source is used as the authoritative first data source. The collected
or created data is parsed, normalized, and afterwards analyzed; default values are defined.
Relevant information is defined and filtered for, the entries and their relevant attributes are
normalized to the defined format with the task in mind, an overview of the data, and basic
metrics are generated. Finally, the data import is implemented. In subsequent iterations the
collection of the data, its mode of collection, and the transport are defined for automation.
The Data Processing Phase requires the following input:
- Data.
- Data model.
The Data Processing Phase prepares the data for further processing and analyzes it with
the following steps:
- Parsing it by splitting the data into single tokens and adding information.
- Normalizing it by transforming it into a consistent representation.
- The data is analyzed and irrelevant entries are excluded.
- Default values are defined.
The Data Processing Phase generates the following output:
- Tokens.
- Normalized values.
- Information.
- Defaults.
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Figure 5.24: Flowchart of the Data Processing Phase
5.2.3.3 Methods in Detail ‘Process and Analyze’
Figure 5.24 shows the input, the process steps, and the output of the processing and analysis.
During the processing the data is prepared for further analysis by parsing and normalizing
it. Parsing is tokenizing it by splitting the data into separate tokens such as single words or
semantic compounds and adding information such as a key value structure. Normalizing is
deciding on one representation such as consistent naming or notation.
Further analysis has the aim to understand the data. Therefore, default values of entries
and attributes are defined initially, and outliers to examine are added stepwise. To develop
a better understanding of the data, basic statistics and data analysis methods are applied.
During this first analysis the values of each single attribute are counted, and the most
common and the rarest values are inspected, so invalid or irrelevant data entries can be
excluded. Less complex entries and attributes are well grasped with this approach, and it is
often very helpful to look at the first few rows of a data source to develop an understanding
of the data and its attributes. More complex entries and attributes that do not provide the
full information are further analyzed in subsequent iterations.
For example, a more enhanced data analysis method is a five-number summary (univariate
data). The five-number summary stems from Tukey and consists of the sample minimum,
the sample maximum, the median,174 and the lower and the upper quartile for important
attributes. Both the range of the attributes175 and the mean176 together with a closer look
at the data, could provide further insight. The analysis of the data and the DQ ensurance
are closely related and influence each other.
174

The median is the middle value of a sorted data set.
The range is the maximum value subtracted by the minimum.
176
The mean is the sum of all values, divided by their number.
175

145

5 Visualization Process Framework for IT Security

5.2.4 Data Quality Ensurance Phase
During the DQ Ensurance Phase the necessary level of DQ is defined,
the existing DQ is analyzed, the necessary DQ is initially established,
and its ensurance automated. The DQ is regularly checked and deviations are corrected to improve the input.

5.2.4.1 Objectives ‘Ensure Data Quality’
The Data Quality Ensurance Phase checks and guarantees a defined level of DQ. The appropriate options of DQ are selected from the possible dimensions and checks to ensure them are
implemented. For each of the relevant dimensions specific DQ measures have to be taken.
To ensure the correctness and accuracy of the data its integrity in transit and at rest have
to be ensured, and the access to it and its modification have to be monitored.177
5.2.4.2 Methodical Approach ‘Ensure Data Quality’
In this phase the required DQ of each data quality dimension for each entry is defined.
This differs for each entry and its attributes, but in general the relevant dimensions of DQ
are completeness, uniqueness, timeliness, validity, accuracy, and consistency.178 Checks for
each necessary data quality dimension are set in place, the DQ is ensured, and metrics
representing the overall entries, deviations, automated and manual corrections are provided.
The Data Quality Ensurance Phase requires the following input:
- DQ criteria.
- Data.
- Normalized values.
The Data Quality Ensurance Phase consists of the following steps:
- Define the dimensions of DQ relevant for the data source, a level of DQ for each, and
the entries and attributes that have to fulfill these requirements.
- Evaluate the DQ and initially correct deviations.
- Implement input validation, follow up DQ checks and a process to correct emerging
deviations. Automate this in future iterations as much as possible.
- Define and gather metrics. For example, the overall entries, deviations or manual and
automatic entries are taken into account.
The Data Quality Ensurance Phase generates the following output:
- Quality ensured data.
- Metrics.
177

As described in Chapter 4, Section 4.4 B-SEC-6-ProtectionGoal, B-QUA-9-DataQuality, and requirement
B-NFCT-12-Usability.
178
As described in Chapter 2 Definition 2.3.2.2, starting on page 25.
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5.2.4.3 Methods in Detail ‘Ensure Data Quality’
Figure 5.25 on page 147 shows the flowchart of the DQ Ensurance Phase.

Figure 5.25: Flowchart of the Data Quality Ensurance Phase
The following questions guide the data quality checks:179
- Does a format specification exist?
- Are necessary entries and attributes defined? Do defaults exist?
- Is its validity verified? Does the data conform to the syntax (format, type, range) of
its definition?
- Is it accurate? Does the data describe the real world object or event correctly?
- Is the data complete? Are the necessary entries and attributes complete?
- Is the data, its entries, and attributes unique? Does an identifier for each entry exist?
- Is it timely? Does the data represent reality from the required point in time?
- Is it consistent? Does no difference exist when two or more representations of the data
are compared with its definition?
When a data source is chosen, its entries and attributes are analyzed and the DQ of the
relevant entries is assessed. It was decided during the data source prioritization whether
the DQ is sufficient and the data source can be used or if it has to be corrected before it is
usable.
At first, it is checked whether a data owner exists and one is defined if there is not already
one. When initiating the data quality checks, incomplete, invalid, inconsistent, and inaccurate data values are identified and they have to be corrected by the data owner.
179

Ibidem.
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During these checks incorrect entries and attributes are cleansed initially. Those are identified by grouping and counting of the results. Additionally, the rare events are examined
since they are potentially incorrect.
Table 5.1 on page 148 shows the dimensions of DQ and how to measure them. Mandatory
items are bold. Validity and accuracy are mandatory and completeness is 100 % if the item
is mandatory.
Data Quality Dimension
Validity

Measure
syntax (f ormat, type, range)
#accurate objects
#accurate objects+#inaccurate objects

Accuracy
Completeness

#non blank entries f or the relevant attribute
#entries

Uniqueness

#in real word
#of records f or dif f erent things

Timeliness

time of data entered in db − time data was provided

Consistency

comparison with other data sources
Table 5.1: Dimensions of DQ and how to measure them

After the initial cleansing, a dashboard is generated displaying the results and in further
iterations the checks are automated. From this overview and interactive analysis relevant
events are defined that alert or trigger actions. The notifications for the stakeholders include detailed action items to correct settings. This supports the proactive detection of
incorrect data entries and the solution of dysfunctions along with the identification of more
general deficits. The detailed action-based handling of single predefined events in form of
the triggered alerts also makes correcting problems easier since the problem, the involved
stakeholders, and their role and reactions are defined.
Additional ensurance such as the comparison with other data sources of the DQ is done
during the iterations.
An automation of the data input needs to be planned too. In further iterations the data
is put into context and the entries and their attributes are correlated with additional data
sources. Comparing the data with other data sources is not trivial as the data formats differ
and the update intervals vary. It is also examined whether automation is useful for keeping
the data updated as described under Automation in the Data Disposal or Reuse Phase. If
it appears to be useful, this is carried out periodically to continuously enhance the quality
of the data.
The results are aggregated and reported to the stakeholders.
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5.2.5 Data Disposal or Reuse Phase
Data is created or collected and used for a specific use case. Most steps
of the DMP are necessary for using the data and supporting the use
case, except for the disposal of data. Therefore, it tends to be forgotten
or left out. From a security, a data management, and a compliance point
of view, the proper disposal of data is important and considering that it
is often forgotten, makes this step even more important. The separate
process phase ensures that the data disposal is kept in mind and if justified, the reuse of the
data, including preservation, access to the data, and automation is handled properly.
5.2.5.1 Objectives ‘Dispose or Reuse’
The Data Disposal or Reuse Phase ensures that the data life cycle is complete as it disposes
of data that is not necessary anymore or handles it further usage.
The disposal is done following the requirements stated during the classification of the data.
The disposal of data guarantees the data sparsity and protects the confidentiality of the
data at rest. For the preservation of the data and its reuse, access to the data is granted
on a need-to-know basis. For the preservation and automation a secure connection between
the data source and the data store is recommended as well as the verification of the secure
storing of the data.180
5.2.5.2 Methodical Approach ‘Dispose or Reuse’
The disposal of each data source is defined in this phase and an expiration date is set. This
ensures that data sources are used when necessary and released or disposed when possible.
This saves time and costs and keeps the complexity of the environment as simple as possible.
At the same time, this makes it easier to keep the environment secure since the disposal of
data is not necessary anymore. This also reduces the amount of data that can violate
regulations, uses resources and can be lost or stolen in case of an attack.
The Data Disposal or Reuse Phase is left out in the first iteration(s) of the process because
the knowledge about the data source and the requirements of the environment are missing.
Anyway, this phase is relevant for the data handling and has to be done in further iterations.
The Data Disposal or Reuse Phase requires the following input:
- Classified data.
- Stakeholders.
The Data Disposal or Reuse Phase consists of the following steps:
- Define data responsibility and expiration, renewal of data and criteria for it.
- Create a data disposal plan, including a disposal process description.
- Define and schedule regular checking timely data disposal.

180

As described in Chapter 4, Section 4.4 B-SEC-6-ProtectionGoal and B-QUA-9-DataQuality.
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The Data Disposal or Reuse Phase generates the following output:
- Stored data.
- Automated data acquisition.
- Automated DQ ensurance.
5.2.5.3 Methods in Detail ‘Dispose or Reuse’
The process description contains criteria to decide whether disposal or renewal is necessary.
It also defines the criteria for partially disposing of the data and which entries to keep for
compliance or archiving. Further defined in this phase are ensuring checks which make
sure that it is the correct data that is being disposed of before the disposal starts and the
verification of the correct disposal. The disposal of data is especially relevant if personal or
confidential information is concerned.
Figure 5.26 shows the input, the process steps, and the output of the Data Disposal or Reuse
Phase.

Figure 5.26: Flowchart of the Data Disposal or Reuse Phase
It is evaluated if the data contains any personal information. If so, it is checked if data
anonymization is necessary or sufficient. Next, a disposal time is set and the timely disposal
of the data is verified. Even if no personal information is involved, it is still good practice to
evaluate whether the data is needed at a later time. If this is not the case, it is disposed of.
The disposal of data is realized with a sliding time window according to organization-specific
policy. More general data is kept for further analysis.
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At least once a year it is checked whether the data import is still necessary, whether the
information stemming from it is still in use, or if other data sources would be a better fit.
If it is preserved, its storage and accessibility to it has to be planned. This has to be
reevaluated after a defined time.
To ensure the proper and complete disposal of data, regular checks are defined and established for the search of data that should have been disposed of according to its classification.
For each data source collected, a data disposal plan is created that defines the following:
- The person or role responsible for the disposal.
- The date of expiration or renewal.
- A process description.
Preserve and Give Access
In case of a decision to reuse the data, its preservation as well as access to it is managed.
A data retention policy is defined, handling the data’s privacy and archiving requirements.
The data’s purpose, usage, and sensitivity are taken into account and its preservation time is
documented, controlled, authorized, and reviewed on a regular basis according to the organization’s data protection procedures. This data retention policy is applied to the collected
data and describes which data has to be stored, where it is stored, the period for which it
has to be stored, and how the data is made available and how access to it is provided.
In most process runs this step is neglected in the first iterations because the knowledge about
the data source and the requirements of the environment are missing, but it is relevant for
the data handling and has to be done in further iterations.
Preservation and give access consists of these steps:
- Define criteria for a data store, a data retention policy that applies the relevant compliance, data protection, and archiving regulations.
- Implement the data store, responsibility, data retention, access control, and access
monitoring for each data source of the data collection.
- Define and implement data curation responsibility and criteria for the data store and
for each data source.
The data management tool is selected according to the following criteria:
- Is the data collected and stored securely?
- Is fine granular access to the data on a need-to-know basis possible?
- Can data retention and data protection requirements be implemented?
- Is the tool already embedded into organizational processes or can it be integrated?
- Is the data curated? Does the tool support the data owner when curating the data?
- Is the data usable? Is its processing, analysis, and visualization possible?
The data retention time depends on the kind of data and the compliance requirements the
organization has to fulfill.
Some types of data have to be handled according to the legal data protection regulations,
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which also include the maximum time period in which the data can be stored.
Legal aspects like this build the framework for data preservation. Compliance regulations
then state the requirements for storing the data as well as the kind of data that needs to be
collected and secured.
Therefore, a data store that preserves the data at one place is defined. It has to be able to
handle specific responsibilities and the access for each data source. The data store also needs
to handle specific data retention times and provide centralized access control based on the
need-to-know principle and the monitoring of access. So first of all it needs to be defined –
for each data source – what its purpose is, how to use it, who access to it has, and how long
it is preserved or has to be kept.
The existence of extensive regulations requires a sound legal knowledge and understanding.
The experts of the organization – in most cases, the data protection officer, the legal advisors
and the works or staff council, if existent – are consulted.
The related rules and regulations are considered when generating the data retention policy.
Various regulations are country specific and therefore are not easy to apply if the organization
operates in multiple countries. But even if they have to be applied for an organization in a
single country, this can be very complex.
The sheer number of regulations suggests that it is not always obvious at first glance which
one has to be applied to a specific data set.
Example 5.2
Data protection regulations state additional requirements such as the limitation of use
for specified purposes, principles of data reduction, and data economy. In addition, they
require to secure the data with technical and organizational measures. Archiving regulations require storing data in relation to business processes such as contracts, invoice,
email communication, or scientific data for a longer time period. They also may require
the data to be kept secure, complete, unaltered, forgery-proof, and researchable.
For example, in Germany various laws and regulations are in force such as the German Bundesdatenschutzgesetz (BDSG), federal data protection laws such as the data
protection law of Baden-Württemberg or Bavaria, and the European data protection
regulation Datenschutzgrundverordnung (EU-DSGVO). Furthermore, specific laws for
data protection and the protection of privacy exist. The IT-Sicherheitsgesetz (IT-SiG),
Telekommunikationsgesetz (TKG), the Telemediengesetz (TMG), the Urheberrechtsgesetz (UrhG) or the Sozialgesetzbuch (SGB), the Handelsgesetzbuch (HGB), IT-related
articles of the Strafgesetzbuch (StGB), the Grundgesetz (GG) just to name the most
common ones.
Automate
Automation can minimize the workload of the stakeholders who would otherwise have to
fulfill the task manually. It also makes repetitive tasks less error prone and more easily
repeatable. To be beneficial, the worthwhile tasks have to be automated. This has to be
documented properly, and its correct function has to be checked regularly.
The decision about the automation of the data collection, the data quality ensurance, the
data analysis, and the other process steps is made when the data and its format have proven
to be useful and usable. It is then decided if it is practical to automate this process step.
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Questions for supporting the decision regarding automation are:
- Has the task to be repeated? Are the executed steps repeatable?
- How work and cost-intense is the automation? Does an automation save or cost more
time?
- Does a manual execution of the task produce a high rate of human error?
The automation takes place with the following steps:
- Identify the tasks for potential automation.
- Decide upon automation after weighing the costs and the pros and cons.
- Automate the task as simply as possible and document it.
- Design monitoring and alerts ensuring its proper functioning.
- Reevaluate the automation on a regular basis.
The described DMP is a process on its own that ensures the proper handling of data. This
is highly relevant for all processes relying on data and, therefore, crucial for IT security and
visualization as they are highly data-driven. The DMP is not only an independent process,
it is also part of the Vis4Sec Framework and as the Data Management Phase the most
extensive phase of the Visualization Process.

5.3 Contribution of the Process Framework
This section describes the design of the Process Framework Vis4Sec . It starts with a demarcation of existing solutions, explains the overall design of the Data Management and the
Visualization Process, and derives each of the process phases. It continues with a recapitulation of the requirements stated in Chapter 4, Section 4.4 on page 101.
Overall, the Process Framework Vis4Sec supports the organization by implementing and
managing security relevant processes and their data management. The actions taken are the
trigger and the process character supports their continuous performance and improvement.
The knowledge about and the necessity to reach the next process phase also supports the
implementation of the objective.
The tasks are often much easier to fulfill after the first iteration is done, because the tool and
an idea of the task ahead already exist. Thus the basis for the improvement of data, process,
tool, security, and environment is prepared. The process also supports the involvement of
the stakeholders, the suggestion pf improvements, and the implementation of changes.
Objectives of the Process Framework
The Visualization Process Framework Vis4Sec provides a simplification of the raw data
through visualization. The data flood and workload are minimized by the used automation,
and the process character frees the stakeholder from addressing a topic again and again as
it establishes defined moments of communication. It generates an organizational exchange
and knowledge. It furthermore creates awareness within the organization for the discussed
IT security topics. Based on the implementation guide, it is transferable to other organizations and areas. In addition, the raising of security metrics provides a measure of progress
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and makes the implementation of security measures more rewarding in the daily routine of
system administrators and security specialists.
The objectives of the Process Framework introduced in the following are organizational
integration, transferability and domain specificity, simplification through visualization, minimization of workload through automation, continuity through process character, awareness
and knowledge through interaction, and measure of progress through metrics and milestones.
Organizational Integration. The main difference to previous approaches is the organizational embedding. The main focus of the approach is to construct a climate of communication and actionability among the stakeholders. The users are encouraged to communicate
with each other and to update and maintain the data and the involved devices.
The visualization is not delivered in a separate tool or prototype, but in a tool that is part
of the organizational structure and that is already known by a key user group. So it is
possible to sneak in-between and “just” update the existing tools for needed and valuable
key features and use the already existing knowledge and organizational acceptance of the
tool. This keeps the administrative effort small, makes use of existing capabilities of the used
software, and also uses the security features of the tool. This approach benefits from the
stability and the built-in security features of a commercial tool and adapts it to the specific
requirements of each scenario. It also ensures that it is actively developed and used.
There is nothing worse than a) deploying a tool in a productive environment that is not
developed anymore that b) can not be administered by the personnel at the organization
or c) that is just a prototype without “real” use. The core of the process leads to the
implementation of regular checks, the tracking of results, and the review of improvement.
Transferability and Domain Specificity. The transferability of the process is provided by
the definition of the required steps for each phase and the implementation guide that assists
with its implementation. This allows to initiate and adapt it in other environments and to
almost arbitrary topics. At the same time, it stays closely in relation to its stakeholders and
provides probably the highest value when adapted for technical users in a security context,
since it is especially designed for stakeholders among whom are many experts who are highly
diversified and working on organization-wide topics. The high rate of interactivity of the
process tries to explicate the loads of expert knowledge, which is typical for IT security.
It further is specific to the security context because of its high relevance for the stakeholder
groups and their large number. Whereas in cases with fewer and less diversified stakeholders,
less communication and less automation would be necessary.
A short implementation guide for Vis4Sec is provided in the Appendix Section A, starting on page 247. This provides the foundation for repeating and transferring it to other
environments and further questions without a complete foundation in each of the areas.
Simplification through Visualization. It is important to keep in mind that Vis4Sec is designed to generate aiding data visualization for highly technical users – namely system administrators and security specialists – who in many cases interact with a Command Line
Interface, plain text configuration files, and also scan data directly. Well established benefits
of visualization are therefore difficult to implement for these stakeholders.
The visualizations generated with Vis4Sec translate the raw data into a humanly processable form and provide summarized, simple, and easy to interpret representations of data
that reduce the burden on the stakeholders. This can free cognitive resources and provide
relevant data input for high-level tasks.
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Furthermore, they are starting points to get highly technical users accustomed to visualizations, metrics, and a more abstract view of their daily work.
Minimization of Workload through Automation. Automating the process iteration and automating the data collection and analysis minimizes the workload of the system administrators and security specialists. With the automation these routine tasks will be easier to
perform or will be completely taken from the workload. The data curation and the ensurance
of data quality is less work intensive when automation is used to alert, display, and correct
data quality issues.
Furthermore, the preparation of the data, extracting the data points relevant for a specific
task and its visualization minimizes the data flood the stakeholders have to cope with and
makes it also less work intense.
Continuity through Process Character. The phases of the Vis4Sec guide the security practitioner through the complex task to improve IT security; the continuity of the process leads
to a constant improvement and assessment of the stated question, and the iterations encourage and require communication amongst the stakeholders. It helps them understand their
data sources as well as security tasks, it also helps to communicate these among each other
and to the management with the raised security metrics. The regular information exchange
on the basis of reports creates a feedback system that provides the structure for communication. In addition, Vis4Sec takes a bottom-up approach to supply higher and more abstract
management processes with the correct, relevant, and necessary information. The necessary
interaction – next to its iterativeness and the inherent responsiveness – between the user
groups supports the adaption, especially in a heterogeneous environment.
The continuous improvement as part of the Deming cycle, the process idea in general, and
the stepwise refinement are represented in the iterations of each process run.181
Awareness and Knowledge through Interaction. IT security is often seen as the work of a
few IT security specialists which barely affects oneself. Starting points to make one’s own
work area more secure are quite often also not at hand. The defined interaction points make
the topic known and generate a general awareness among stakeholders. They furthermore
provide the starting points for the individual to take part in securing the organization.
The single process run also provides a platform to transform tacit knowledge of individuals
into explicit organizational knowledge, which is a basis for knowledge sharing and organizational development. This leads to the generation of organizational knowledge which is
relevant for a learning organization that does not want to reinvent the wheel whenever a
seemingly new project is started and that avoids the repetition of mistakes.
Measure of Progress through Metrics and Milestones. The Framework Vis4Sec guides organizations in taking their CMMI process maturity to a higher level. It guides the transformation of a process from initial maturity to a quantitatively managed and optimizing level.
The simplification of complex security analysis, organizational cultures, and challenges to
easily executable tasks on a stakeholder-specific level, provides feasibility and the basis to
measure progress. The deduced metrics allow to follow the progress of a single measure and
when combined, an overview of the organization’s security measures and in consequence the
organization’s security status. The security metrics also make usually invisible areas of work
visible such as often missed system administrative tasks, and they also provide the means
for security to be tangible.
181

The stepwise refinement is introduced in Chapter 2 Section 2.1.1, starting on page 10.
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The defined checkpoints and milestones offer traceability and early feedback to avoid deadends, misinterpretations, and also incorrect results as a consequence of erroneous data.

5.3.1 Demarcation to Existing Processes
The Process Framework Vis4Sec is based on the knowledge and research of the foundation
Chapter 2, the literature research of Chapter 3, and the stated requirements derived from
the scenarios in Chapter 4. Those areas are highly relevant for its design and crucial for its
benefit.
The foundation with its four areas IT management, IT security, data, and visualization is
the introductory basis for the used methods. The literature with the sections stakeholder
groups, visualization processes, data sources, and security visualization provides the current
state of the art and approaches to the designing of the Process Framework. The requirements
analysis based on scenarios from the use cases for IT operations and IT security management
show the de facto usage of tools and processes in the IT of organizations.
It is uncommon to combine knowledge from that many areas for a process framework. Also
uncommon is combining the business driven IT with its management frameworks and the
technical IT relevant for the implementation of IT security in a theoretical approach that
drives on practical implementation is also uncommon. Never before had it been demonstrated
and researched on such a level of detail, with such a degree of organizational integration and
integration of data management.
The following section compares the process phases of the Framework to already existing
(security) visualization processes, describes in which process phase the requirements are
taken care of, and finally concludes on its benefits.
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Figure 5.27: Process Framework Vis4Sec compared to visualization processes
The existing solutions for each of the areas IT management, IT security, data and visualization, have missed the organizational integration that aims to close the gap between
theoretical knowledge, practical feasibility, and continuous improvement. Literature about
visualization processes has been introduced and the requirements have been described. This
builds the foundation for the new Process Framework Vis4Sec.
The self-developed Visualization Framework combines the IT management approach with
relevant data and visualization approaches and adapts it to a security context. A comparison
of Ware’s,182 Fry’s,183 Marty’s,184 and Balakrishnan’s185 visualization processes, Burkhard’s
knowledge visualization model,186 and the newly designed Vis4Sec is shown in Figure 5.27
and their process phases are briefly compared in the following.187
They all share the process character, but each of them has its own focus. The visualization
processes describe how to visualize data, taking into account existing knowledge about the
human brain and the recipient.
Ware focuses on the visual perception, Fry on data processing, Marty on security together with the problem definition he introduces, Balakrishnan also focuses on security,
and Burkhard focuses on the knowledge transportation from the sender to the recipient.

182

Ware [139].
Fry [47].
184
Marty [92].
185
Balakrishnan [10].
186
Burkhard [18].
187
The processes are introduced in Chapter 3, Section 3.2, starting on page 51.
183
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The Initiation. The five reviewed processes do not analyze the environment where they happen systematically. In general they are missing the ‘Initiation’. So, naming deficits,
stating the requirements, defining stakeholders and planning actions distinguishes
Vis4Sec from the other processes. During the Initiation the process run is adapted
to the organizational circumstances and the requirement analysis is formalized.
The Question Phase. Ware and Fry start their processes with the data source collection;
they have no Question Phase. Marty explicitly names a ‘Define Problem’ phase and
Balakrishnan a ‘Visualization Goals’ phase which are both similar to a question phase.
Burkhard describes the ‘Mental Model of the Sender’ which implicitly sees asking a
question as part of the knowledge transfer from sender to recipient.
Vis4Sec has a ‘Question’ phase where the topic to be answered is stated.
The Data Management Phase. Ware has a ‘Collection and Storage of Data’ and a ‘Preprocessing and Transformation of Data’ phase. Fry has an ‘Acquire’, a ‘Parse’, a ‘Filter’,
and a ‘Mine’ phase. Marty describes an ‘Assess Available Data’ and a ‘Process Information’ phase, where filtering and normalization takes place. Balakrishnan’s second
phase is called ‘Data Preparation’. Burkhard does not describe data preparation or
data management.
Vis4Sec with its extensive Data Management Phase combines data acquisition, data
processing, and data quality ensurance with embedding the data management into the
organization. It also describes the preservation of data, the access to it, its reuse or
disposal together with its automation.
The Visualization Phase. Ware describes to ‘Produce an Image on the Screen’ as a phase,
Fry states a ‘Represent’ phase, Marty a ‘Visual Transformation’ phase, and Balakrishnan has a ‘Visualize’ phase. Burkhard covers various aspects that could be described as
phases that handle the visualization: The ‘Attention’ phase, the ‘Context’, ‘Overview’
and ‘Options to Act’ phase.
Vis4Sec also describes a Visualization Phase where visual representation is decided
upon.
The Interaction Phase. Ware describes the phase ‘Human Perception’, Fry the two phases
‘Refine’ and ‘Interact’, Marty the ‘View Transformation’ and the ‘Interpret and Decide’
phases, and Balakrishnan a ‘Feedback’ phase.
Burkhard’s concept contains the aspects ‘Details’ and ‘Mental Model Recipient’ that
are mapped to the Interaction Phase of Vis4Sec
The Iterations. None of the five reviewed processes postulates iteration explicitly, but they
are implicit because of the process character. Fry even describes iteration explicitly by
going back to process phases and refining, Balakrishnan briefly describes fine-tuning
and Ware feedback loops. Other approaches such as the Deming cycle, ITSM processes,
or the CMMI rely on iteration.
Vis4Sec highly relies on iterations and in consequence the continual improvement.
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5.3.2 Fulfillment of Requirements
Vis4Sec consists of the Visualization Process with an extensive Data Management Phase
that is also an independent DMP.188 The Process Framework is designed to support the
fulfillment of the requirements stated in Chapter 4, Section 4.4, starting on page 101. Each
process phase is designed to ensure the fulfillment of a specific set of requirements. The
objectives of each process phase imply the requirements relevant for its design, how the
requirements are fulfilled is stated explicitly in the following description. Some requirements
are accomplished in one process phase, some over multiple process phases, and others over
the complete process with multiple iterations.

The Initiation:
The relevant requirements for the Initiation are:
- Specification.
- Proactivity.
- Compliance.
- Documentation.
- Usability.
Specification. The requirement B-NFCT-1-Specification is fulfilled by the newly added Initiation as it defines the purpose, the stakeholders and stakeholder groups, and the
area of use. This is stated in Chapter 4, Section 4.4 B-NFCT-1-Specification and described in Section 5.1.1 ‘Initiation’, starting on page 113 Paragraphs ‘Environment’
and ‘Requirements’.
Proactivity. The requirement B-FCT-4-Proactivity is fulfilled when proactive management
of the topic in question is planned, when proactive aspects are taken into account and
handling of them is planned. This is stated in Section 4.4 Proactivity.
Compliance. The requirement B-SEC-7-Compliance is accomplished as the process run is
designed to support fulfilling compliance requirements. It is taken into account which
compliance requirements exist for the environment, the planned actions, and how to
be compliant. This is stated in Section 4.4 Compliance.
Documentation. The requirement B-QUA-8-Documentation is accomplished by generating
a documentation during the Initiation. This is stated in Section 4.4 Documentation and
described in Section 5.1.1.1 Requirements. In addition, the documentation is updated
after each process run – at least when the conclusion is made.
Usability. The requirement B-NFCT-12-Usability is partially fulfilled as visualizations are
designed consistently and simply as described in 5.1.4.1 objectives ‘Visualize’. Its fulfillment for the complete process run is also ensured during the Initiation and the
Iterations when the criteria are stated and evaluated. This is stated in Section 4.4 Usability.
188

The Visualization Process is introduced in this chapter in Section 5.1 and the DMP Section 5.2.
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The Question Phase:
The relevant requirements for the Question Phase are:
- Knowledge Generation.
- Proactivity.
- Compliance.
- Utility.
Knowledge Generation. The requirement B-FCT-2-KnowledgeGeneration is partially fulfilled when the question to ask is identified as described in Section 5.1.2.1 ‘Objectives’,
starting on page 120. It is specified in Section 4.4 KnowledgeGeneration when the
topic to generate knowledge for is chosen by stating the question.
Proactivity. The requirement B-FCT-4-Proactivity is fulfilled when proactive management
is forming the question or at least is part of the question to ask and thus the topic of
the process run. This is specified in Section 4.4 Proactivity.
Compliance. The requirement B-SEC-7-Compliance is fulfilled as the question is stated with
the aim to support fulfilling compliance requirements. When stating the question, it is
taken into account which compliance requirements exist for the topic in question and
how to carry them out. This is stated in Section 4.4 Compliance.
Utility. The requirement B-NFCT-11-Utility is partially accomplished in the Question Phase,
as it requires an explicit statement to ensure that the utility of the following process
run exists. The metrics that have to be defined in this phase to measure the progress,
also ensure utility. In addition, basic criteria are defined to evaluate the utility in the
conclusion as part of the Iteration(s). It is stated in Section 4.4 Utility and described
in Section 5.1.2.1.

The Data Management Phase:
The relevant requirements for the Data Management Phase are:
- Proactivity.
- ProtectionGoal.
- Compliance.
- Documentation.
- DataQuality.
- Usability.
Proactivity. The requirement B-FCT-4-Proactivity is fulfilled when proactive acquiring,
cleaning, and handling of the data is a task of the data management, but also when
proactive aspects are a benefit of the implemented data management . This is stated
in Section 4.4 Proactivity.
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ProtectionGoal. The requirement B-SEC-6-ProtectionGoal is partially fulfilled by secure
transport channels chosen to ensure the confidentiality of the data in transit as one of
the criteria stated in Section 5.2.2.1. It is also accomplished when the confidentiality
of the data at rest is managed by taking proper care of its life cycle, as described in
Section 5.2.5.1. The requirement is also partially fulfilled during the DQ Ensurance
Phase, when secure transport channels are chosen to ensure the integrity of the data
in transit, as described in Section 5.2.2.1. The integrity of the data at rest is dealt
with during this ensurance. Overall, the automation of the data acquisition as described in Section 5.2.5.1 improves the ensuring of the integrity. This is stated in
Section 4.4 ProtectionGoal.
Compliance. The requirement B-SEC-7-Compliance is fulfilled as the data management
is designed according to compliance requirements. It is taken into account which
compliance data retention times exist for the environment and the data, and how the
archiving and the disposal of data have to be designed according to the compliance
requirements. This is stated in Section 4.4 Compliance.
Documentation. The requirement B-QUA-8-Documentation is partially fulfilled in the Data
Definition Phase when the Data Model is defined, as described in Section 5.2.1.1. It
is also fulfilled with each definition that is required and the documentation that is
updated or generated during each process Iteration. This is stated in Section 4.4 Documentation.
DataQuality. The requirement B-QUA-9-DataQuality is fulfilled in the DQ Ensurance Phase
as described in Section 5.2.4.1. The required dimensions of DQ are stated in this phase
and the initial DQ is evaluated and enhanced. Next, metrics and checks are defined to
ensure the specified level of DQ. The disposal requirements are stated during the Data
Acquisition Phase as described in Section 5.2.2.1 and disposal is ensured in the Data
Disposal or Reuse Phase of the DMP as described in Section 5.2.5.1. This is stated in
Section 4.4 DataQuality.
Usability. The requirement B-NFCT-12-Usability is partially fulfilled, as the data input,
data reports, and visualization are designed consistently as described in Section 5.2.4.1.
It is also accomplished during the DQ Ensurance Phase, as part of the DMP, and for
the complete process run during the Initiation and the Iterations as one of the stated
and evaluated criteria. This is stated in Section 4.4 Usability.

The Visualization Phase:
The relevant requirements for the Visualization Phase are:
- KnowledgeGeneration.
- Proactivity.
- OMRAAu.
- Usability.
- Interactivity.
- VisualSecurity.
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- VisualGuidelines.
KnowledgeGeneration. The requirement B-FCT-2-KnowledgeGeneration is fulfilled when
the topic to generate knowledge for is selected by defining the question in Section 5.1.4.1,
answering it during the process run, and documenting and distributing the knowledge
among the stakeholders in the Interaction Phase. This is stated in Section 4.4 KnowledgeGeneration.
Proactivity. The requirement B-FCT-4-Proactivity is fulfilled when the reports and generated visualizations follow a proactive approach and report on data or events that
proactively avoids errors or failures instead of reacting on them. This is stated in
Section 4.4 Proactivity.
OMRAAu: Overview, Monitoring, Reporting, Alerting, and Auditing. The requirement BFCT-5-OMRAAu is fulfilled when overview, monitoring, reporting, alerting, and auditing functionality are provided as stated in Section 4.4 OMRAAu. This is done when
overview, monitoring, reporting, alerting, and auditing functionality are provided as
stated in the Section 5.1.4.1.
Usability. The requirement B-NFCT-12-Usability is partially fulfilled because visualizations
are designed in a consistent manner and in a simple way. This is described in Section 5.1.4.1. It is also accomplished for the complete process run during the Initiation
and Iterations when the criteria are stated. Consistency and simplicity are underlying design concepts that are also evaluated during the conclusion. This is stated in
Section 4.4 Usability.
Interactivity. This phase also takes the functional requirements of interactivity into account.
The requirement V-FCT-13-Interactivity is fulfilled when the generated visualization
is interactive as defined in Section 5.1.4.1. It is interactive when it allows sorting,
filtering, and an interactive exploration of the data. The requirement is stated in
Section 4.4 Interactivity.
VisualSecurity. The requirement V-SEC-14-VisualSecurity is fulfilled when the visualization for the security state is generated as defined in Section 5.1.4.1. It is stated in
Section 4.4 VisualSecurity.
VisualGuidelines. The requirement V-NFCT-15-VisualGuidelines is fulfilled as the visualization is generated according to visualization guidelines as defined in Section 5.1.4.1.
It is stated in Section 4.4 VisualGuidelines.

The Interaction Phase:
The relevant requirements for the Interaction Phase are:
- KnowledgeGeneration.
- Reaction.
- Proactivity.
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KnowledgeGeneration. The requirement B-FCT-2-KnowledgeGeneration is fulfilled when
the generated knowledge is distributed amongst the stakeholders. This is a crucial
part of the Interaction Phase as described in Section 5.1.5.1. This is stated in Section 4.4 KnowledgeGeneration.
Reaction. The requirement B-FCT-3-Reaction is fulfilled by the obligatory reaction to the
received alert or visualization as described in Section 5.1.5.1. This is stated in Section 4.4 Reaction.
Proactivity. The requirement B-FCT-4-Proactivity is fulfilled as the interaction amongst
the stakeholders proactively generates a communication channel that is easy to fall
back on in case it is needed. In addition, proactive measures are a topic of the interaction and so they are planned and implemented if beneficial. This is stated in
Section 4.4 Proactivity.

The Iterations:
The relevant requirements for the Iterations are:
- Proactivity.
- Compliance.
- Documentation.
- OMRAAu-Quality.
- Utility.
- Usability.
Proactivity. The requirement B-FCT-4-Proactivity is fulfilled when in the further iterations
the proactive management of the topic in question is planned and when from iteration
to iteration proactive measures are implemented more and more. This is stated in
Section 4.4 Proactivity.
Compliance. The requirement B-SEC-7-Compliance is fulfilled as the process Iterations are
designed to support accomplishing compliance requirements. Each iteration has to fulfill more and more relevant compliance requirements. This is stated in Section 4.4 Compliance.
Documentation. In the conclusion, the documentation is generated or updated after each
process iteration. This is done to meet the requirement B-QUA-8-Documentation. It
is stated in Section 4.4 Documentation.
OMRAAu-Quality. The requirement B-QUA-10-OMRAAuQuality is fulfilled during the
conclusion of each process run in the Iterations when the quality of the overview,
the monitoring, the reporting, the alerting, and the auditing is measured. During the
conclusion of each process run basic criteria are active in order to evaluate the quality
of the results as well as the data sources used. This is described in Section 5.1.6.3
under Added Value and stated in Section 4.4 OMRAAuQuality.
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Utility. The requirement B-NFCT-11-Utility is fulfilled during the conclusion for each process run in the Iterations when the utility of the resulting reports and visualizations is
evaluated. It is stated in Section 4.4 Utility.
Usability. The Basic Requirement B-NFCT-12-Usability is partially fulfilled as visualizations
are designed consistently and simply as described in 5.1.4.1. It is also fulfilled for the
complete process run during the Initiation and the Iterations, when the criteria are
stated and evaluated. It is stated in Section 4.4 Usability.
The Framework Vis4Sec consisting of the
Visualization Process with its extensive
Data Management Phase, that is also the
independent subprocess DMP, enhances an
organization’s security by supporting the
realization of the requirements stated for
the process or the visualization for typical
IT security management and operations use
cases.
Figure 5.28: Functional Requirements

Figure 5.29: Security Requirements
Figure 5.30 depicts the phases where the
Quality Requirements – Documentation
DataQuality, and OMRAAuQuality – are
fulfilled.
Figure 5.31 demonstrates the phases where
the Nonfunctional Requirements – Specification, Usability, Utility, and VisualGuidelines – are supported.

The Process Framework supports and tracks
the fulfillment of the functional requirements – KnowledgeGeneration, Reaction,
Proactivity, OMRAAu and Interactivity –
as shown in Figure 5.28. The support
for the Security Requirements – ProtectionGoal, Compliance, and VisualSecurity – is
shown in Figure 5.29.

Figure 5.30: Quality Requirements
In the previous section the realizations of the
requirements was explicitly assigned to process phases. This clarified the significance
of each process phase and supported the understanding of its design. The next section
compares the Process Framework to already
existing solutions.

Figure 5.31: Nonfunctional Requirements
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Conclusion Vis4Sec
The two scenarios from the previous Chapter 4 ??chap:req’ were chosen to provide a glimpse
into the areas which are crucial for IT security when put into practice. When analyzing the
use cases, it became obvious that it is hard to systematically improve the security of the IT.
Most of the existing security solutions focus either on one task or on one topic, but they
do not accompany the necessary organizational change to improve the security level in an
organization. Existing security frameworks give an overall guidance, but they do not provide
detailed advice for the organizational embedding; they are unspecific when it comes to the
actual implementation.
The generic Vis4Sec Process Framework, introduced in this chapter, has been designed
- to encourage knowledge generation and transfer,
- to improve the overview and the manageability of an organization’s IT, and
- to enhance the satisfaction derived from fulfilling IT operations tasks.
Vis4Sec closes the gap between theoretical and practical information security management
as it combines the need of manageability with ad hoc, day-to-day operations. It brings visualization, raw data, and security management tools together. Vis4Sec provides the frame to
track and continuously improve the security level of defined areas. It supports the improvement of the manageability of an organization’s security-specific tasks when implementing the
topic-specific process runs. It generates an overview which ideally supports the detection
of weak points in the infrastructure before they are exploited. It provides a data-driven
assessment based on easily obtainable data, it supports ensuring compliance, and in the long
run it is expected that the security of the whole organization will be increased.
Vis4Sec is an approach to accompany and monitor organizational knowledge generation and
it supports the implementation of new security measures, controls, and processes.
The iterative and technically detailed process runs also make it easier to support sysadmins
because instead of getting lost in a perfectionist approach they are accompanied by the process description and the resulting report or visualization.
The iterative process approach gives the opportunity for stepwise refinement of the topic
and the results meeting stakeholders’ needs. The integrated feedback improves the DQ of
the used data sources, configuration of devices, it generates organizational knowledge, and
defines points of communication. Vis4Sec improves awareness, leads to a better understanding of the infrastructure and its design, and improves security when unnecessary services
and complexity are minimized.
The Visualization Process Framework was introduced in the following publications and parts
of these will also be adopted in this work, especially in the next chapters:
- Hanauer and Metzger ‘Stakeholder-specific Visualization and Automated Reporting of
Network Scanning Results applying Vis4Sec’ [61]
- Hanauer et al. ‘A Process Framework for stakeholder-specific Visualization of Security
Metrics’ [59]
- Hanauer et al. ‘VESPER – a tool for managing Vulnerabilities and Exploits in Software
with Portscan-Endorsed Results’ [60]
- Hanauer and Hommel ‘Enhancing Enterprise IT Security with a Visualization-Based
Process Framework’ [58]
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SDLC
The Visualization Framework Vis4Sec introduced in the previous chapter is instantiated with
the use cases specific to IT operations and IT security management, which were in detail
described in Chapter 4, starting on page 71. This chapter describes the use cases specific to
the scenario ‘IT Operations’ and the following chapter will describe the use cases specific to
the scenario ‘IT Security Management’.189
Each use case is classified according to the environment classification scheme stated in Chapter 5, Section 5.1.1.1. Each use case is handled as a process run of Vis4Sec. Each process
run starts with a classification of the environment it takes place in, its stakeholders, the
requirements to fulfill, and the planned actions. Then, the question is defined, the data
management is started, the results are visualized, and interaction is triggered and implemented. This is concluded with the actions taken, the results, and the added value until a
new iteration gets started.
The process runs of Vis4Sec generate stakeholder-specific overviews, reports, and visualizations that handle the deficits analyzed during the scenario description. The topics of the
process runs and the level of security to be reached are guided by security controls such
as the CSC or the DIN ISO/IEC 27001 norm, and management process specific security
considerations such as the SDLC security considerations.
To avoid repetition, the process steps are described in detail for the first case and more
abridged in the later use cases, when properties such as same stakeholders and data sources
are shared. For security and data protection reasons, the examples and visualizations in this
work show mostly numbers, overview data, and exemplary names, instead of detailed real
world data.
The first IT operations use case is ‘Linux CI DB’. It takes place during the Implementation
and Operations Phase of the SDLC. The initial question thriving the process is the first CSC
‘Inventory and Control of Hardware Assets’.
The second use case ‘Server Provisioning and Disposal’ is also driven by the first CSC
and takes place during the Implementation and Disposal Phase of the SDLC. The security
principles ‘Simplicity’ and ‘Minimization of the attack surface’ thrive this process run.
The third use case ‘Server Monitoring’ takes place during the Operations Phase of the SDLC.
In this case the driving factor is the protection goal ‘Availability’.

189

The use cases are introduced in Chapter 4, starting on page 71.
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The procedural model of this chapter is shown in Figure 6.1.

Figure 6.1: Chapter 6: ‘Proof of Concept: IT Operations: Server SDLC’

6.1 Use Case: ‘Linux Configuration Item Database’
The Linux CI DB as an inventory database offers a good starting point to realize the first CSC
‘Inventory and Control of Hardware Assets’, because it is necessary to know which systems
exist in order to manage them properly. It is also imperative to know which systems should
exist to detect unauthorized systems.
At the SDC various CMDBs exist and the Linux CI DB is the CMDB for Linux servers. It
manages the existing assets, it is the basis of their configuration, and it is, in consequence,
crucial for the information security management of the Linux servers. As it provides a wide
range of information, its proper functioning, its usage, and the quality of the data has to be
ensured. This is addressed in the following process run.

6.1.1 Initiate ‘Linux Configuration Item Database’
The Linux server administration at the SDC is described in the following, but it is highly probable that the description and handling of
challenges typical for the SDC are often generic and transferable to other
environments.
The environment of the SDC is also the environment Linux CI DB was
designed for and is used in. Furthermore, the stakeholders and the
planned actions for the process run are stated.190

190

As described in Chapter 4, Section 4.2.1 ‘Use Case: ‘Linux Configuration Item Database’’, starting on
page 74.
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Environment
The SDC is a scientific institution and a data center. It is a heterogeneous environment
where well-defined services exist, but ad hoc services are also provided on a regular basis.
Overall, few organizational defaults exist and the exception could almost be called the default.
This process run will take a closer look at Linux CI DB, the tool used for asset management,
when new servers are taken into production and when they are productive. In case of Linux
CI DB, the missing organizational defaults become visible at every stage of its design, implementation, and usage.
The stakeholders of this process run are IT operations personnel, security personnel, the
management of the SDC, customers of the SDC using the collected data and the designer of
Linux CI DB.
– The sysadmins and main users of Linux CI DB require information about the servers
as a basis for administrating and maintaining them and ensuring their security. The
sysadmins also provide the data used by Linux CI DB.
– The security personnel requires security-specific information as well as organizational
and statistical information. In some cases they even need more generic information.
This could be security-specific information such as knowing about outdated OS or
servers in production, lacking updates. Organizational information in the sense which
server belongs to whom is also relevant. This includes statistical information about
the most common operating system within the organization.
– The management requires statistical information about the servers and their security
state in order to effectively weigh the risks, deciding on measures to manage them or
to lay out security policies. They care about the involved costs running the servers,
including any consequences for when a service is down.
– The customers require information about the servers they are paying for, they need to
know who administrates them, and whom to contact at the SDC in case of problems.
– The designer and programmer of Linux CI DB currently also decides what and how to
implement it.
It is relevant for many ITSM management processes such as Service Asset & Configuration,
Change or Capacity Management, but more relevant for this process run is that Linux CI
DB is used during the SDLC phases ‘Implementation’ and ‘Operations’.
The main protection goals for Linux CI DB are auditability, confidentiality, and integrity.
Linux CI DB’s maturity is managed according to the CMMI.
Visualization is only used partially and the visualization guidelines and their advantages are
not utilized fully.
A classification of the use case Linux CI DB is shown in Figure 6.2 on page 170.
Requirements
Purpose. The Linux CI DB should support the accomplishment of the first CSC ‘Inventory
and Control of Hardware Assets’.
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Figure 6.2: Environment classification ‘Linux CI DB’
Deficits. Since the purpose and the stakeholders of the Linux CI DB are still undefined,
defining them is of high priority. Otherwise, its functionality remains unknown, the person
in charge, its users, and also the level of DQ to be provided, remains unknown as well.191
At present, no level of DQ is defined and ensured, and confidentiality and integrity of server
data is not protected. A process to add, remove, or update information is also missing.
Monitoring, reporting, alerting, auditing, overview, and visualization functionality does not
exist at all or is not well implemented.
Furthermore, interaction with the data such as sorting or filtering, is not possible. On top
of that, most knowledge about visualization design is ignored in the existing implementation.
Altogether, stakeholders and processes are undefined, and relevant functionality such as
monitoring capability, interactivity, ensurance of DQ, and registered servers, is missing.
Above all, the server data is not protected and visualization is implemented poorly.
The requirements are shown in Figure 6.3 on page 171.
Planned Actions
The remediation of the deficits of Linux CI DB is a much more complex task than a process
run of Vis4Sec could solve. The planned actions are divided into a list of actions for this
process run and another list with further actions that should be brought to the attention of
the stakeholders during the process run. These deficits have to be handled in processes not
in the scope of Vis4Sec.
The following actions are planned to be handled in this process run and its iterations:
– Specifying the stakeholders and the functionality of the Linux CI DB.
– Defining the data model and the required DQ.
– Generating organizational knowledge regarding the state and distribution of the servers.
– Adding missing overview and reporting functionality.
– Visualizing the overview and reporting of servers and of their useful security states.

191

The deficits are described in the scenario analysis Chapter 4, Section 4.2.1.4, starting on page 77.

170

6.1 Use Case: ‘Linux Configuration Item Database’

Figure 6.3: Requirements ‘Linux CI DB’
The following actions are considered manageable in further process runs:
– Ensuring the required DQ. Initially, this could be done for crucial data fields. A process
to keep the data up to date could then be designed and implemented.
– Visualizations are useful and their utility is evaluated.
– Visualizing security aspects and implications of the inventory state.
– Adding missing functionality such as alerting and auditing functionality.
– Adding interactivity in form of interactive search, filtering, and exploration functionality.
The following actions are brought to attention but they are out of scope or not manageable
during process runs of Vis4Sec:
– Separating the inventory functionality from the monitoring and the implementing functionality.
– Specifying and documenting interfaces, purpose, and functionality.
– Replacing Linux CI DB with a vendor or community tool that is actively developed
and supported. Probably more than one tool might be necessary for each functionality.
– Generating awareness about secure system administration including concepts such as
separation of duties, the need-to-know principle and detailed guidelines for secure
system installation and the managing of privileged access.
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6.1.2 Define Question ‘Linux CI DB’
The objective of the process run is to fulfill the first CSC ‘Inventory
and Control of Hardware Assets’. The first CSC is chosen, because
it is necessary to know what needs to be protected before it can be
protected. The question deduced from this would be “What are the
authorized devices in the organization?”. Since this is too complex to
answer in one process run, it is simplified to the question “What are the
authorized Linux servers in the Demilitarized Zone (DMZ)?”
The simplification of the Linux servers and the DMZ is done to provide a manageable starting
point, to shrink the number of cases and interaction points, and to simplify the verification
of the results. The servers in the DMZ are the most exposed devices as they are reachable
from outside the organization. It is therefore considered to be a good starting point for
security assessment. The basic metric to start with is the number of Linux servers in the
DMZ and its change over time.

6.1.3 Manage Data ‘Linux CI DB’
The data definition, the data acquisition, the data processing and analysis, the ensurance of DQ, and the disposal or reuse of data relevant
to find the authorized Linux servers in the DMZ, are described in the
following. The key stakeholders of the first process iteration are the
sysadmins because they maintain the necessary data sources. They and
the security personnel, the second group of key stakeholders, receive the
first reports and visualizations. The relevant DQ dimensions for the data source are that it
provides data and that required data entries are complete, valid, accurate, timely, consistent,
and unique.

6.1.4 Define Data
Interviews are conducted with the key stakeholders
– starting with sysadmins responsible for the Linux
server management. This is to identify all relevant
data sources and their format. The IT operations
personnel responsible for the development and maintenance of the Linux CI DB are being interviewed as
well as those responsible for the data curation. Furthermore, potential customers of the
database and security personnel are interviewed. During these interviews the existence of
a Linux CI DB, a network database, and a database with the results from daily conducted
port scans came to light.
For this iteration, the Linux CI DB is the data source. The data collected by Linux CI DB
is useful for various tasks, but it is often either incomplete, not specific enough, or too exhaustive and detailed for our process run. The other data sources are identified as potential
data sources for further iterations.
- Data source: Linux CI DB. An example of organizational data stored in a CMDB.
- Potential data sources for further iterations: Network data, port scan data.
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Data source: Organizational Data – Linux CI DB is an organization-specific solution
of a partial CMDB that maps the Linux server information to organizational information
such as the organizational unit it belongs to or the responsible sysadmin. It is described in
detail below.
Some basic attributes of the Linux CI DB are defined together with DQ criteria that need to
be ensured. An improved version of the data model of Linux CI DB for the server modeled
as a result of interviews and analyzing data samples is shown in Figure 6.4.

Figure 6.4: Data model ‘Server’
The attributes are necessary to uniquely identify a server Unique Identifier (UID), or to
assign a server to an organizational unit or project. They are divided into inventory data,
organizational data, and operational data as listed below.
Server identified by Fully Qualified Domain Name (FQDN) and UID: Description, inventory data, organizational data, and operational data.
Inventory Data: UID, type, IP and MAC address, FQDN, and location.
Organizational Data: Organizational unit, sysadmin and email, and service administrator.
Operational Data: Intended status, current state, OS and kernel version, and applications.
Further Process Runs: Root access, user access, Central Processing Unit (CPU), memory,
backup, application version, and the time of the last update and reboot.

6.1.5 Acquire Data
The data collected by Linux CI DB is imported into
the sink where it is managed over its life cycle. The
newly acquired data collection follows the sneak inbetween approach and is an add-on to the existing
Linux CI DB.
The proprietary log file management solution Splunk
is used as a sink as it provides a high level of data protection and it is designed according to
security standards. Only a few implementation and acceptance challenges have to be met
since it is already in use and, therefore, known by the stakeholders.
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In addition, it is well supported because of its commercial background and a large user community. It also provides the required functionality such as overview, monitoring, reporting
and interactive sorting, filtering and exploration.

6.1.6 Process and Analyze
In this phase, a content-oriented conversion and transformation of the data takes place.
The data is parsed, normalized, and analyzed, first
manually and later via scripts.
These steps are described below.

Parsing. The Linux CI DB data is joined in order to prevent scattering over multiple files
to a single line per server in one file. It is then sent to the sink for further processing.
Normalizing. For further data analysis the attributes are converted into a consistent format
and capitalization, German umlauts, and spelling variants are normalized.
Analyzing. First, an overall overview of the data is generated, categories are built, and
the most common values are analyzed. Whenever possible the results are reduced to
simplify the analysis. For example, initially more than 2,500 servers existed. After
the first simplification only around 1,500 remained, because more than 45 percent got
excluded due to the fact that they are nodes of a cluster which are configured and
administered uniformly.
The next step is to identify those servers with no one responsible for. Therefore, the sysadmin
field and the organizational unit field are analyzed.
Sysadmins. Some statistical overview data such as the number of servers administered per
admin (left) or the number of sysadmins is shown in Figure 6.5. The table on the right
demonstrates potentially interesting values such as the overall number of sysadmins or the
maximum number of servers administered by the same admin.192
Sysadmin Percentage Servers
a
41.58 %
b
12.06 %
c
10.62 %
...
yz
0.06 %
Most common values

Value
Servers
Unique sysadmin
27
Same sysadmin
662
Range
1 - 662
Average
19
Median
3
69 Sysadmins for 1,574 servers

Figure 6.5: Servers per sysadmin. Top values (left), values of interest (right)

192

Similar tables are generated and analyzed for the other attributes.
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Sysadmins per Server. The over 1,500 virtual and physical servers are administrated by
almost 70 sysadmins. More than 70 percent of the servers are administrated by four different
groups of sysadmins, and 40 percent of servers are administered by the top group. Also,
nearly 30 percent of the servers are managed by admins that are in charge of less than 5
percent of the servers.
Number sysadmins. The number of sysadmins informs about the distribution of system
administrative tasks. This is relevant because almost 70 people need to get informed, educated, and probably also consulted in case of changes concerning the system administration.
Range. The range shows the span between the minimum number of servers administrated by
one sysadmins(1) and the maximum number of servers administrated by one sysadmin(662).
This emphasizes the high variety of the operative responsibility. It is also an indicator for
possible quality differences between the servers.
Minimum. The Minimum shows that 27 sysadmins administrate a single server. This could
point to sysadmins who might have implemented one-off solutions, who are inexperienced, or
who do not have routine. But it could also point to sysadmins who are especially well-trained
and who run critical services with highly sophisticated and hard to maintain configurations.
Either way, they are outliers worth further examination.
Maximum. The maximum shows the sysadmins with the biggest share of servers. This
is relevant because sysadmins who administer most of the servers have a great influence on
the security of the organization. It is likely to find well-defined processes, automation, and
tools; others could benefit from here. But they could also be overworked and the servers
badly administered. Anyway, training would probably have the most impact on this group
of sysadmins.
The Remaining Values. Average, median, lower and upper quartile, are in this case not
meaningful and are left out in the resulting visualization.
In sum, the statistics show that the operative responsibility is highly distributed.

6.1.7 Ensure Data Quality
It is started with the most technical side such as generating information for the sysadmins. The DQ of Linux
CI DB is ensured regarding various aspects.
First, it is monitored whether the data input works
properly. Second, it is guaranteed that the data itself
is complete, valid, accurate, and timely. Third, it is
verified that the data input withstands the comparison with further data sources.
1. The data input is monitored via a daily email alert triggered when data is missing. In
addition, a timeline of the data input is generated that quickly shows missing entries
and allows to track them over time. The alert provides the means for a timely reaction
and the dashboard allows an overview over time and further data for a detailed error
analysis. Figure 6.6 shows a cutout of the dashboard that represents the daily data
input from Linux CI DB.
2. The ensurance of DQ is done by checking the completeness, validity, accuracy, timeliness, consistency, and uniqueness of the data entries.
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Figure 6.6: Missing data from Linux CI DB
Checks to identify incorrect entries are implemented. Initially the attributes are
cleansed and in further iterations automated checks are generated.
- For example, the completeness of the fields ‘UID’ and ‘organizational unit’ is
crucial. Each server has to have a UID and has to belong to an organizational
unit.
- The validity is checked for the field ‘organizational unit’ by checking if the organizational unit exists and is written uniformly. A similar check is done for the
‘sysadmin’ field as it is ensured that each entry matches an actual name.
- The accuracy and timeliness are guaranteed in further iterations.
The existence of required entries for fields such as the sysadmin, organizational unit
or contact email address, the timeliness of the responsible contact, and their format
consistency is made sure of. The organizational unit, for example, is required to
determine the organizational responsibility. When the distribution of reports amongst
the managers was started, it came to light that the liability is often assigned incorrectly.
3. The consistency and uniqueness are also ensured in additional iterations, when the
data is correlated with other data sources.

6.1.8 Dispose or Reuse
After the data is collected, processed, and analyzed,
it is decided whether it has to be kept or disposed of.
After the initial inspection and analysis of the data, it
became clear that it is necessary to keep the data and
to process it on a regular basis.
Access to the data is granted and input and processing of the data is automated.
The data from the Linux CI DB is mainly inventory data which is used for cataloging and
capacity planning. It is also used to generate over time statistics. Therefore, it is kept for a
time period of ten years. The confidentiality and integrity of the data has to be protected
against unauthorized access and modification. The data is initially inspected manually and
imported once with an ad hoc approach.
Give Access. The stakeholders are granted access to interact with the data in the data
management solutions where they can access sections of the data based on a need-to-know
basis of their job role. This is implemented with Role Based Access Control (RBAC) in
combination with the identity management system of the SDC.
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Excerpts of the data are further processed and reports and visualizations are generated from
them. These are distributed to predefined stakeholder groups on a regular basis.
Automate. The data from Linux CI DB is imported and analyzed on a regular basis. This
is automated and integrated into the existing environment. The automation is done with
scripts, open source solutions, and with proprietary tools such as database connectors and
client software. The following is automated:
Data Collection. Data of each single server is collected on an at least daily basis in separate
.txt-files. Those are processed and transformed into a single file on the Linux CI DB.
This file is forwarded to the data management system as the basis for analysis and
visualization.
Analysis and Visualization. The data attributes are presented in a dashboard. Initially, an
overview of the key attributes of the data is received. Statistical information about
their distribution and interesting values is provided such as the maximum, the minimum, and the median. In addition, a time line is generated and the outliers are kept
track of. This allows an analysis over time and the development of a baseline to detect
pressing problems and change in general.
Alerts and Notifications. Alerts that notify in case the regular data input is missing or
broken and notification about the data quality are generated. For example, if the data
for the organizational unit is incomplete or if it is invalid, an alert is generated. Those
values are reviewed in a monthly DQ report by the data owner and the Vis4Sec team.

6.1.9 Visualize ‘Linux CI DB’
The visualization aims at generating attention and offering options to act. First, a representation is chosen
to highlight the attributes of interest and then further
details are provided. This is described exemplary for
the sysadmin field and a comparison of pie chart and
treemap visualization also follows.
Sysadmins The attributes ‘Servers per Sysadmin’ are shown in Figure 6.7 on page 178,
enhanced with top values and values of interest. A visualization that highlights the distribution of the servers per sysadmin is selected.
The sysadmin attribute is the first and the servers per admin are the second dimension of the
visualization. The data is neither geographical nor continuous. It is categorical, therefore,
a pie chart, a bar chart, or a box plot are a good choice for the representation. A bar chart
depicts the distribution of the categorical values, but together with the distribution, a pie
chart provides the comparison of a single value to its entirety.
The pie chart is chosen for visualization purposes since the percentage of a whole is informative. Often only the top or rare values are of interest and as a rule of thumb only the
values greater than 5 percent are shown. The remaining values are combined and illustrated
as ‘Other’ which keeps the pie chart to be clear and useful. It also takes into account that
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the human brain can only process around 7+-2 elements at a time and therefore as much as
possible is left out.
The pie chart shows the distribution of values but does not show details about rare values
and makes it difficult to see exact values.
Therefore, a combination of pie chart and table is used. The tables next to the pie chart highlight values of interest and provide additional details such as exact information for practical
use by sysadmins who would otherwise miss the details.
Sysadmin
a
b
c
d
other

Percentage of Servers
41.58 %
12.06 %
10.62 %
7.54 %
28.19 %

1574 servers are administrated
by 69 sysadmins.
27 sysadmins administrate only
one server.
662 servers are administrated by
the same sysadmin.

Figure 6.7: Sysadmins per server
A single number provides a glimpse at the number of sysadmins in the organization and at
the same time demonstrates how many servers were authorized on which day.
A possible enhancement for further iterations is adding information about leaving employees leading to the guarantee of the disposal of servers from leaving employees and making
auditing of a timely disposal possible.
Kernel Versions The kernel versions are a good example for comparing pie chart and
treemap visualization. When less frequent entries are relevant, a treemap should be chosen
over a pie chart. With a treemap one can compare a greater variety of values and it is
therefore the best choice whenever a great number of different values has to be presented.
In addition, the treemap is interactively usable as shown in the web application. Interactivity
and exploring the entries is well-guided.
The kernel versions are visualized as a pie chart (left) and a treemap (right) in Figure 6.8.
The pie chart is hard to process because many slices are depicted. Having too many values
will intensify the problem of presentation, even if the pie chart already uses a field ‘other’
containing more than 50 values.
Therefore, the treemap is more useful, even if it shows a large number of values.

Figure 6.8: Kernel versions. Pie chart with field ‘other’ (left), treemap without (right)
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6.1.10 Interact ‘Linux CI DB’
The Interaction Phase embeds the objective of the process run into the
stakeholders work routine in order to trigger a further improvement. It
collects feedback for the generated visualization and verifies if the stakeholders benefit from the visualization. It is sent via email on a regular
basis to the stakeholder groups to inform them about their servers in
production and the patch state.
Dashboards are generated as a result of the analysis from relevant Linux CI DB attributes.
The dashboards allow interactive exploration of the data and they are also used as a basis
for reports to inform the stakeholder groups about their servers including their state.
The interaction showed erroneous configuration settings and initiated their correction. The
operation of host firewalls and update intervals were adapted, forgotten machines were disposed of, and the necessity of operating a service at all was evaluated for some machines.
The reports demand a feedback from the recipients. The results of the reports are tracked
over time, especially when action is required. In case that no improvements occur over a
period of two reports, functional escalation is used.
Basic metrics are defined with the help of the dashboards, for instance tracking the number
of the overall servers, the servers with an unsupported OS, an obsolete kernel version, or
servers with an unclear state of usage. The values are represented in percentages to create
descriptive and comparable numbers. This is a first approach to measure progress, which is
developed in further iterations.
It also reminds the stakeholders of the disposal of servers that are inactive or not needed
anymore.
A static version of the interactive data exploration dashboard is sent periodically to the
stakeholders requesting to confirm the validity of the servers in operation.
This report is generated for servers according to their organizational unit and their sysadmins. The servers are then filtered to an organizational unit and sysadmin. Information is
provided about their OS, their kernel status – including whether information is up-to-date
– and also information about the overall patch setting of the servers.
The organizational unit leaders are notified about the servers operated by their members
accordingly. They have to confirm that the servers are still needed.
A more generic view of the dashboard is also sent to the information security manager,
requiring information that leaving the systems unpatched is fine and alternatively initiate
appropriate measures.

6.1.11 Iterate Linux CI DB
The iterations aim at more (precise) results, a wider scope and generalization, easier handling of the process run as well as handling questions
that emerged during the Iteration. Furthermore, the iterations aim at
improving organizational integration and knowledge generation.
It is also common that in a further iteration, the interaction with the
data is often more precise, new data sources are added, or checks for
DQ are implemented. Hence, each iteration starts with a conclusion of the previous process
run. The continual improvement is thus ensured as well as the effectiveness of the iterations.
Further iterations will be described briefly after the following conclusion.
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Conclusion Linux CI DB The actions taken are shown as an itemized list. The results are
shown as a colored table, and the added value is a textual description.
Actions Taken
The following list gives an overview of the actions taken:
0. Initiation:
- The stakeholders and the functionality were specified.
- A workaround for missing functionality was applied.
1. Question Phase:
- Metrics were defined and their continuous tracking and analysis was implemented.
2. Data Management Phase:
- The data model including required attributes of the data was specified.
- A primary data source was defined.
- The DQ is monitored in terms of data input, validity, accuracy and completeness.
- Data disposal was initially triggered and is planned on a regular basis.
3. Visualization Phase:
- Visualizations provide an overview of the servers and report on them.193
- Consistency of the visualizations was checked.
- Design guidelines and visual perception were used when generating visualizations.
4. Interaction Phase:
- Interactive searches and filtering was implemented for various topics.
- Easy to use stakeholder-specific and use case oriented dashboards were generated.
- Reports were distributed and organizational knowledge was generated.
- Talks were held to make the tool better known and more frequently used.

193

The term visualizations is used to describe resulting dashboards, reports, or visualizations.
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Results
The fulfillment of the requirements ( Fulfilled , Partially Fulfilled , and Not Fulfilled ) is
shown in Figure 6.9 on page 181.

Figure 6.9: Fulfilled requirements ‘Linux CI DB’
The three Necessary Requirements Specification, DataQuality, and Interactivity are accomplished.
The four Important Requirements ProtectionGoal, Compliance, Documentation, and VisualSecurity are only partially fulfilled. The requirement VisualSecurity is carried out completely, ProtectionGoal and Documentation are partially fulfilled, and the requirement Compliance is not fulfilled at all.
The five NiceToHave Requirements KnowledgeGeneration, OMRAAu, Utility, Usability, and
VisualGuidelines are also partially carried out. KnowledgeGeneration, Utility, and Usability
are completely fulfilled and OMRAAu and VisualGuidelines are partially carried out.
Added Value
The most relevant improvements of this process run are:
1. The generated visualizations and making known the use of Linux CI DB. This has
enhanced the awareness for server maintenance, responsibility and their disposal, which
lead to fewer servers for maintenance, a reduced attack surface, and a more lucid
environment.
2. The DQ of relevant attributes is improved and a process for continuous improvement
is designed and implemented. A defined level of DQ is ensured.
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3. The basis for reporting, alerting, and auditing is laid. The interactive sorting provides new options on data exploration. The generated dashboards and their scripted
distribution provides the basis for further interactions with the stakeholders.
4. Metrics are defined to identify areas with a high need for action and also to measure
the progress of the process run.
Further Iterations
In further iterations the following actions were taken:
- The DQ dimension consistency is supplemented by comparing the data with other data
sources.
- Automation is implemented with the resulting data being processed, analyzed, and
visualized on a regular basis.
- A timeline of the existing servers is generated including the relevant contact information.
- Interactive exploration is enhanced by combining attributes, as exemplified below.
Exploring the data interactively by generating tables and visualizations delivers new insights
and can be the basis for organizational measures. The distribution and frequency of systems,
of kernel versions, and unpatched systems often supports the definition of appropriate measures. They also provide the data for data-driven decisions. The frequency and distribution
of OS versions per organizational unit is helpful whenever prototypical implementations are
generated or high impact stakeholders are identified. The organizational unit and OS attribute are visualized in an interactively explorable treemap shown in Figure 6.10. Regarding
the organizational unit attribute, there are more categories than could be represented with
a pie chart because the not so frequent entries are also relevant. The treemap, on the other
hand, allows for the comparison of more values. In addition, it adds interactivity when used
in a web application. It also provides details about the organizational units and their servers.
OU
A
B
C
D
other

Percentage of Servers
23.87 %
20.10 %
12.69 %
9.23 %
34.12 %

OUs/servers
Minimum per OU
Maximum per OU

Figure 6.10: Server per organizational unit
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6.2 Use Case: ‘Server Provisioning and Disposal’
The second use case is the ‘Server Provisioning and Disposal’. In order to avoid an extensive
and repetitive description, Vis4Sec is pictured in a condensed style and only highlights will
be presented.

6.2.1 Initiate ‘Server Provisioning and Disposal’
Most of the description from Section 6.1.1 Initiate ‘Linux Configuration
Item Database’ is also valid for this use case, only more specific details
are therefore given in the following.
Specific for this use case is the necessary cooperation amongst organizational units, the minimally enhanced Data Model for ‘Virtual Server’,
the data source VMware vSphere data, and the combination of the two
processes ‘Server Provisioning’ and ‘Server Disposal’.194
Environment
Various sysadmins from different organizational units have to cooperate to provision or
dispose of a server. This involves various steps such as pre- and post-installation which also
require manual action.
The classification of the use case is shown in Figure 6.11.

Figure 6.11: Environment classification ‘Server Provisioning and Disposal’
The main stakeholders of the ‘Server Provisioning and Disposal’ are IT operations personnel
and IT management.
The process run takes place during the Implementation and the Disposal Phase of the SDLC.
The main protection goals are availability, integrity, confidentiality, and auditability.
The security control is CSC one ‘Inventory and Control of Hardware Assets’.
The CMMI maturity is managed and no visualization has been used so far.
Requirements
Purpose. The use case regarding ‘Server Provisioning and Disposal’ should support fulfilling
the first CSC ‘Inventory and Control of Hardware Assets’.
194

As described in Chapter 4, Section 4.2.2 ‘Use Case: ‘Server Provisioning and Disposal’’, starting on page 81.
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Deficits. The deficits specific to this use case are the following.
A new VM can be taken into production without approval. Design of the process and terminology lack consistency, and its learnability and memorability are high. The steps of the
process are hard to memorize, prone to error, and require more attention than the activity
per se. This leads to inconsistencies and misconfigurations of servers taken into operation.
The deficits already described in an earlier process run are the following.
The missing specification of the functionality and the process, the missing documentation
and reporting, auditing, and visualization functionality and the missing visualization of the
security state. Furthermore, no data model is defined, and the integrity of the data and its
DQ lacks ensurance.195
The requirements of ‘Server Provisioning and Disposal’ are shown in Figure 6.12.

Figure 6.12: Requirements ‘Server Provisioning and Disposal’

Planned Actions
The planned actions are divided into actions for process runs and actions that are out of
scope. The following actions are planned for the process runs of Vis4Sec:
- Reporting and visualizing the state of server provisioning and disposal.
- Defining the required level of DQ.
The remaining actions could be handled in further process runs, they are highlighted below.
- Designing and implementing a process for the approval of servers.
- Enhancing the learnability and memorability of the process by making it consistent
and simple. The same is done with the terminology.
195

The deficits are described in the scenario analysis Chapter 4, Section 4.2.2.2, starting on page 84.
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- Auditing the state of server provisioning and disposal.
- Ensuring the required level of DQ.
- Making sure that a server is approved of before it is taken into operation.

6.2.2 Define Question ‘Server Provisioning and Disposal’
The question thriving this process run is also inspired by the first CSC
‘Inventory and Control of Hardware Assets’.
In the following, it is described with the question “How to ensure that
the provisioning of a new server follows predefined criteria?”. This is
also the basis for a further process run on monitoring which also deals
with the challenge of having up to date data.

6.2.3 Manage Data ‘Server Provisioning and Disposal’
The data source is vSphere data. The data model of servers introduced
in Linux CI DB is enhanced and its DQ is ensured when an additional
data source makes consistency checks possible.
The data model ‘Virtual Server’ is similar to the one for ‘Server’ shown in
Figure 6.4 on page 173. It differs from the ‘Server’ in the inventory data
with a missing location or type specification in the inventory data and
an attribute specifying the Virtual Local Area Network (VLAN) of the VM and information
whether the VMware Tools are installed or not. Figure 6.13 shows the data model of virtual
servers.

Figure 6.13: Data model ‘Virtual Server’

Data Source: VMware vSphere Data is data from vSphere. The name of the virtual
machine, its OS, its current state196 , IP address(es), and the status of the VMware Tools are
collected. The data from the vSphere infrastructure is imported to the data management
system via scripts on a daily basis.
196

‘Powered On’, ‘Powered Off’, or ‘Suspended’.
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The consistency of the data requires additional data sources for verification. The aggregation
of the Linux CI DB and the vSphere data provide some possibilities for ensuring the current
state of the servers. For example, the number of servers that are up or down cannot only be
derived from the Linux CI DB data alone, but it also allows to identify virtual servers that
are not in the Linux CI DB data.
The data management is done in Splunk as described earlier and its sorting, filtering capability, is once more useful together with its capability to generate dashboards.

6.2.4 Visualize ‘Server Provisioning and Disposal’
The visualization aims at providing an overview of the server provisioning. Figure 6.14 shows unregistered servers existing in vSphere, but not
in Linux CI DB. The timeline shows the number of servers (y-Axis) on a
weekly basis (x-Axis) over a four month period.197 It shows that around
90 virtual servers are ‘Powered On’ according to vSphere without an
entry in Linux CI DB at the same time.
This overview supports verifying the DQ dimension consistency of the Linux CI DB data.
A beneficial action would be to define a process and a role responsible for finding and registering missing servers and to measure the percentage of unregistered servers over time.

Figure 6.14: Unregistered servers Linux CI DB

6.2.5 Interact ‘Server Provisioning and Disposal’
Interviews with the responsible sysadmins, VMware sysadmins, and security personnel were conducted. Discussions amongst the stakeholders
and among the organization were triggered.
A report about provisioned and disposed servers and an overview of the
vSphere infrastructure is sent on a regular basis to the VMware sysadmin and the organizational unit leaders.

197

As of 12/21/2018.
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6.2.6 Iterate ‘Server Provisioning and Disposal’
The iterations have similar aims as the earlier described use case. They
aim at more (precise) results, a wider scope and generalization, easier
handling of the process run as well as handling questions that emerged
during the Iteration. They aim to improve organizational integration
and knowledge generation.
Interaction with the data should become more precise. Thus, new data
sources are added and integrated in order to improve the disposal of servers.
Conclusion ‘Server Provisioning and Disposal’ Below follow the actions taken as an itemized list, the results as a colored table, and the added values as a textual description.
Actions Taken
The following list provides an overview of the actions taken during the process run:
2. Data Management Phase:
- The need for DQ is brought to attention and its definition is under development.
- The templates to request a VM are consolidated.
- Verifying a new server before it is taken into operation is considered.
3,4. Visualization and Interaction Phase:
- Reports and visualizations showing the server provisioning and disposal were generated. They are sent to the stakeholders on a regular basis and audits are under
development. The state of the VM is verified via the dashboard.
- The process to provision a new VM was also updated. Combined scripts and a
template requiring less interaction were implemented to enhance the learnability and memorability of the process. Also the consistency and simplicity of the
process were under reconsideration and a simplification is planned.
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Results
The fulfillment of the requirements ( Fulfilled and Partially Fulfilled ) is shown in Figure 6.15 on page 188. The four Necessary Requirements KnowledgeGeneration, OMRAAu,

Figure 6.15: Fulfilled requirements ‘Server Provisioning and Disposal’
Documentation, and DataQuality are partially fulfilled. The requirements OMRAAu and
DataQuality are accomplished completely, whereas KnowledgeGeneration and Documentation are only partially fulfilled as is the Important Requirement Usability. The other four –
Specification, ProtectionGoal, Compliance, and Documentation are completely fulfilled.
The one NiceToHave Requirement VisualSecurity is accomplished completely.
Added Value
The most relevant improvements of this process run are:
- The integration of the data source vSphere data and the introduced DQ checks.
- The improvement and the revision of the process. The process is brought to the
attention of the stakeholders via discussions, allowing them to make it more consistent
and simpler.
- A data model and a documentation were generated.
- Reports and an overview that show the provisioned and disposed servers exist. The
basis to generate, use, and to distribute visualizations of the security state was laid.
- Making the deficits of the missing verification, approval, and data quality definitions
known. As a result of the reports, the need for approval before a new VM is taken into
operation is now being discussed.
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Further Iterations
One iteration could be the disposal of servers. A further iteration could handle the missing
approval and another one the adding of additional attributes.
The support of the process ‘Leaving Employees’ is designed in a further iteration. A
stakeholder-specific dashboard is generated for each sysadmin that shows all the servers
they administrate. A report of it is sent to each leaving employee and his or her superior
to make sure that they hand over the servers to their successor, or dispose of the server if
necessary. The leaving employee has to verify that each of the servers is cared for and also
report this to his or her immediate superior.
Further iterations should improve the DQ and optimize the process further.
For further iterations the following topics are exemplary:
- The missing approval of a VM that is taken into operation has to be addressed. For
example, this could be done by management authorization before a VM is put into
operation.
- Additional overviews are generated. This can be a report showing the running, the
suspended or shutdown machines, or a report showing the installation and update
status of VMware Tools within the environment. It can also be a report covering the
disposal of VMs.
- A training tool for IT operation tasks was designed that allows adding vSphere-specific
lectures that could improve the learnability of the process. It could be introduced into
the environment and the VMware sysadmins could be trained with this tool.

6.3 Use Case: ‘Server Monitoring’
The process run for the use case ‘Server Monitoring’ is described in the following. The
Initiation, the Question Phase, and the Data Management Phase will be described briefly.
The Visualization and the Interaction Phase are left out and further iterations will be named.

6.3.1 Initiate ‘Server Monitoring’
Various monitoring systems and tools have been introduced at the SDC
by sysadmins over the years since almost each organizational unit runs
its own monitoring. They include tools with another core functionality
but which are used for monitoring here and self-developed monitoring
tools, plus tools specifically introduced for monitoring.
The maintenance of these tools, their data basis, and usage varies, resulting in a highly varying quality of results.198
Environment
The stakeholders of this process run are IT operations personnel, IT security personnel, and
the management as well as customers using the services. The stakeholder description is
similar to that of the previous use case. The monitoring takes place during the Operations
198

As described in Chapter 4, Section 4.2.3 ‘Use Case: ‘Server Monitoring’’, starting on page 89.
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Phase of the SDLC.
Its main protection goal is to ensure the availability of the services which the monitored
servers provide.
The related security control in this case is ‘Ensuring Availability’.
Its CMMI maturity is initial and the monitoring tools apply visualization regularly.
The classification of the use case ‘Server Monitoring’ is shown in Figure 6.16.

Figure 6.16: Environment classification ‘Server Monitoring’

Requirements
Purpose. The monitoring should ensure the availability of the services. A service level and
required availability for each service should exist and the monitoring should enable quick
action in case of outages and also provide an overview of the environment to recognize potential problems proactively.
Deficits. The deficits of this use case are similar to the earlier described ones since a required
level of availability is barely defined for most of the services and not even a quality for
monitoring is defined. So overall, a definition of the purpose of each single tool and a
monitoring strategy are missing.199
Specific to this use case and most challenging is the missing definition of monitoring and
alerting quality for the tools in use. The availability of the monitored servers is unknown and
undefined. In case of a monitoring alert, the reaction and reaction times are also undefined.
Overall, the missing definitions set aside, most of the benefits of the monitoring are lost
because of the missing definitions.
The specification of the process, the functionality and the missing documentation are similar
to earlier use cases as well as the missing reporting, auditing, overview, and visualization
functionality of the security state. Interaction and interactive sorting, filtering, and exploration are not provided either and neither are the confidentiality of the monitored data or
its integrity protected.
These deficits lead to the requirements for the ‘Server Monitoring’ stated in Figure 6.17 on
page 191.

199

The deficits are described in the scenario analysis Chapter 4, Section 4.2.3.2, starting on page 91.
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Figure 6.17: Requirements ‘Server Monitoring’
Planned Actions
The following actions are planned to be carried out in this process run and its iterations:
- Defining monitoring goals such as availability loss, information security compromise,
or capacity bottleneck.
- Defining a monitoring and alerting quality for each monitoring goal.
- Defining and ensuring the required DQ, especially for the completeness, timeliness,
and accuracy of the collected data (metric).
The following actions are considered manageable in further process runs:
- Specifying the reaction to each monitoring event, its documentation, and training the
personnel accordingly.
- Filtering the monitoring results to minimize the flood of information the stakeholders
have to cope with.
- Providing interactive visualizations to support the stakeholders by offering the tools
for interactive exploration.
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6.3.2 Define Question ‘Server Monitoring’
The objective of this process run is to ensure the availability of the provided services, so the stated question has to support this. The starting
question would be “What is the availability of the servers?”. This question is highly dependable on the definition of which servers should be
available. Since this is undefined the question is simplified to: “Which
servers are up and running?” In further iterations questions could be
“Which servers have an outage?” or “What is the root cause of a service outage?”

6.3.3 Manage Data ‘Server Monitoring’
The usefulness of monitoring highly depends on the DQ of the data
sources used. Various data sources are combined in order to determine
and guarantee the DQ. The Linux CI DB data is used as an initial data
source in order to know which servers exist. It is enhanced with data
from vSphere, data from network scans, and ad hoc data such as runtime
pings. Knowing which state (such as running, maintenance, shutdown,
in disposal) the servers should be in is crucial for monitoring.200 Since these attributes do
not exist and their introduction failed for organizational reasons, the monitoring was not further inspected. A workaround with the additional data sources will be implemented instead.
The data sources vSphere data, network scans, and ad hoc data are described in the following.
Data Source: VMware vSphere Data is data from vSphere such as the name of the
virtual machine, its OS, its current state201 , IP address(es), and the status of the VMware
Tools. The data from the vSphere infrastructure is imported to the data management system via scripts on a daily basis.202
Data Source: Port Scans generate the data with which to identify reachable servers and
the services they are providing. Port scanners are tools that are easy to install and starting a
simple network scan is an easy task too. But to do this in a more structured manner requires
a comprehensive concept for deployment of several scanning machines, their operations, and
proper result processing.203
Port scans based on Nmap as a scanning tool are conducted from a distributed environment,
consisting of three scanners placed both internally and externally with a scanning scope
of almost fifty subnets and scan intervals of 12 hours. Their results are collected and forwarded to the data management solution where they are filtered and analyzed for further use.
Data Source: Ad hoc Data is data describing the current state of the machines such as
runtime pings or DNS lookups. This data is collected with scripts on the data management
system. It provides the current status and name of the machines.

200

‘Use’ and ‘Status’ are introduced as mandatory in Section 6.1.4, starting on page 172.
‘Powered On‘, ‘Powered Off’, or ‘Suspended’.
202
The data source ‘VMware vSphere Data’ is introduced in Section 6.2.3.
203
As Hommel et al. [67] described.
201
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6.3.4 Visualize, Interact, and Iterate ‘Server Monitoring’
No further action is taken on the monitoring topic until the status of the machines is known
and tracked. As it is not possible to define the level of monitoring quality at this moment,
visualization and further interaction steps are not useful.

6.3.5 Iterate ‘Server Monitoring’
The missing definition of the monitoring quality is also the reason for no further iterations.
Repeatedly defining monitoring quality and monitoring the states was suggested, but as it
has not been implemented as of yet and still under consideration, any further iterations are
put on hold until a definition exists.
Conclusion ‘Server Monitoring’ The actions taken are depicted as an itemized list. The
results are shown as a colored table, and the added value as a textual description as presented
below.
Actions Taken
The following list provides an overview of the actions taken during the process run:
1. Question Phase:
- The questions for this and further process runs were defined.
2. Data Management Phase:
- The relevant data sources were identified and acquired.
- The process run was put on hold until a definition of the monitoring quality exists.
5. Iteration:
- The missing definition of monitoring quality is documented.
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Results
The fulfillment of the requirements ( Partially Fulfilled and Not Fulfilled ) is shown in Figure 6.18.

Figure 6.18: Fulfilled requirements of ’Server Monitoring’
The eight Necessary Requirements Reaction, OMRAAu, Protection Goal (A), Documentation, DataQuality, OMRAAuQuality, Interactivity, VisualSecurity are at best partially
accomplished. OMRAAu, ProtectionGoal (A), Documentation, and DataQuality are partially fulfilled. The requirements Reaction, OMRAAuQuality, Interactivity, VisualSecurity
are not accomplished.
The five Important Requirements Specification, ProtectionGoal (I), Documentation, Utility, Usability are at best partially fulfilled as well. Specification, ProtectionGoal (I), and
Documentation are partially fulfilled and Utility and Usability are not fulfilled.
The three NiceToHave Requirements KnowledgeGeneration, ProtectionGoal (C), and VisualGuidelines are partially fulfilled at best. KnowledgeGeneration and ProtectionGoal (C)
are partially fulfilled and VisualGuidelines is not fulfilled.
Added Value
The take away of this process run is:
- The existing knowledge about the missing monitoring quality and its documentation.
It was shown that the definition of the monitoring quality is crucial for the topic and
that without it reporting and visualizing the monitoring is not useful.
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Further Iterations
Further iterations do not take place until the monitoring quality is defined which is not in
the scope of the Vis4Sec Process Framework.

6.4 Fulfilled Requirements Scenario ‘IT Operations’
Vis4Sec was applied to the use cases with the aim to fulfill the stated requirements. The use
cases – ‘Linux CI DB’, ‘Server Provisioning and Disposal’, and ‘Server Monitoring’ – of the
scenario ‘IT Operations’ have many aspects in common and so the requirements and their
fulfillment are considered all together for an overall view.
The requirements and their weight (Necessary, Important, NiceToHave) per use case are
shown in Figure 6.19.
The color coding represents their fulfillment ( Fulfilled , Partially Fulfilled , and Not Fulfilled )
after the described process runs and iterations.

Figure 6.19: Fulfilled requirements ‘IT Operations’ scenario
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This chapter continues with the instantiation of the Vis4Sec Process Framework stated in
Chapter 4 and describes the scenario ‘IT Security Management’. The first section starts with
the use case ‘Log Management’ and describes a process run for the medium-sized company
Medium-Sized-Company. The second section describes the use case ‘Patch Management’
where the handling of software patches and the update system for Linux servers at the SDC
is elaborated. The third section implements the use case ‘Vulnerability Management’ where
building a vulnerability management system at the SDC with a focus on the iterations is
elaborated.
The procedural model of this chapter is shown in Figure 7.1 and provides an overview of the
proof of concept Vis4Sec for ‘IT Security Management’ with the use cases ‘Log Management’,
‘Patch Management’, and ‘Vulnerability Management’.

Figure 7.1: Chapter 7: ‘Proof of Concept: IT Security Management’

7.1 Use Case: ‘Log Management’
Log files are crucial for troubleshooting and they provide insight into current events on the
IT systems. They are also a data source for multiple security cases, so log file management
is a good starting point for IT security management. In addition, it is also an example for
compliance related requirements.
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7.1.1 Initiate ‘Log Management’
In the following the log file management at the medium-sized company
Medium-Sized-Company is described. As in the previous scenario, this
use case, its description, and the approach taken are transferable to
other environments because the requirements for log management are
generic.
This use case describes the requirements from a management and compliance point of view instead of the approach typical for the other use cases which focus on
the security.204
Environment
The sysadmins at Medium-Sized-Company work in an environment typical for sysadmins
with interruptions high priority ad hoc tasks, work days not based on routines, and little
time for the accomplishment of tasks. In the last years, the company and with it the
infrastructure and IT have grown rapidly. Without a new approach that keeps track of the
ever expanding and changing devices, troubleshooting an IT incident is almost impossible.
Especially since no systematic approach for troubleshooting and Root Cause Analysis (RCA)
has yet been implemented.
The classification of the use case is shown in Figure 7.2. The main stakeholders of this use
case are IT operations, IT security, and management. The relevant ITSM process is security
management and the SDLC Phase is Operations. The protection goals are availability and
auditability, and the main security control is to fulfill DIN ISO/IEC 27001 A 12.4 ‘Logging
and Monitoring’ or CSC six ‘Maintenance, Monitoring and Analysis of Audit Logs’. The
CMMI maturity is initial and nothing has been visualized so far.

Figure 7.2: Environment classification ‘Log Management’

Requirements
Deficits. There is little knowledge about the log files themselves and almost none about how
to best use them in case of an incident. Common practice is to search for the log files on
each device and inspect them manually. In consequence, no preventive measures to detect
irregular patterns or unwanted behavior are taken. In some cases the meaning of frequent
204

As described in Chapter 4, Section 4.3.1 ‘Use Case: ‘Log Management’’, starting on page 92.
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log entries is unknown to the sysadmins. Furthermore, neither a log file policy nor central
logging exists. This is a compliance problem which is reflected in the audit of the DIN
ISO/IEC 27001 certification.205
The requirements are shown in Figure 7.3.

Figure 7.3: Requirements ‘Log Management’

Planned Actions
The following actions are carried out in this process run and its iterations in order to minimize
the previously described deficits and to ensure compliance with the main protection goals,
availability and auditability.
- Implementing a log management solution that acquires log files and makes them searchable. This should be implemented at least for the critical devices.
- Analyzing the log files to enhance the troubleshooting capabilities for incident and
error handling.
- Teaching the sysadmins how to set up and maintain the log management solution.
The following actions are considered manageable in further process runs:
- Teaching the sysadmins how to handle and analyze the log files and how to use them
in a beneficial way.
- Generating a management overview over the IT and information security status of the
organization.
The following actions are brought to attention but cannot be handled during process runs
of Vis4Sec. Not manageable in process runs or out of scope:
- Defining a logging policy that is in accordance with data protection laws.
- Fulfilling the requirements of the DIN ISO/IEC 27001 norm A 12.4 ‘Logging and Monitoring’.

205

The deficits are described in the scenario analysis Chapter 4, Section 4.3.1.2, starting on page 93.
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7.1.2 Define Question ‘Log Management’
The topic thriving this process run stems from measure A 12.4.1 of the
DIN ISO/IEC 27001 norm: Setting up a monitoring system and generating consolidated reports concerning system security. This is simplified
with the implementation of a log management solution and exemplary
system security reports whereas system security is simplified to availability and auditability.
The initial question to ensure availability is: “How can the availability of critical devices
be enhanced?” The initial question to ensure auditability is: “How can events concerning
information security be generated, recorded, kept, and audited on a regular basis?”
Both questions will be simplified in the following process run to the most relevant devices
and prototypical reports.

7.1.3 Manage Data ‘Log Management’
Similar to the Data Management Phase of the first use case of the previous scenario, the Data Management Phase initiates the DMP which
manages the complete life cycle of the collected log files for the whole
organization. The key stakeholders, the IT operations personnel (sysadmins), and the management are interviewed in order to identify the
necessary data sources.

7.1.4 Define Data Model
The data sources to begin with are the Linux server
syslog and the Cisco Adaptive Security Appliance (Cisco
ASA) syslog. Additional data sources are the Microsoft Windows event log, ESXi server data, application log files, Network Attached Storage (NAS) data,
and authentication data.
The data model of the initial data sources is only shown schematically in Figure 7.4.
They are defined in detail by the CIM postulated by the DMTF and introduced in detail in
Section 2.3.1, starting on page 22.

Figure 7.4: Data model ‘Linux Server Syslog’ (left) and ‘Cisco ASA Syslog’ (right)

200

7.1 Use Case: ‘Log Management’

7.1.5 Acquire Data
The acquisition of the data is similar to earlier ones as
described in the use cases for IT operations.206 The
main differences are that the IT infrastructure in this
use case is easier to manage because it is less complex.
It is easier to implement, because it can be built up
from scratch, instead of an existing input that has to
be integrated and that lacks relevant attributes such as DQ. In a prototypical setup the data
is sent to a central log management solution.
The infrastructure for collecting the log files is implemented and data is gathered from the
following sources:
– Firewall data from the Cisco ASA.
– Virtualization data from the ESXi servers.
– Storage and backup data from the NAS.
– Server syslog data from Linux and Windows servers.
– Authentication data from infrastructure servers such as VPN, DHCP, and DNS.
– Application data from important services such as DHCP, DNS, domain controllers,
email, Microsoft SharePoint, and web servers.
Data Source: Log Files Log files provide information about actions, track changes, and
they provide information about previous events on a system.207 The log files of the systems
are collected in near real-time and they are aggregated in one system, which allows to analyze
and manage them centrally.

7.1.6 Process and Analyze
In this phase, a content-oriented conversion and transformation of the data takes place. The data is tokenized, parsed, normalized and analyzed, first manually and later via scripts.
These steps are described below.
1. Tokenizing. In most cases, the tokenization and the spacing is correct either as one
line events such as the Cisco ASA logs or multiline events such as the windows event
logs. In some cases, the authentication log from the Linux syslog-specific lining had to
be defined.
2. Parsing. The automatic parsing does not work for most syslog files and so the fields
are not annotated correctly. A new parsing for relevant fields is defined to capture
events of interest.
3. Normalizing. In some cases, a corrupt cron job and incorrect language settings led to
broken log entries. Those are corrected to create a consistent representation.
206
207

Described in Section 6.1.5, starting on page 173.
They are introduced as a data source in Chapter 2, Section 2.3.2.1 ‘Data Source: Log Files’.
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4. Analyzing. The log files are analyzed in a step by step approach, starting with availability that can be managed proactively. In this context, availability and auditability
are the main protection goals. The log files provide valuable information about poorly
set up servers, applications and about incorrect settings that could cause service outages. First, logged errors, failures, and warnings are analyzed. Then the most common
and uncommon events are analyzed.
Cisco ASA and Server Syslog
The Cisco ASA syslog is analyzed. The Cisco ASA has a very high log volume of over 3.6
million events per day, but more than five percent stem from an error that points to a SYN
flood attack, an incorrect route, or poorly configured VPN settings. After some analysis,
the sysadmin in charge comes to the conclusion that the most probable cause is an incorrect
routing and initiated its correction. During this it comes to our attention that no mitigation
for a SYN flood attack is in place.208
This makes the log volume less extensive, easier to handle, and overall troubleshooting easier.
Figure 7.5 shows the top four categories of log entries from the Cisco ASA over one day.

Figure 7.5: Top four categories of Cisco ASA syslog
The result for other log files is similar. For example, in each of the logs errors are common
which are unknown to the sysadmin and so after the analysis, he or she is informed about
the issue. Errors that are known to be irrelevant were marked and excluded from further
analysis too.
Another example is a sequence that could not be parsed correctly and where further analysis
revealed two unnecessary cron jobs as the cause. They had to be deactivated and it led to
the idea of keeping track of the scheduled tasks (cron jobs on Linux servers) which could be
the reason of errors or uncommon behavior, and also where simple malware manifests itself.
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A SYN Flood exploits a vulnerability in the TCP/IP handshake in an attempt to disrupt a web service.
This is done by repeatedly sending initial connection request (SYN) packets. That way the attacker is
able to overwhelm all available ports on a targeted server machine, according to Cloudflare [26].
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7.1.7 Ensure Data Quality
The consistency of the data input and its DQ are ensured in the following way. It is monitored with a
general overview, the devices which are logging and
the amount of logged data are also monitored. This
report is generated and distributed to the stakeholders – security personnel and IT management – on a
regular basis. The data input is guaranteed with an overview of the data sources that are
logging and defined alerts for the sysadmin.
For example, if a log source stops sending data for more than ten minutes an alert is triggered.
To verify the completeness of the logging regular reports are sent to security personnel, DQ
checks of the collected data take place, and IT management receives regular reports on the
progress of the logging, its DQ, and improvements of the IT infrastructure.
The log entries are used as a trigger for improvement while the reasons of errors and warnings are remedied. The quality of the log files is improved by minimizing errors, failures,
warnings, and removing unnecessary log entries. This makes it easier to handle them, saves
storage and time in case of troubleshooting.
Regarding the data protection requirements – data sparsity and specified purpose of the
data collection – this is also relevant. This makes it possible to know what kind of data is
contained in the log files. Hence, the relevant parts can be separated from irrelevant parts,
and data with personal information is identified and can be handled according to its specific
requirements.

7.1.8 Dispose or Reuse
The data is collected in various indexes with finegranular manageable reuse, disposal and access policies.
Personal (data protection) and raw data (space) are
disposed of in a sliding time window according to the
organization-specific policy.
Metadata and statistical data are kept for comparisons over time.
Preserve and Give Access
When starting this process run, the data on the servers and appliances is collected and kept
and log file rotation is only implemented partially. As one result of the process run, it is
defined how long the log files are kept on the servers and where log file rotation has to be
implemented. The data acquired for the analysis on the Splunk server is managed according
to the organization wide policy.
Access is provided to security personnel and IT management by the sysadmin according to
the policy. The access is granted on the need-to-know principle and technically implemented
via the Role Based Access Control (RBAC) implementation of Splunk. Personalized accounts
for sysadmin and user accounts for the other users such as IT management and security
personnel exist, together with audit accounts that can only use and see aggregated forms of
the data.
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Automate
The data acquisition, the installation of the forwarders, the searches, and the alerts are automated. A prototypical search for duplicate device logins and support for a troubleshooting
activity is described below.
Duplicate Device Logins
A screenshot showing duplicate device logins over one hour is shown
in the figure on the right. A device, which is logged into two different subnets at the same time,
causes problems as suspected by
Figure 7.6: Duplicate device logins
the sysadmin.
Therefore, the log files of the DHCP server are searched for devices logged in into two subnets at the same time and this is presented as a list to allow the sysadmin to verify his or her
hunch. This first approach should be done after some time of usage. A screenshot showing
duplicate device logins over one hour is shown in Figure 7.8.
Troubleshooting Activity
When starting this process run, in case of an incident the sysadmins log in on servers and
devices probably failing or suspected to be related to the incident. The CLI is used to search
and compare the log files manually.
As another result of the process run, the log files are collected at one place and can be
accessed and searched at the same time on one tool. This also makes correlating events
possible, enhances the troubleshooting capability, and makes building up a problem database
possible. A definition of troubleshooting procedures is initiated after the log management is
taken in production.

7.1.9 Visualize ‘Log Management’
After the data is managed, the Visualization Phase
starts. When visualizing the log files, the two goals
in mind were to make the availability of the services
more visible and to enhance the auditability of IT operations.
Availability
A generated dashboard visualizes the overall errors, failures, and warnings classified by
criticality, category, and per device. It also provides an overview over time with the goal
to minimize the number of errors over the year. For some critical errors an email alert is
triggered allowing for a prompt reaction.
Furthermore, a knowledge database is built to develop an overview of emerging errors, to be
prepared in case of an error that emerges again, and also to train new personnel.
Therefore, each solved issue is documented for further reference.
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Auditability
For auditability purposes, the devices that have to log are compared to the devices that are
actually logging. This is visualized in a timeline in order to provide a quick overview of
the implementation and the coverage of the log monitoring. This overview is extended and
completed with less critical systems in further iterations.
In case of single devices logging much more (or less) than usual, alerts in form of email
notifications for the sysadmins are triggered. They are also generated when the logging
stops completely. An overview of the warnings is also shown on a dashboard.
Devices that send no logs for a week or longer are reported to the security personnel, who
monitor the log management and can remind the sysadmins in case of an overseen error.
Days with missing logs are part of the regular management reviews.

7.1.10 Interact ‘Log Management’
The regular reviews by security personnel and IT management are a
central part of the Interaction Phase. They ensure the proper implementation and development of the log management. They do not only
ensure the logging but also guide its refinement and continual improvement. This is initiated with basic reports and enhanced over time by
more sophisticated, more detailed, and more fine-granular reports.
A monthly overview for the security personnel is generated, a six-monthly review for IT
management, and a yearly meeting with IT management takes place. They motivate the
sysadmins in the generation of knowledge for the administration and usage of the log server
and they also ensure the auditability of the log server.
The interaction is also supported as the fast access to log files over many systems makes
communication amongst the sysadmins easier, because they have time to exchange information and analyze the log files in cooperation instead of hopping from system to system
during their troubleshooting approach.

7.1.11 Iterate ‘Log Management’
The process run for ‘Log Management’ supports management commitment, the log file management infrastructure was implemented, and the
sysadmins were trained to maintain the installation.
In further iterations, the infrastructure can be used to improve the troubleshooting process, enhance the proactive log management, and use
cases derived from the log files such as implementing the monitoring
of (privileged) accounts and logins. The latter will be described briefly as an exemplary
iteration.
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Conclusion ‘Log Management’ The actions taken are shown as an itemized list. The
results are shown as a colored table and the added value is a textual description.
Actions Taken
The following list shows an overview of the actions taken:
0. Initiation:
The stakeholders and the functionality were specified.
1. Question Phase:
The stakeholders were interviewed.
2. Data Management Phase:
- A central syslog server was installed as a log file management solution.
- Appropriate data was defined, collected, and analyzed.
3. Visualization Phase:
- Dashboards and overviews were designed and implemented.
- Design guidelines and visual perception were used when generating visualizations.
4. Interaction Phase:
- Awareness for the relevance of log file management and its utility was generated.
- Knowledge was generated as the sysadmins were trained to maintain and use the
log file management solution.
- Management was trained on values to act upon and KPIs were defined.
- Regular reviews were installed.
- Alerts were defined.
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Results
The fulfillment of the requirements ( Fulfilled , Partially Fulfilled , and Not Fulfilled ) is
shown in Figure 7.7. The two Necessary Requirements OMRAAu and Compliance are fulfilled.
The two Important Requirements KnowledgeGeneration and Proactivity are both partially
fulfilled.

Figure 7.7: Fulfilled requirements ‘Log Management’

Added Value
The most relevant improvements made in this process run are:
- The enhanced troubleshooting capability and in more general the more manageable IT
operations as a result of the central log management system.
- The implementation of ‘Logging and Monitoring’ to fulfill the DIN ISO/IEC 27001
compliance requirement.
- The knowledge and awareness for the topic logging together with written policies for
the Log management, including data retention.
- The overview of devices and the initiation of a process to stepwise refine the results
and gather more knowledge and improve the searches and monitoring.
Further Iterations
Further iterations are monitoring logins and analyzing the log files in more detail to make
them a source for proactive error handling. The improved knowledge about the log files
could stop the bad practice of claiming that errors which cause no system outage are not
relevant because the system is running and working anyway.
So, remedying them or at least documenting them should be the result of a further process
run. They either require resources, endanger stability, or complicate the troubleshooting
process in case of an outage as it is not obvious which of the errors is the cause.
They are also a good starting point to get familiar with the log files and the systems producing
those log entries which is crucial not only in case of an error but also for well maintained
operations.
The iteration for the monitoring of logins is briefly described below.
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Monitoring of Logins The collected log files (syslog and auth logs) can also be used to
monitor logins and to develop an overview of the use of administrative and personalized
accounts. The events of the Linux syslog and auth data are processed line by line. Each
token is separated either by a space or a keyword such as ‘from’, ‘by’, or ‘for’ in case of
authentication events. The events start with a timestamp, the FQHN, and the process
triggering it, followed by a detailed description.209 For each relevant event the fields of
interest are tagged to allow searching and evaluating them. Those fields of interest are
combined to allow an overview over all logging servers.

Figure 7.8: Monitored logins
The analysis starts with the categorization of the processes into relevant, partly relevant,
and irrelevant for system access. Exemplary relevant processes are the ‘login’, the ‘sshd’,
the ‘su’, the ‘sudo’, and the ‘systemd-logind’. Partly relevant processes are ‘cron’, ‘chage’,
‘groupadd’, ‘useradd’, and ‘usermodd’. Irrelevant processes are ‘adcli’, ‘chfn’, and ‘smbd’.
They are visualized in an overview dashboard which is exemplary shown in Figure 7.8 on
page 208. A report could be generated, but in the first iteration the sysadmins did neither
show interest in the overview nor did they want to provide access for security personnel to
the dashboard for monitoring purposes.
Hence, the initial report is sufficient the further development of the use case was stopped,
but it could be reinitiated anytime.
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7.2 Use Case: ‘Patch Management’
This use case describes the visualization for the security process run ‘Patch Management’
that identifies and inspects servers which do not receive software updates. This process
run focuses on the central Linux server update management system of the SDC the higher
education data center described earlier.
After its initiation, the process run for the update management simplifies the second CSC to
a more manageable question; afterwards the data sources ‘Update Scans’ and ‘Organizational
Data’ are introduced and their DQ is ensured. Then, the first interactive dashboard for the
security practitioners is developed.
This aids in deciding on further visualizations and additional stakeholders, for example,
system administrators who receive the visualization.

7.2.1 Initiate ‘Patch Management’
The use case ‘Patch Management’ takes place at the SDC and initially
briefly develops an understanding of the environment. It follows the
Vis4Sec scheme; the description is shortened and only highlights are
described and depicted to avoid repetition. The self-written tools the
patch management depends on are introduced, including its heterogeneous setup in comparison to the size of the organization.210
Environment
The environment is the higher education data center SDC which provides more than 70
information and communication technology network services for institutions connected to a
scientific network.
This network internally operates more than 130 server subnets to which more than 2,500
servers are connected. The servers are administrated by more than 70 operating system
administrators with a different amount of servers to maintain alongside their other tasks.
The default policy is to patch servers on a daily basis. Over more than ten years various
update scripts have been developed by various employees. Those scripts track the updates
and notify the sysadmins via a single email for each update for each of their servers. This
environment is an overall complex and continuously changing setup and little knowledge
about the servers in question and their probable patch state exists.
The classification of the use case is shown in Figure 7.9.
The stakeholders of this process run are IT operations and IT security.
It takes place during the Operations Phase of the SDLC.
The main protection goals are availability and integrity.
The third CSC ‘Continuous Vulnerability Assessment’, requiring the deployment of an automated patch management system, has to be met.
The maturity level of the update process is managed and visualization is only partially used
in the current setup.
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As described in Chapter 4, Section 4.3.2 ‘Use Case: ‘Patch Management’’, starting on page 95.
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Figure 7.9: Environment classification ‘Patch Management’
Requirements
Purpose. The use case ‘Patch Management’ should support the fulfillment the second CSC
‘Inventory and Control of Software Assets’.
Deficits. Similar to the use cases described earlier, the specification of functionality, its documentation, and the patching processes are not present. The monitoring, reporting, alerting,
auditing, overview, and visualization functionality is missing in general and especially for the
security state. Interaction with and interactive filtering of the update results is left out, and
the confidentiality and integrity of the patch levels is not protected. The deficits specific to
this use case are: A lacking definition of the patch level which makes it hard to prioritize the
urgency of a patch and the risk of a missing patch. The omission of verification whether the
updates were successful or not, so software packages, new kernel versions and even service
packs are not installed with blanket coverage. The software on a percentage of the servers
is out of date, sometimes even without the knowledge of the sysadmins.211
The requirements are shown in Figure 7.10.
Planned Actions
The actions planned are a stakeholder-specific up-to-date status of the patch state of the
servers in production and an overview of their patch state over time. It includes an annotation of the results with organization-specific information and its stakeholder-specific
visualization and distribution. This should lead to up-to-date systems and, in consequence,
to an enhancement of the organization’s security level.
The following actions are planned to be carried out in this process run and its iterations:
- Specifying and documenting the functionality of the patch management and the update
process.
- Collecting data about the installed OSs, kernel versions, applications, and their versions
of each server.
- Providing an overview of the installed OSs, its version, and update state.
211

The deficits are described in the scenario analysis Chapter 4, Section 4.3.2.2, starting on page 97.
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Figure 7.10: Requirements ‘Patch Management’
- Enhancing the awareness about the sensibility of the update process. Especially for
the authenticity and integrity of the installable software packages and their potential
unauthorized modification.
- Measuring the number of outdated OS, kernel versions and applications.
The following actions are considered manageable in further process runs:
- Generating monitoring, reporting, alerting, auditing functionality in general and specifically of the security state.
- Tracking target goals for patch states, patching times, and the handling of exceptions.
The following actions are brought to attention, but cannot be carried out during process
runs of Vis4Sec.
- Defining and implementing target goals for patch states and patching times such as
KPIs for the number of outdated OS and kernel versions and outdated applications.
- Defining and implementing the handling of exceptions.
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7.2.2 Define Question ‘Patch Management’
The question thriving this process run is derived from the second CSC
‘Inventory and Control of Software Assets’. The question is simplified
for a prototypical and easier to handle view to “What is the installed
OS and update state of each Linux server?”
In a further iteration, the question could be: “What is the installed
software and version of each server?” With the data center in focus,
each system is patched by default, so the questions are: “Does the patch management tool
automatically update the operating system and software of all systems?” and a basic security
metric is raised by asking: “What percentage of the organization’s servers are being covered
by the enterprise patch management technologies?”
The metrics to measure the implementation level of the patch management system are stated
as the two following values:
- Percentage of servers that should be covered by this update system (percentage of the
Linux servers of the organization’s servers).
- Percentage of the Linux servers covered by the update system (percentage of the organization’s Linux servers covered by the update system).

7.2.3 Manage Data ‘Patch Management’
Data about the centrally installed software packages on the Linux servers
is collected in order to receive an overview of the software assets. This
is a lot of data and it should be sufficient for the proof of concept.
In a further iteration, it can be enhanced with data about running
software, data about additional OS or manually installed software and
docker installations. The daily package list stems from the installation
servers, which also perform the software updates.
The data is collected, the files on the update server are parsed, and additional data about the
installed software packages is generated. The results are sent to the data management system where they are analyzed, visualized, and made available to the sysadmins and security
personnel.
The data model of the Linux CI DB server is enhanced with an attribute to track the state
of the updates and to provide additional information. Figure 7.11 shows the add-on to the
data model. The data from daily update scans is created, organizational data of a server
configuration management database is collected and prepared.
Data Source: Update Scans are the data from the centralized update management system
which is acquired on a daily basis. They are imported into the data management system
where they are stored and processed. Thus, the data is managed according to organizational
preservation, access, and disposal requirements.
The update scans work by having each server individually extract information about new
updates on a daily basis. During this interaction, the OS version and a software package list
of the server is generated and used as update scan data.
The responsibilities in this setup are widely spread because different organizational units
are responsible to maintain the OS, the kernel, or the software components. Thus, various
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Figure 7.11: Data model ‘Updates’
contacts for each machine exist which bears the challenge on how to distribute the results.
The organizational data as introduced in the following is added to support filtering and
distributing the results for the stakeholders.
Data Source: Organizational Data is almost static, e. g., basic information about a
device such as its IP address, the system administrator’s name, and the organizational unit
operating it. This information is extracted from an organization-wide CMDB.212
It quickly became obvious that its DQ is unreliable, but high quality is crucial to provide
useful results. This makes additional measures necessary.
The Data Quality is ensured for the relevant dimensions of DQ: Uniqueness, timeliness,
validity, and consistency. In the CMDB, each server entry has a static, manually curated
entry ‘System Administrator’. This entry is relevant to knowing who has the operational
responsibility for the updates and who can correct errors in case of the server missing out
on updates. The most important finding is that the sources are inconsistent internally as
well as externally when correlated.
To ensure that the ‘System Administrator’ is still actively employed, this entry is correlated
with Lightweight Directory Access Protocol (LDAP) directory. In addition, to distribute
the resulting reports, it is necessary to have an up-to-date email address. This entry is also
obtained by the LDAP matching. The comparison reduces the invalid contacts and email
addresses from the manually curated data and decreases the effort to distribute the reports
significantly. Only one seventh of the initial recipients has to be checked manually, even
fewer in the following runs of the process.
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The data source ‘Organizational Data’ is introduced in Section 6.1.4, starting on page 173.

213

7 Proof of Concept: IT Security Management

7.2.4 Visualize ‘Patch Management’
This phase visualizes the patch management by generating an overview of the managed servers and their
patch management status.
The resulting dashboard is also filterable by networks,
stakeholder groups, and periods. An early version and
a further developed version of it are presented.
The dashboard provides an overview
and offers analysis of servers without updates. An early version of a
dashboard that displays the servers
with outdated configuration information from Linux CI DB is shown
in Figure 7.12.
Figure 7.12: Not centrally patched Linux servers
It can be filtered and supports security practitioners by giving them a glimpse on potential vulnerable servers, servers that
are probably misconfigured, forgotten servers, or servers that have to be disposed of.
Interactive Visualization of Patch Management Data
A further developed version of the dashboard is depicted in Figure 7.13.
The interactive visualization makes patterns visible and its structure follows the Shneiderman’s Information Seeking Mantra:
“Overview first, zoom and filter, then details-on-demand.”

Ben Shneiderman

The dashboard tracks servers without updates in the Linux CI DB data and supports the
sysadmin and security personnel figuring out what went wrong. Reasons for the missing
updates are that the servers are down, that the severs have a FQDN differing from the one
in the Linux CI DB, or that the update has been canceled (by mistake or on purpose). The
additional data stems from a ping and a DNS lookup.
This dashboard provides a timeline for servers where patching does not work as it is supposed
to. This visualization is chosen to demonstrate the development and to provide a measure
for change over time. The tables provide the detailed context and the required information
to act and either trigger the update again, dispose of a server, fix an error, or document an
exception. The exceptions are reviewed on a regular basis and they are also confirmed by
the IT management at least once a year.
Overview first Figure 7.13 is a cutout of the further developed dashboard.
It provides an overview of the panel ‘Time’ which has filtering functionality and a time slider.
It then offers a zoom into the specified period, allowing for a closer inspection. In the panels
‘Selected’ and ‘Changes’ details are provided.
The panel ‘Time’ visualizes the number of servers (y-axis) without update over time (x-axis)
on a granularity of days. Servers that are updated daily and pose no risk to security, in
terms of the application of updates, are filtered and not displayed in this visualization at all.
A stacked time chart, inspired by flame charts, represents the change over time and shows
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Figure 7.13: Security practitioners dashboard: Linux servers that are not centrally patched
the days without update. A server that receives no updates for 1 to 6 days is yellow, after
7 to 29 days it sinks into the next layer and becomes orange. Between 30 and 100 days
without update it again sinks to light red and when it has not received updates for more
than 101 days it reaches the bottom – shown in dark red. The choice of color is from the
same color scheme and reinforces the urgency to act with the gradual changes of the color
from yellow to dark red.
This dashboard also shows which servers were revived, deleted or dropped out of the update
system in the selected time span. The time span can be filtered by subnet, IP address, FQHN
or sysadmin. This allows it to send the filtered dashboard to the responsible sysadmin or
organizational unit leader. The example shown has a time span from January 2019 to
November 2019 and displays one subnet.
It is a stacked time chart with four time spans that color the results according to their age
and attributes. It provides filtering functionality and time sliders.
The table provides information about the servers, the days since they have been revived,
deleted, or dropped out, the FQHN, the ‘System Administrator’, the description of the server,
and if it is currently running (ping). Real data in a productive environment is visualized
and more than one sixth of the Linux servers shows up with update deficits.213
The visualization informs about changes and probable misconfigurations. They are the basis
for stakeholder-specific reports. This dashboard functions as a viewing tool; it is used to
explore the data and extract areas of interest for stakeholder-specific reports.
In most cases, the security practitioners choose the content of the visualizations because of
their expert knowledge and professional interest.
Zoom and Filter To inspect a time span of interest and to research the displayed servers,
a zoom function – in form of a time slider – is provided.
213

The following examples present only parts of the data.
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The panel ‘Selected’ on the left side of the visualization zooms into a selected timespan,
which allows to see details about a time range.
The entries of the dashboard can be filtered by IP address, FQHN, and sysadmin. Entries
for the filter criteria start with the most frequent ones and wildcards can be used.
Details on Demand The panel ‘Changes’ provides information about the selected timespan.
It consists of the three tables ‘Revived’, ‘Deleted’, and ‘Dropped Out’, which show the Days
without update, the sysadmin, and the FQHN. Clicking on the FQHN starts a drill down
search which displays the information in the original data source.

7.2.5 Interact ‘Patch Management’
During the generation of the visualization, continuous interaction with
the stakeholders IT operations and IT security takes place and feedback is taken into account. This has led, amongst others, to changes
in the color scheme, the fields selected for display, and the correction of
incorrect update settings.
The interaction with the stakeholders took place similar to the interaction of the previous use cases. It consisted of discussions, interviews, feedback on the
searches and dashboards, and the distribution of reports on a regular basis.

Figure 7.14: Reports about patch states
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Figure 7.14 shows reports for sysadmins.
They are an example for the organizational
interaction, which is built on the results of
the interaction with the data and the technical implementation. The report identifies
servers that have had no updates for a long
time (dark red). They should either be updated, disposed of, or handled as exceptions.
It further lists servers that dropped out of
the automated update a short while ago (orange); those should be investigated because
there probably is a technical issue such as a
misconfigured update, an overfull root partition, or a kernel panic.

7.2 Use Case: ‘Patch Management’

7.2.6 Iterate ‘Patch Management’
The Iteration starts with the conclusion of the process run, then shows
one iteration in detail and finally names some further iterations. In order
to receive the required information for a prioritization of which systems
to patch first the process run is expanded.
The following iterations will be briefly described after the conclusion:
‘Reachable services on unpatched systems’,
‘Notification with fewer Emails’, and ‘Improvement of the Visualization’.
Conclusion ‘Patch Management’ The actions taken are shown as an itemized list. The
results are shown as a colored table and the added value is a textual description.
Actions Taken
The following list provides an overview of the actions taken during the process run:
- The data model was enhanced with data informing about the updates.
- The installed OS version, kernel versions, and software packages were collected, stored,
and made searchable and filterable.
- Overview, visualizations, interactive filtering, sorting, and exploration capability for
the patch status was generated.
- Many discussions about the update process and its design were held and those enhanced
the sensibility of the sysadmins, their superiors, and security personnel.
- Servers were updated or even disposed of as a reaction to the reports sent. A metric
was raised that counts servers without update over time, with an unsupported OS, and
servers with an outdated kernel.
Results
The six Necessary Requirements Specification, OMRAAu, Compliance, Documentation,
DataQuality, and Interactivity are partially fulfilled. OMRAAu, DataQuality, and Interactivity are fulfilled and Specification, Compliance, and Documentation are partially fulfilled.
The four Important Requirements KnowledgeGeneration, ProtectionGoal, Utility, and VisualSecurity are partially fulfilled. KnowledgeGeneration, Utility, and VisualSecurity are
fulfilled, and ProtectionGoal is partially fulfilled.
The two NiceToHave Requirements Usability and VisualGuidelines are also partially fulfilled.
VisualGuidelines is fulfilled and Usability is partially fulfilled as it is divided into ‘Update
process is simple’ which is not fulfilled and ‘Visualization is designed consistent’ which is
partially fulfilled.
The fulfillment of the requirements ( Fulfilled , Partially Fulfilled , and Not Fulfilled ) is
shown in Figure 7.15.
Added Value
The most relevant improvements made in this process run are:
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Figure 7.15: Fulfilled requirements ‘Patch Management’
- The patch management and the update process are specified and documented.
- Data about the OSs, kernel versions, and applications is initially collected and its
collection is automated.
- An overview of the installed OSs, kernel versions, and their update state, including
metrics for them, exist.
- Awareness about the sensibility of the update process and the used data has been
generated.
- The security state is visualized and organizational knowledge is generated. Visualizations of systems that are out of date exist and they are distributed on a regular
basis.

7.2.7 Further Iterations
Further checks are initiated about whether the server should be updated, an update is scheduled, and how exposed the server is in terms of reachability. It only alerts the stakeholders
when there is a need for action. This aims at getting an understanding of the urgency of the
updates minimizing the number of false positives. It is described in the Iteration below.
Reachable Services on Unpatched Systems The question is redefined in order to provide
data for the prioritizing of the systems without updates. It should provide detail on the
reachability of the servers from outside of the organization and their attack surface. This is
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done according to CSC nine and the new question is simplified from: “What are the open
ports, protocols and services with validated business needs running on each system?”
For now the business need, the protocols, and services are set aside to get a more practicable
starting point and the outside reachability is added. Thus, the resulting question asked is:
“What are the externally or internally open ports reachable on each system?”

Figure 7.16: Security practitioners dashboard: Systems with reachable HTTPS
In this iteration, data from port scans is used, the quality of the data is ensured, and it is
correlated with the organizational data.
Data Source: Port Scans generate the data with which to identify reachable servers and
the services they are providing. In this scenario a port scan setup is used based on Nmap
and a scanning scope of almost fifty subnets.214
The results of the port scans are combined with the organizational data about the Linux
machines. This overview supports the security practitioners to identify exposed servers,
and provides the information to seal them off if necessary and in consequence, minimize
the attack surface of the organization. It also makes it possible to identify reachable and
probably affected machines in case of a newly disclosed vulnerability.
An interactive, filterable dashboard that shows externally reachable servers is generated.
This reduces the data the stakeholder has to cope with and makes identifying machines
providing vulnerable services for further investigation possible.
Figure 7.16 displays systems providing a web service on port 443 and the subnets where
most of them are operated in. The filters are visible in the top row, the overall result in the
middle, the most exposed subnets on the left, and details about each system on the right.
The pie chart on the left highlights the most exposed subnets and provides an orientation
which administrator to contact first, as it represents the subnets with the most reachable
systems. They are correlated with the results from the previous iteration.
The result is a smaller subset to investigate with high priority and it is distributed among
the stakeholders.
Additional iterations with refined questions or redefined questions are planned. Examples
are:
- “Are the software versions used still supported by the vendor?”
- Prioritization of each update.
- Notification with fewer emails.
214

The data source ‘Port Scans’ is introduced in Section 6.3.3 ‘Manage Data’, starting on page 192.
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- Improvement of the visualization.
- Correlation of software package data with CVE data and CVSS scores.
- Correlation with vulnerability data – described in the use case ‘Vulnerability Management’.
It is briefly shown how combined emails could make the notifications easier to manage and
how the visualization is improved.
Notification with fewer Emails A side-benefit of the interaction with the sysadmins is a
simple solution to minimize the email load.215
Figure 7.17 shows a prototypical implementation for one customer. The server emails which
are sent twice a day for each server are combined for all their servers. The sysadmins have
a better chance of receiving valuable information because of the smaller amount of emails.

Figure 7.17: Improved update emails

Improvement of the Visualization After some use the visualization is revised and the four
categories are reduced to three timespans one for one month (yellow), the second to between
one month and half a year (orange), and the third for servers without updates for more than
six months (dark red).
This makes the visualization easier to grasp and even more importantly, the use over time
showed that the category in between is pointless because in most cases the updates are
missed for only a short period in time (yellow) or the updates are scheduled on a timely
basis (orange) or the patching schedule does not exist or is broken (red).
In addition, the depicted time span is reduced to one year and aggregated data for the last
year to generate a yearly report is kept as well. The remaining data is deleted according to
data retention. The revised visualization is demonstrated in Figure 7.18.
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Described in Section 4.3.2.1, starting on page 97.
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Figure 7.18: Improved dashboard: Linux servers that are not centrally patched
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7.3 Use Case: ‘Vulnerability Management’
This section describes a process run of Vis4Sec for ‘Vulnerability Management’.
During this process run, a vulnerability management process is defined and a tool is developed. The information about installed software on each server is correlated portscan and
vulnerability data. In consequence, it provides details about the actual vulnerabilities of
each server regarding its software state. This is the information necessary to inform the
sysadmins about a vulnerable software package on their servers as a basis to act accordingly
and either patch the concerned software or remedy its possible effect.
The tool is developed and improved over many iterations. During one iteration portscan
data is added, during a further iteration the elimination of false positives is implemented
and during another one vulnerability scan data is added.

7.3.1 Initiate ‘Vulnerability Management’
The use case ‘Vulnerability Management’ takes place at the SDC and the
environment is briefly introduced. The process run follows the Vis4Sec
scheme, builds on the preceding use cases, and is similar to them.
For example, most of the data has been acquired and analyzed in the
preceding use cases. Specific for this use case is the vulnerability data,
the newly developed tool and approach to vulnerability management.216
Environment
The environment is once more the SDC and the description from the previous use cases,
especially 7.2.1 ‘’ holds true for this case as well. The stakeholders are IT operations, IT
security personnel and IT management.
The process run takes place during the Operations Phase of the SDLC.
The main protection goals are availability, confidentiality, and integrity.
The security control to implement is CSC three ‘Continuous Vulnerability Management’.
The maturity level of the vulnerability management is managed and there is no current use
of visualization.
The classification of the use case is shown in Figure 7.19.

Figure 7.19: Environment classification ‘Vulnerability Management’
216

As described in Chapter 4, Section 4.3.3 ‘Use Case: ‘Vulnerability Management’’, starting on page 98.
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Requirements
Purpose. The goal of this process run is to initiate vulnerability management that is vividly
practiced. This is done by only notifying IT operations personnel when a vulnerability is
verified and actionable.
Deficits. The outdated CMDB, the unknown level of vulnerability of the devices and their
software are deficits together with the overall lack of vulnerability management, and the so
far mostly reactive handling of vulnerabilities.217
The requirements are that the vulnerability state of the systems is known, that the results
are prioritized based on risk, and that they are timely mitigated. This could be done by
updating the system or securing the vulnerable service in another way.
The requirements of the use case ‘Vulnerability Management’ are shown in Figure 7.20.

Figure 7.20: Requirements ‘Vulnerability Management’

Planned Actions
The following actions are planned to be carried out in this process run and its iterations:
- Generating an overview of the vulnerabilities.
- Providing an overview of the state of vulnerability of the systems in production.
- Generating a system to prioritize vulnerabilities, weigh the results, and distribute them
to the stakeholders.
217

The deficits are described in the scenario analysis Chapter 4, Section 4.3.3.2, starting on page 100.
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The following actions are considered manageable in further process runs:
- Generating an overview over time of the vulnerabilities development.
- Providing an overview over time of the state of vulnerability of the systems in production.
- Managing the mitigation of vulnerabilities that endanger the services.
The following actions are brought to attention but cannot be carried out during process runs
of Vis4Sec. They are not manageable in process runs or out of scope:
- Goals to manage the state of vulnerability such as mitigation times, and the handling
of exceptions are defined, implemented, and ensured.
After its initiation, the process run ‘Vulnerability Management’ starts with the simplification
of CSC three to a more manageable question; afterwards the data sources are introduced, and
their DQ is ensured. Then an interactive dashboard for the security personnel, presenting
the external reachable servers on a per port basis, is developed. It provides an orientation
for potentially highly exposed servers.

7.3.2 Define Question ‘Vulnerability Management’
The process run is driven by the third CSC ‘Continuous Vulnerability
Management’ which requires a constant acquisition, assessment, and
taking measures on new information to identify, remediate, and minimize
the window of opportunity for attackers. This control also reminds us
that “Defenders face particular challenges in scaling remediation across
an entire enterprise, and prioritizing actions with conflicting priorities,
and sometimes uncertain side effects.” 218
The question is: “What (externally reachable) vulnerable software are the servers installed
with?” The related security metric is: “What percentage of the organization’s servers has
installed (externally reachable) vulnerable software?” The externally reachable is relevant to
provide more detail on the exposure of the servers and assists in the prioritization of the
results.

7.3.3 Manage Data ‘Vulnerability Management’
The Data Management Phase of the ‘Vulnerability Management’ consists of the data model’s definition where ‘Vulnerability Data’ is specified as well as the data acquisition where the data sources ‘Port Scans’,
‘Organizational Data’, ‘Update Scans’, and ‘Vulnerability Data’ are introduced.
The ensurance of the DQ, its processing and analysis is also described
including the introduction of a newly developed verification tool. The disposal and reuse of
the data consists of a description of the data management’s automation with the developed
tool Vulnerabilities and Exploits in Software with Portscan-Endorsed Results (VESPER).
218
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7.3.4 Define Data Model
In order to manage the vulnerabilities in detail, they
have to be tracked on a per system basis. Each managed vulnerability has to provide information about
the vulnerable product, the vulnerable system, the
discovering system, the vulnerability itself, its severity
and description, whether a patch or an exploit exists,
and even, if possible, the verification that it exists on the system.
The data model for ‘Vulnerability’ is described below and shown schematically in Figure 7.21.

Figure 7.21: Data model ‘Vulnerability’

Product specifies the vulnerable product.
Vulnerable System provides either an IP address, a FQDN, or another unique identifier.
Vulnerability Signature is the signature with which to identify the vulnerability.
Discovering System is the system, scan or other source that discovered the vulnerability.
Information Source is the source of the information about the vulnerability.219
ID of the Vulnerability identifies the vulnerability; in most cases it is the CVE ID.
Severity classifies the vulnerability into either low, informational, medium, high, or critical.
Rating System names the system from which the impact rating stems from.220
Rating is the score the rating system provided for the vulnerability.221
Description stems from the information source, has information about the vulnerability.
Additional Information can be added as required such as:
* ‘Patch’ shows whether a patch is provided or not.
219

Examples of information sources for vulnerability information are depicted in Figure 7.22 on page 226.
In 2019, it is in most cases CVSS v2 or CVSS v3.
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For example, CVSS v2 and CVSS v3 rate the vulnerabilities from 0 to 10 with one decimal point.
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* ‘Exploit’ shows whether an exploit exists or not.
* ‘Verification Method’ such as manual or by a tool.
* ‘Verified’ shows whether the actual occurrence is true, false, or not tested.
Figure 7.22 shows examples for the ‘Information Source’ entry of the ‘Vulnerability Data’.

Figure 7.22: Exemplary entries ‘Vulnerability:Information Source’

7.3.5 Acquire Data
Port scans, organizational data, update scan and vulnerability data are identified as the most relevant data
sources. This process run is based on the preceding
process runs and so the already acquired and quality
ensured data sources are used; the ‘Data Source: Vulnerability Data’ will be newly acquired.
Data Source: Port Scans generate the data with which to identify reachable servers and
the services they are providing.222
The resulting data requires organizational information to filter and distribute the results to
the stakeholders.
Data Source: Organizational Data is almost static, it is basic information about a device such as its IP address, the system administrator’s name, and the organizational unit
operating it. This information is extracted from an organization-wide CMDB.223
Data from update scans and vulnerability data is added in order to familiarize oneself with
the installed software packages, their versions, and potential vulnerabilities.
Data Source: Update Scans are the package data stemming from the centralized update
management system which is acquired on a daily basis. They provide, amongst others, information about the OS version and the installed packages.224
In addition, data from vulnerability databases is imported and correlated with the existing
port scan, organizational and update data.
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The data source ‘Port Scans’ is introduced in Section 6.3.3.
The data source ‘Organizational Data’ is introduced in Section 6.1.4.
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The data source ‘Update Scans’ is introduced in Section 7.2.3.
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Data Source: Vulnerability Data is refreshed on a daily basis with the National Vulnerability Databases CVE Feed and with security advisories of common Linux distributions.225
After the data is acquired, a lot of data is available and it is not trivial to correlate and
prioritize, so it has to be thoroughly processed and analyzed.

7.3.6 Process and Analyze
In theory, the port scans show the externally reachable servers (assumed as most vulnerable), the update
scans show the currently installed software packages
and their version and the vulnerability data provides
the information about current vulnerabilities and the
affected software version.
So it should be possible to correlate these data sources and get an overview of vulnerable
externally reachable software packages and their owners. The installed software (update
scans) that is vulnerable (vulnerability data) is matched via the server to its owners (organizational data) and if it is externally reachable (port scans), is also relevant. The approach
without the external reachability produces far too many results. In addition, the package
name from the update scan does often not match the vulnerability or software name from
the vulnerability data.
Hence, the approach is adapted to be a more practicable one and only the packages that
are related to an externally reachable service are considered. This is done by mapping the
externally reachable services to the corresponding software package.
Example 7.1
The port scanner detects a server with an HTTP-service. The mapping table lists the
packages apache2 and nginx for the HTTP-service. The Linux CI DB is queried to find
one or more of the potential packages exposing the HTTP-service on the server, ‘apache2’
is found in the package list, then the correlated Vendor:Product CPE information is
supplemented with a shortened package version string from the mapping table. This
CPE-similar vendor:product:version information is then matched against the NVD
CVE feed, generating a list of potentially applicable CVEs. This list of CVE matches
is then, depending on the operating system, verified against either the SUSE Security
Advisories or the Debian Security Tracker. For this, the exact package version and patch
level and the OS version along with the service pack version is required.
The manual mapping is necessary because the product assumed by the port scan is often
incorrect and the product provided by the CVE is often not correct or not mappable to the
software package or its name on the server.226 This mapping is initially done for the ten
most common services, additional ones are added in further iterations. The manual effort –
which is to generate the mapping once or after major name changes for a product with noticeably different names – lies on the developers’ side, but the users are not burdened with it.
In addition, the result set is further reduced with the Verification introduced in the next
process phase ‘Ensure Data Quality’.
225
226

Currently supported Linux distributions are Debian and SUSE Linux.
As described by Sanguino et al. [113].
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7.3.7 Ensure Data Quality
After the data is analyzed, its DQ is ensured. It is
verified according to its completeness and the results
are prioritized according to exposure and actionability.
This is done with checks that are performed manually
for testing purposes and automated afterwards.
The results can only be reliable when data for the
indispensable entries exists. Thus, only servers of which a complete data set exists are
considered for further analysis.
The first selection takes place when the (external) reachability is verified with the results
from port scans. The second selection takes place when up-to-date package data is searched
for, the third when it is filtered for a supported operating system. Then, a valid manual
mapping of the service and the package has to exist. Finally, distribution-specific information
on the patch state of the packages needs to be in place. The DQ is continuously improved and
missing entries will be added over time, so that servers currently left out due to incomplete
data will be added later on.
Another DQ management task is to prioritize the results according to their relevance, defined
initially as external reachability. This is achieved by matching port scan results with package
data on each server. The matching utilizes the port scan results to find reachable services.
Starting from the mapping table, the package list of the server is queried to identify the
package most likely responsible for the reachable service. Initially, only this subset of exposed
packages (externally reachable and installed) is checked for CVEs. Figure 7.23 shows one of

Figure 7.23: Workflow of the Verification
these automations – the Verification – that evaluates whether the potential CVE match is
listed by the Linux distribution’s security advisory and then evaluates whether the installed
version along with the current patch level is actually affected by the CVE.
The prioritization and limiting of results aims at reducing them to a verified minimum which
allows to distribute only correct results. It reduces the time the recipients have to spent with
vulnerability management and provides them with only the vulnerabilities they have and can
act upon. This increases the benefit the stakeholders have from the vulnerability reports
and to motivate them to actively participate.
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7.3.8 Dispose or Reuse
The collected data is stored and kept according to the
data retention policy. The data preservation and access to it is decided upon. The relevant stakeholders
for this decision depend on the organization. For example, a potential setting is that the chief of security
decides in accordance with the data protection officer
and they consider the data owner’s advice.
The data is then disposed of or preserved according to this decision. The preservation of the
required data, granting of access to it, and its disposal after the agreed time is documented,
managed, and as far as possible, automated.
7.3.8.1 Automate
This process run consists of various data sources and multiple steps. After it has been
decided on and put into practice, the next step is its automation. Scripts were written for
each step and combined into one tool. The workflow of the approach is shown in Figure 7.24
and the workflow of the last step – the result verification – is separately shown in Figure 7.23
on page 228.

Figure 7.24: Workflow of VESPER
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7.3.9 Visualize ‘Vulnerability Management’
The results of the combined data sources are represented in a dashboard. This supports the security
practitioners to identify exposed servers, and provides
the information to seal them off if necessary and, in
consequence, minimize the attack surface of the organization. It also makes it possible to find reachable
and probably exposed machines, especially for critical vulnerabilities or vulnerabilities which
are otherwise of special interest.
The generated dashboard is also interactive and allows to filter for only externally reachable
servers. This is helpful in reducing the big amount of data and makes it easy to find machines
with a vulnerable service for further investigation.
For the security practitioners further interactive visualizations that support identification of
exposed servers and highlight newly disclosed vulnerabilities are generated.

Figure 7.25: Dashboard: Vulnerabilities grouped by CVSS score
The ‘CVEs per Server’ dashboard in Figure 7.25 provides an overview and offers additional
details about servers with vulnerabilities. It informs on a per-server basis about vulnerabilities that should be mitigated in a timely manner as a) they are externally reachable, b) the
server has the exact software package version installed, the CVE describes. The dashboard
is interactive, provides filtering, and is also used for specific user group reports. It clusters
them by severity (according to CVSS score) and the number of CVEs and exploits that are
publicly available. It depicts each vulnerable server as a bubble, whereby the most vulnerable servers are in the upper right. The highest scores are on the right and the number
of vulnerabilities raises the position of the bubble. The size of the bubble depends on the
number of exploits found; so the bigger the bubble, the more exploits have been found.
The three dimensions represent the severity of the highest CVSS score (x-axis) found, the
number of CVEs (y-axis), and the number of detected exploits (bubble size).
Overall, it supports security practitioners, gives them a glimpse of vulnerable servers, their
vulnerabilities, their CVSS score, and details of a selected server and selected CVE on demand.
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The generated visualizations consider general knowledge about processing of visual information such as principles of Gestalt Theory, Design Principles such as Tufte’s Design Criteria,
e. g., “Avoid chart junk”, and Shneiderman’s Information Seeking Mantra. They represent a
data-driven approach and use data visualization guidelines to choose a type of visualization
and fine-tune it.227

7.3.10 Interact ‘Vulnerability Management’
Reports with detailed information about the systems are generated and
distributed among IT operations personnel, IT security practitioners
and the IT management. Continuous interaction initiated by the reports leads, for example, to updating responsible contacts, changing
firewall settings, and the disposal of machines. Reports with detailed
information about the systems are generated and distributed among the
security practitioners and the IT management. To increase the significance of the reports,
only true positive vulnerabilities are reported as the results are verified. In addition, feedback
is demanded and the vulnerabilities and their mitigation are tracked over time.
During the generation of the visualization, continuous interaction with the security practitioners takes place and feedback from them and management, who receive the reports,
is adapted. These reports identify servers that are externally reachable. They remind the
sysadmins and their managers about the systems under their responsibility and their external
reachability. They also provide an overview of the exposed servers for security practitioners
and can support them in their prioritization of whom to contact first.
Feedback is collected from middle and upper management, security personnel, and sysadmins. The results are verified in terms of their correctness, and only real vulnerabilities on
each server are reported. This is verified manually during the development of the tool and
also with a bigger test group of more than 15 security and IT management professionals who
have received and checked the reports repeatedly. The interaction with the stakeholders also
leads to further exclusion of results, the integration of the distributions’ security trackers,
and relevant packages added to the mapping.
The obtained approval before the vulnerability scans, their announcement lead to a discussion
about the vulnerabilities. The reports also enhance the awareness of existing vulnerabilities
and the need to act. Furthermore, some side results are the interaction of the firewall with
server administrators and to initiation of an internal dispute between the stakeholders about
vulnerability management.
Verified Vulnerabilities: Alerts for vulnerable packages have to be true to value the time
and trust of the stakeholders. But reporting only on verified vulnerabilities for systems in
question comes at the cost of excluding many uncertain results.
In other words: the sensitivity (true positive rate) of the results is highly valued but the
specificity (true negative rate) is less relevant. So it is concluded that the found vulnerabilities are very good indicators for actual vulnerabilities, but the other conclusion, i. e.,
that servers, packages, or even matches which are not reported, have no existing (known)
vulnerabilities, is invalid.
227

As introduced in Chapter 2 Section 2.4.1.2 ‘Psychological Basics’, starting on page 30 and Section 2.4.2 ‘Visualization Generation’, starting on page 36.
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This choice has been made for two reasons:
First, as result of discussions with sysadmins who received early versions of the reports and
argued for only receiving results that are easily actionable.
Second, to establish vulnerability management in which the workflow and the interaction
between the different stakeholders is integrated. Therefore, the cooperation of the single
stakeholders and showing them how to utilize the results is crucial. This is easier to achieve
with fewer and matching results than with a higher degree of coverage at the cost of false
positives.
The amount of results and actions to be taken is still sufficient to improve the security state
of the servers, to implement vulnerability management, and to trigger interaction amongst
the stakeholders.

7.3.11 Iterate ‘Vulnerability Management’
The process initially acquires the data sources necessary to identify
servers with vulnerable software packages and provides an overview of
the vulnerable systems. The results are prioritized by restricting them
to the externally reachable servers. The verified results are distributed
amongst the stakeholders and a feedback system is implemented. It also
minimizes the workload of the stakeholders by providing the opportunity to act upon verified alerts rather than manually dismissing false positives.
Further iterations are planned in order to automate the data import, to enhance the DQ,
and to provide results covering a wider area.
Conclusion ‘Vulnerability Management’ This minimized the workload for the involved
stakeholders because it is much more convenient to act upon verified alerts rather than
manually dismissing false positives. The actions taken are shown as an itemized list.
The results are shown as a colored table, and the added value is a textual description.
Actions Taken
The following list provides an overview of the actions taken during the process run:
- Generating a system to prioritize the vulnerabilities, weigh the results, and distribute
them to the stakeholders.
- Deficiencies, exceptions, and outliers in the management of the servers were made
visible.
- Reports supporting the mitigation of vulnerabilities were generated.
- The mitigation of vulnerabilities over time was tracked.
- The detection of and reporting on vulnerabilities was enhanced.
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Results
The fulfillment of the requirements ( Fulfilled , Partially Fulfilled , and Not Fulfilled ) is
shown in Figure 7.26.

Figure 7.26: Fulfilled requirements ‘Vulnerability Management’
Three of the five Necessary Requirements (Reaction, OMRAAu, Documentation) are fulfilled and two are partially fulfilled (Specification, Compliance).
Four of the eight Important Requirements (KnowledgeGeneration, Proactivity, ProtectionGoal, DataQuality) are realized and four are partially fulfilled (OMRAAu-Quality, Utility,
Interactivity, VisualSecurity).
One of the two NiceToHave Requirements (VisualGuidelines) is fulfilled and one is not fulfilled (Usability).
Added Value and Limitations
The most relevant improvements made in this process run are:
- Searchable and actionable dashboards and notifications were created.
- Correlations of server data with actual vulnerability data such as CVEs were initiated.
Their DQ was enhanced and in consequence the management of the servers, their
configuration, and patch management has been improved.
- The patch and configuration management of the servers was audited and the setup for
regular audits has been installed.
- The topic vulnerability management and especially the missing definitions were brought
to the attention of the management and proper measures are under discussion.
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Limitations of this process run are related to the overall process, where it is not possible to
solve issues that are inherent to the environment such as missing definitions for vulnerability
mitigation. Similar ones were categorized in earlier process runs as not manageable with the
Framework but the process run and the analysis have brought them to the attention of the
stakeholders.
The other category in this use case are the limitations that lie in the decision for this design
of the process run, the simplification for reasons of practicability, and the decision on the
focus on true positives to get vulnerability initiated and make it a practiced stakeholders
task.
The limits that accompany the design choices of the tool are listed in the following.
- Target goals for vulnerability state, mitigation times, and the handling of exceptions
are defined and implemented. “Simply dismissing a vulnerability because that port is
not open to the internet is not enough” 228 points out that by discarding all non-external
reachable vulnerabilities, vulnerabilities are dismissed that could still be problematic.
- The focus on true positives poses the risk to overlook (probably) vulnerable systems.
- This approach does not give an overall state of the vulnerability or exploitability of the
scanned servers or, even more, the organization as it mainly focuses on verified results.
- So far only a limited number of operating systems, products, and a limited scope has
been examined as a lot of servers have been excluded at an early stage due to missing
data.
In summary, some of the generic advice such as seek feedback at an early stage and often
during an implementation and involve the stakeholders, has shown to be highly valuable. It
has also been noticed that it is important to value the time of the stakeholders and prepare
and minimize the verified results as much as possible.
The DQ Ensurance Phase of the Process Framework has shown to be necessary and helpful
as interim results often proved to be misleading or even incorrect and the automation of
single steps in form of scripts at an early stage have also proven to be very helpful.
Further Iterations
One of the initial goals of the preceding process run and its iterations was to generate an
overview of the vulnerabilities, the vulnerability state of the organization, and its systems in
production. Instead the process run took another direction and focused on the identification
and prioritization of vulnerabilities and their stakeholder-specific reporting.
This approach is ongoing, but a further process run for the generation of an overview will
be introduced and briefly described in the iterations.

228

Verizon Data Breach Report 2018 [143, 52].
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Figure 7.27: VESPER: Overview of vulnerabilities

Generation of Overview and
Overview over Time Figure 7.27
shows an overview of the vulnerabilities of selected servers found
during the course of a month by
VESPER.
This shows the implementation of
the planned actions to generate
an overview of the vulnerabilities,
provides an overview of the vulnerability state of the systems in production, and how they develop.

Verification of Results This iteration serves the purpose of verifying the assumptions regarding an actionable reduced result set. Therefore, VESPER is benchmarked against the
black box vulnerability scanners Nessus and Open Vulnerability Assessment System (OpenVAS).229 Vulnerable packages were installed on more than 38 percent of the servers According
to VESPER, 42 percent of the servers according to OpenVAS, and 45 percent of the servers
according to Nessus.
When inspecting the scan results, it becomes clear that Nessus and the OpenVAS produced
many more results than are manually verifiable with reasonable effort. So only the results
for the frequent packages apache and PHP are inspected. Venn diagrams contrast all results
for the apache set.230 After filtering the Verification is applied to the remaining results and
afterwards the manual verification showed their correctness.
Further Development This iteration describes the further development of VESPER
to Vulnerabilities and Exploits with NeSsus
True positivE Results (VENSTER) by acquiring and integrating the Nessus data and
changing the implementation and verification. The portscan results are replaced with
results from a vulnerability scanner.
The scope of the results is also widened, initially only external results were used, now
internal scan results are also evaluated and
used. The workflow of VENSTER is shown
in Figure 7.28.

Figure 7.28: Workflow of VENSTER

Data Source: Vulnerability Scan Data – Nessus is a proprietary, widely used vulnerability scanner developed by Tenable Network Security.231 A Nessus scan for test purposes
was conducted once and the Nessus scans are then conducted on a regular basis and used as
an additional data source.
229

The open source scanner OpenVAS is developed and maintained by Greenbone Networks [53].
As depicted in Hanauer et al. [60, B-19,B-20].
231
Tenable Nessus [128].
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7.4 Fulfilled Requirements Scenario ‘IT Security Management’
Vis4Sec was applied to the use cases with the aim to fulfill the stated requirements. The use
cases – ‘Log Management’, ‘Patch Management’, and ‘Vulnerability Management’ – of the
scenario ‘IT Security Management’ have many aspects in common and so the requirements
and their fulfillment are considered all together for an overall view.
The requirements and their weight (Necessary, Important, NiceToHave) per use case are
shown in Figure 7.29.
The color coding represents their fulfillment ( Fulfilled , Partially Fulfilled , and Not Fulfilled )
after the described process runs and iterations.

Figure 7.29: Fulfilled requirements ‘IT Security Management’ scenario
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This chapter finishes the thesis, provides a brief conclusion, comes back to the initial research
issues, describes the challenges and limitations encountered during the research, points out
future work, and then states its contribution to knowledge.
Figure 8.1 shows the procedural model of this chapter.

Figure 8.1: Chapter 8: ‘Conclusion and Contribution’

8.1 Conclusion
Many sysadmins look at security matters just as regular users do. Quite often they think
that they have more demanding work to do than fulfilling the “additional” security tasks.
Implementing, maintaining, and managing systems securely increases the workload, complexity, and interdependence. Complying with security requirements, performing tasks securely,
and implementing security-specific systems and tasks, is time intensive and requires security
knowledge. Nonetheless, it is an integral part of their job to implement IT security.
The literature review provides the state of the art on stakeholder group research of sysadmins,
IT security personnel, and IT security management. It also analyzed current approaches
on visualization, data sources, and security visualizations. Research has shown that it is
necessary to combine an IT management driven approach with a data-driven (technical)
approach. An approach that focuses on the user and the usability of the solution is necessary
to make IT security a day to day practice. A routine for the stakeholders, especially the
tech savvy IT operations personnel and IT security personnel, has to be established.
It became clear that they do not provide a generic approach with a focus on organizational
implementation and security. This motivated the creation of a new security Visualization
Process Framework.
After realizing that it is necessary to develop a new process, scenarios were selected.
Two scenarios – ‘IT Operations: Server SDLC’ and ‘IT Security Management’ – were analyzed in order to identify typical deficits and to state requirements. The use cases were
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chosen from different sections: the highly technical and typical system administration topics
in the IT Operations scenario and the (security) management oriented topics in the second
scenario with a focus on compliance and ISMS.
The analyzed environments, stemming from the scientific sector (freedom and heterogeneity)
and from the commercial (compliance and profitability) also made a holistic approach to the
requirements and current practice possible.
To complete the requirements analysis, those deficits were used to define requirements, which
were then generalized to 15 requirements and grouped into the following generic categories:
Functional: For example, Monitoring, Reporting, and KnowledgeGeneration.
Security: For example, ProtectionGoal, Compliance, and VisualSecurity.
Quality: For example, Documentation, DataQuality, and MonitoringQuality.
Nonfunctional: For example, Specification, Usability, and Utility.
The requirements in combination with the results from literature and the foundation have
led to the design of a Process Framework supporting their fulfillment in a systematic way.
The requirements are the basis for the postulation of the Vis4Sec Framework. Vis4Sec is
then described in detail, it basically consists of the Visualization Process and the DMP,
whereby the latter is either an extensive Data Management Phase or a separate subprocess.
The process guides the security practitioners from the initiation – where the environment is
analyzed, stakeholder requirements are stated, and actions are planned – over the definition
of the question and the data management to the generation of the visualization. It concludes
by interacting with the involved stakeholders and the evaluation.
The process character with its built-in Iteration ensures continuous improvement and its
organizational integration is supported by each topic-specific process run of Vis4Sec.
To evaluate its applicability and verify its fulfillment of the requirements, the Framework is
applied to use cases described in the scenario analysis. In these prototypical implementations
hot spots of organizational IT security are addressed and the Framework is put into practice
for the scenario ‘IT Operations’ and its use cases – CMDB, server provisioning and disposal,
and monitoring – and for the scenario ‘IT Security Management’ and its use cases – ‘Log
Management’, ‘Patch Management’, and ‘Vulnerability Management’.
This shows the practical application of Vis4Sec extensively and has also led to process
adaptions during their process runs as a result of the stakeholder feedback.
After the conclusion in the last part of the work the Appendix provides a brief version of
the Framework for a quick adaption and an Implementation Guideline that shows the main
steps on a single page.
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8.2 Research Issues
This section reflects back to the research issues stated in Chapter 1 Section 1.2, starting on
page 3.
a) How can getting an overview of an organization’s IT, processes, the state
of security-specific tasks, and the data they are based upon be supported?
How can their manageability be improved?
IT operations, especially its secure operation, are often difficult to manage. The need
for how to generate an overview and improve manageability led to the design of a process that continuously supports overview generation and management improvement. It
should trigger its generation and be embedded into the organization. Also security
knowledge and method to distribute the results is required. Researching the literature
and existing approaches led to the development of a new, integrated, self-designed Process Framework –Vis4Sec.232
One goal of Vis4Sec is to support the generation of an overview which is ideally distributed amongst the stakeholders. It should contain selected data that results in actionable findings. This provides a usable and easy way to receive an overview. The
design of Vis4Sec has a focus on overview, manageability, knowledge generation, and
continual improvement.233
This work has demonstrated its enhancement with generated tools, initiated process
runs, and exemplary visualizations and reports. With the proof of concept implementations it has also shown how to get a glimpse into the structure of an organization’s IT, its
processes, the state of security-specific tasks, and potential security deficits.234 Vis4Sec
also provides feedback about the effectiveness of the actions taken and the measures
implemented during iterations which enhances the manageability and process which “inherent by design” supports the generation of an overview.
Another part of the question was how to benefit the manageability and quality of the
data which the results are based upon. For this part the design and the implementation
of the DMP either as a subprocess of Vis4Sec or as a separate process has been designed.
The DMP enhances the manageability of data.235
The Process Framework Vis4Sec generates a visualization and even more important
forces the definition of a question, acquiring and managing the data and its quality
required to answer it. This not only generates the overview, but also enhances the management as it triggers a revision of the design and the implementation of routine tasks
and processes. Devices, their configuration, and the data they generate and rely on are
also reviewed. In fact, it is expected that all of an organization’s IT benefits as the
overall setup and its security is reviewed and enhanced.236
b) How can knowledge for IT operations, IT security practitioners, and IT security management be generated?
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As described in Chapter 5 ‘Visualization Process Framework for IT Security’, starting on page 109.
As described in Section 5.3.2, starting on page 165.
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As described in Chapter 6 ‘Proof of Concept: IT Operations: Server SDLC’, starting on page 167 and
Chapter 7 ‘Proof of Concept: IT Security Management’, starting on page 197.
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As described in Section 5.2 ‘The Data Management Process’, starting on page 135.
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As described in Section 5.1.5, starting on page 128 and Section 5.2.4.1, starting on page 146.
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Each of the stakeholder groups requires specific knowledge to fulfill their job requirements best. For each of the groups task-specific knowledge has to be identified and it is
described how this knowledge can be structured and presented. Vis4Sec is designed for
each process run to identify the knowledge that is relevant for the stakeholder group in
question.
The Initiation supports identifying the stakeholder groups and their specific requirements, the Question Phase states the knowledge that has to be generated and the remaining phases, including the Iterations, answer the question and generate knowledge
for the stakeholders.
The Process Framework design with its DMP – where the data the knowledge stems
from is acquired and analyzed – supports knowledge generation and is designed with it
in mind. The proof of concept use cases in Chapter 6 ‘Proof of Concept: IT Operations:
Server SDLC’ and Chapter 7 ‘Proof of Concept: IT Security Management’ show it as
one approach to formalize knowledge generation and to systematically support it.
c) How can knowledge be transferred amongst stakeholders and how can individual knowledge be transformed into organizational knowledge?
Organizational knowledge is crucial for any organization but becomes crucial the bigger
the organization gets. Individual knowledge has to be transferred amongst stakeholders.
Formalization of the knowledge by documenting it, by reporting on it or visualizing it is
a means to do so.
With Vis4Sec this work has proposed method to acquire the required data, transform
it into information, distribute it, initiate interaction, and finally transform the information into knowledge. This is triggered by the report or visualization in addition to the
documentation that is generated for the area for which the knowledge has to be transferred.237
The generation of a report or a visualization is a trigger for IT operations personnel
to start documentation. It also gives the impulse to check and validate the configuration of devices. The report or visualization encourages knowledge exchange between the
stakeholders during its generation, and with the interaction about it during and after its
distribution, especially, when different data sources are used.
The process iterations and especially the interaction about the generated reports, their
design, discussions about relevant metrics or KPIs trigger and accompany the organizational knowledge generation. The conclusion summarizing each process iteration, also
benefits the organizational knowledge generation.238
Overall, Vis4Sec is expected to be beneficial as a basis for the organizational knowledge
generation, in addition to the knowledge being recorded and accessible.
d) How can the processes and the overall security of an organization be improved? How can IT operations tasks be more satisfying?
How can automation be supported?
The stakeholders benefit when implementing security is not only mandatory but in addition managed and systematically improved. The structure Vis4Sec provides makes
the security of the addressed topic visible, traceable, and improvable. The feedback for
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The generation of the documentation is especially described in Chapter 5 Section 5.1.1, starting on
page 113, 5.2.1.1, starting on page 136, and Section 5.1.6, starting on page 132; the report generation and
visualization especially in Section 5.1.4 ‘Visualization Phase’, starting on page 124.
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As described in Section 5.1.6 ‘Iterations’, starting on page 132.
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the stakeholders, the visual presentation of security relevant data and tasks supports
security processes.
Vis4Sec also provides a frame to track if the effort put into an area or task actually
benefits the security of the organization. This supports prioritizing tasks and enhances
the effectiveness of processes and tasks by analyzing them closely, and it improves the
DQ and the configuration of devices that are in the scope of the process run.
IT operations tasks in general lack feedback; the postulated Vis4Sec Process Framework
provides visibility to these tasks and its keeping track of the results can provide closure.
This makes fulfilling IT operational tasks potentially more satisfying. For example, the
visibility of processes is easier to audit, well-working configurations are documented and
made visible, and maintaining systems in a good state is more satisfying.
Existing tasks have to be defined and transformed into processes before they can be
optimized and automated. This is barely reached in the preceding proof of concept implementations and so the automation was barely implemented. Nevertheless, automation
is defined as a supporting step during the Data Disposal or Reuse Phase of the DMP
and so it could be applied in further iterations of Vis4Sec process runs.

8.3 Challenges
During the design of the Framework and the proof of concept implementations in the six use
cases some challenges were encountered.
Some of them supported improving the design of the Framework, others could be circumvented, and some – the challenges that remain or even the limitations of the Framework –
were not solvable. Those challenges and limitations are briefly addressed in the following.
- The implementation of single process runs was more time intense and challenging than
expected.
Organizational and technical challenges were met, and it also showed to be challenging
to make unseen areas of an organization visible. The takeaway from this is that the
implementation of Vis4Sec strongly depends on management support and the existing management structure. For example, this became obvious at the SDC where the
management commitment did not exist when the use cases were analyzed, meanwhile
a ISMS has been installed and many of the deficits were remedied and do not exist as
described anymore. Nonetheless, if management commitment does not exist, it is likely
that parts of the IT operations personnel will not support the process run because of
other priorities.
This makes Vis4Sec difficult to implement in a decentralized organization. But regardless of the Framework, security management in an organization requires governance
which implies management commitment and the allocation of resources according to
it. Hence the implementation of single process runs depends on the commitment from
management which is crucial for security management in any case.
Despite that the Framework made at least a partial initialization for the use cases
possible and even completed some of the process runs.
- The proof of concept process runs showed that the Process Framework could enhance
IT security, but it cannot be a substitute for missing directives and policies in an
organization.

241

8 Conclusion and Contribution
The Framework reaches its limits, when they are missing, they have to be defined.
This became clear when addressing the deficits during the ‘Planned Actions’.
It resulted in a further category of actions – the actions that are not manageable
in process runs. This limit of the approach also became obvious when the required
policies, for example, in the use case ‘Monitoring’ did not exist in the environment.239
- More results, further iterations for each of the use cases, and further applications to
new areas and use cases would have been interesting.
There could have been more results and also further scenarios despite the extensive
scenario analysis and the two proof of concept implementation chapters. The design of
the Process Framework and its implementation for the described use cases was more
time consuming than expected. It showed that installing and keeping up the Process
Framework requires time, resources, and continual work. This is common for a process
but should still be kept in mind. The interaction and the corrections also require
time and effort from various employees in addition to the time of those who drive the
process.
Organizational change and improvement has its cost, requires time, and interaction.
- The topic of this thesis begins with the term ‘visualization-based’ and during this work
visualizations were generated but probably fewer than expected and not all of them
are depicted in this work.
Despite the few depicted visualizations ‘visualization-based enhancement’ is a fitting
term. The reasons for this are that the design of Vis4Sec, with its focus on visualization, and the thesis pointing out the steps to generate a visualization provide support
for visualization generation. Also the criteria to make a visualization useful, the extensive foundation and literature review related to visualization support its actual
generation. The step by step guides and questionnaires stated in the process design
over the complete process description and for the Visualization Phase also support the
generation of visualizations.
This work also demonstrates how to integrate visualizations into the day to day practice of an organization. In addition, a crucial part of a useful visualization is the data
it presents and the detailed descriptions on how to acquire and manage data sources;
those are provided in this work in a way to advance visualization generation.
Regardless, generating visualizations by applying Vis4Sec is an area for further work.
- The following limitation goes into a similar direction, a visualization-based process has
been designed, but the resulting work does not present many visualizations or new
kinds of visualization.
On one hand, this is owed to the extensive preparation that is required to acquire and
manage the data for the visualization and to pinpoint the hot spots of the use case.
On the other hand, it is owed to the fact that the focus of this work was not on the
design of the visualization but on the enhancement of IT security management and
operations.
Besides, many of the generated visualization lost their impact because of the data that
could not be shown or because of interactivity that is difficult to display.
- The automation of the steps, the automation in further iterations of the process runs,
and the automation of tasks was barely carried out.
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As seen in Chapter 6 Section 6.3 ‘Use Case: ‘Server Monitoring’’, starting on page 189.
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This was due to the fact that designing the Framework, implementing it, and keeping it
up and running took more time and resources than initially expected. To fully benefit
from the Framework, to reach and implement the automation, a designated team that
is responsible for the implementation should exist.
Implementing the process and carrying the process runs out should become an organizational process, not a project.
- Overall, it is difficult to quantify the enhancement the Framework provides due to the
fact that security, overview, and knowledge generation are difficult to measure.
It would be possible to measure and evaluate them and probably the effectiveness of
the single iterations, but defining the appropriate measures and implementing them
requires further specification. This was too extensive for this work. It also showed that
it is more time-consuming to receive feedback than expected. In the proof of concept
use cases feedback was often only provided on an informal level. So, the collection and
tracking of feedback had its limits and there is also an area for further research on how
to improve feedback collection and tracking when applying Vis4Sec.

8.4 Future Research
Some of the challenges already touched on areas for further work; this section provides an
outlook on current and future research.
- The Process Framework is under ongoing development and its integration into current
workflows is still promoted for various security topics.
For example, in some previous work, a vulnerability reporting culture was established
with only reporting on verified results and current work builds on that. Currently, the
integration of further data sources into the vulnerability reporting system is researched
together with how to present an increased number of results that are not verified true
positives. The coverage of the vulnerability management approach on further devices
and further software products is also under research.
One more topic stemming from this approach is researching the cultural change: How
Vis4Sec supports establishing a vulnerability management culture and how its stakeholders are addressed best, could also be an element of future research. Feedback of
the stakeholders including their reactions to reports and visualizations would be highly
relevant for it.
- Another current approach is the adaption and transfer of the Vis4Sec Process Framework to Identity and Access Management (IAM).
Research for an adapted framework that focuses on the identities and on how to secure
them in organizations has been submitted. This gives a glimpse into how the Framework could be adapted to other areas. It would also provide further insight into how
the Framework could support the improvement of overview generation, manageability,
knowledge generation, and security improvement for various topics and fields.
For example, scenario from larger organizations, or use cases related to areas such as
physical security, software development, penetration testing would be interesting.
Also frameworks from other areas, for example, the health or financial sector such as
the Payment Card Industry Data Security Standard (PCI DSS) or the Health Insurance Portability and Accountability Act (HIPAA) Security Rule could be implemented
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with Vis4Sec and their results could benefit improving the design of the Framework
and its applicability, together with enhancing the security of the areas.
Also application-specific use cases such as securing web sites, databases or conference
platforms are next to Infrastructure as a Service (IaaS) cloud environments an area
for further research. The processes are the same or adapted easily as long as the
environment – loads of data, staff requiring information to (re)act accordingly, and
organizational requirements aiming at enhancing IT security – exist.
- Another area of research is evaluating if and how using Vis4Sec supports the ensurance
of data quality.
The proposed DMP provides the frame for this research and it could be applied, analogous to the complete Visualization Process Framework, to various data sources, scenarios, and use cases. Currently, it is researched how the DMP could be used for the
integration and migration of data sources. This is implemented in a use case where
various data sources are migrated into a newly developed CMDB. It is researched how
the DMP supports the migration, how the ensurance of the DQ works best, and the
results could used be improve the design of the DMP.
- The Process Framework and its effectiveness for overview, manageability, knowledge
generation, knowledge transfer, and enhancement of security should be evaluated.
For each of the topics´ criteria to evaluate on, metrics, and how to measure them
should be defined. They should be implemented and evaluated with user studies.
In addition, the Visualization Process could be further improved, especially the Interaction Phase where a long-term observation and its organizational integration could be
conducted. Also, a long-term observation on how Vis4Sec accompanies organizational
change in security culture might be of interest.

8.5 Contribution
This section expounds the contribution of this work.
The original contribution of this work is to state generic requirements, the design and detailed
description of the stakeholder-specific Visualization Process Framework Vis4Sec, the brief
version of Vis4Sec for a quick adaptation, and its detailed Implementation Guideline.240 In
addition, a promising approach to vulnerability management focusing on true positives is
stated that has been developed during one of one proof of concept applications.
Generic Requirements. Existing approaches and frameworks handle information security,
some even down to procedures, but they often do not take IT operations personnel,
who has to implement them, into account. These aspects were researched by combining
knowledge from IT management, IT security, data science, and HCI into the selection
of proper use cases that allowed to state generic requirements, shown in Figure 8.2.
The four categories – Functional, Security, Quality, and Nonfunctional – put special
attention on security and quality when seen as separate categories instead of being
subsumed under nonfunctional as it is often practiced.
The separate category for security is necessary as it is a crucial topic which has to be
in focus and also because an objective of the Framework is to highlight security.
240

As described in Appendix A ‘Overview of the Framework Vis4Sec’, starting on page 247 and in Appendix B ‘Implementation Guideline’, starting on page 250.
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Figure 8.2: Overview of the requirements
The Quality Requirements are crucial for correct results and highly relevant too, especially for a framework that highly relies on data with the objective to generate
visualizations; they therefore have a separate category.
Those generic requirements are expected to be valid and transferable to other scenarios.
Stakeholder-specific Visualization Process Framework for Security. This work fills a gap
by combining information management frameworks with the highly practical IT operations and IT security personnel view and results from HCI research.
The generated Process Framework for security visualization is another contribution
of this work. It offers a frame to generate organizational knowledge, to enhance the
security of an organization and to enhance overview and management. It postulates
the Visualization Process and a closely related DMP, and it also provides the frame
to overview and manage the security of an organization as a whole.
The Framework, shown in Figure 8.3, is a new approach, especially with its focus on
the operational view and on usability.

Figure 8.3: Process Framework Vis4Sec
The Process Framework was put into practice and has shown its usefulness as previous
work has pointed out [61, 59, 60, 58]. Improving the security of an organization is a
challenging task and, together with generating organizational knowledge, it requires
the integration of various stakeholders. Vis4Sec supports mastering this challenge
using stakeholder-specific interactive visualization and the processes around it when
generating the visualization. It closes the information and communication gap.
The process, the reports, and visualizations build a bridge between management, IT
security personnel, and IT operations personnel.
The reports and visualizations are generated to make relevant information security
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topics and areas with information security problems visible. They furthermore enhance the visibility of procedures sysadmin, security personnel, and IT management
have implemented. They provide an overview of the status quo, make deficits visible,
and trigger review and enhancement.
The Process Framework is a guideline for the generation of an overview and improvement of management, (organizational) knowledge generation, and improvement. It is
transferable to almost any area where data and organizational change is relevant.
The Vis4Sec Process Framework also enhances the employees’ awareness of the information security of the addressed topics and it supports evaluating, enhancing, and
enforcing the management of the used data sources and their quality.
Overall, the application of the Vis4Sec Framework makes it very likely that well known
criteria are used to strive for secure systems.
Implementation Guideline. A detailed Implementation Guideline, a detailed description of
the single process phases, decision criteria that support the implementation of the
process runs, their iterations, and the overall integration of the processes into the
organization are provided.
This makes it possible to quickly recall the main points for an implementation and for
practical use.
Verified Vulnerability Reports. The approach to minimize the results of vulnerability reporting to a set of verified results differs from existing vulnerability management approaches. In this approach the results are prioritized, they only alert the stakeholders
when there is a verified vulnerability on the system and when action has to be taken.
This approach seems to be beneficial when the aim is to initiate a vivid vulnerability
management with the participation of the recipients.
This finding is an original contribution of this work that was not expected.
This work has presented an approach on how stakeholder groups responsible for IT operations, IT security, and IT management could improve the security of their organization,
regardless if it is hosted on premise or in the cloud. This means how to securely administer a
heterogeneous environment with various systems and how to configure and manage systems
according to security standards was the focus of this work.
It has introduced the iterative, interactive, and innovative Visualization Process Framework
for security – Vis4Sec – that supports IT management and operations to fulfill this task.
The Framework also supports IT security personnel and especially IT security management
in enhancing (and ideally ensuring) the level of an organization’s security.
The thesis has utilized a visualization-based enhancement of security with the designed Process Framework. It is expected to trigger the enhancement of (security-related) data, tasks
related to security, and overall the state of an organization’s security.
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Appendix
A Overview of the Framework Vis4Sec
A.1 Initiation
The Initiation takes place once for each process run and develops an understanding of the
environment, the stakeholders, and the requirements to embed the visualization in the proper
context. During the Initiation, a team is put together that manages the Visualization Process
by carrying out interviews, coordinating data management, generating the visualizations of
the results, guiding the interaction among stakeholders, and triggering iterations.
Environment. The description of the environment is done with semistructured interviews,
participatory observation, and the analysis of existing documentation. It results in a description of properties of the process run on the topic in question, which is also summed
up in a table classifying the environment. Figure 4 shows the generic classification of the
environment.
The stakeholders are named and described in detail in a separate section. The management
process allows to map the tasks to recommendations and guidelines to those of an appropriate management process. Examples for guidelines are the ITIL core books, the SDLC, or the
NIST publications. This makes it possible to develop an understanding of the relevant tasks,
control gates, and goals. The protection goals – accountability, auditability, authenticity,
availability, confidentiality, integrity, non-repudiation, privacy – relevant for the process run
are stated. The security control is stated afterwards in order to define the main goal the
process run should fulfill. It stems mostly from the Center for Internet Security CSC or DIN
ISO/IEC 27001 controls. The actual maturity level of the management process in question
is named in accordance with the CMMI. The actual usage of visualization in the current
setup is described as well.

Figure 4: Environment classification scheme
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Stakeholders. The stakeholder definition specifies for whom the use case is relevant and
for whom the visualization is generated. Their differing mental models and points of view
have to be considered. There are various stakeholder roles such as executive management,
business unit representatives, information and communications technology specialists, and
security specialists. To keep it simple, it starts with a group as small as possible.
Requirements. The requirements that the tool, the process or the visualization has to fulfill are weighted (Necessary, Important, NiceToHave) according to the use case.
The requirements section describes the deficits in the existing solution and defines the purpose of the process run. It also provides the level of required DQ and the evaluation criteria.
Planned Actions. Actions are planned to meet the requirements. They are categorized
into planned to be handled in the following process run and its iterations, manageable in
further process runs, and actions that are not manageable in process runs or out of scope.
They are environment-specific, goal-specific, or common for all process runs. Common actions are the following: Fixing major security deficits that came to light during the analysis
of the environment, generating and distributing reports and visualizations on the defined
topic, defining metrics that measure the security objective, the process improvement itself
(KPIs), and developing proactive measures.

A.2 The Question Phase
The Question Phase ‘Ask’ checks the Functional, Security, and Nonfunctional Requirements
to specify the area of the process run. It defines the question to be asked and answered by
the visualization. It defines the specific topic about which knowledge needs to be gained.
The problem to solve makes the resulting visualization useful and prevents it from being
just a “pretty” picture without a message to transport. It is crucial for each visualization
to have a question to answer, a topic to visualize or, in other words, a statement to make.
There has to be a want to know, a blank spot. Only then is it useful to collect data.
Also, basic criteria are stated in the Question Phase to allow for the utility’s evaluation of
the process run and to check whether it fulfills its aim.

A.3 The Data Management Phase
The Data Management Phase ‘Manage Data’ – or the separate DMP – ensures that the data
is handled in its entirety. It contains the phases: Define Data Model, Acquire Data, Process
and Analyze Data, Ensure Data Quality, Dispose or Reuse Data. The DMP provides the
data and ensures its proper management together with its DQ. It also handles data disposal
or preservation and automates these steps whenever it is useful. It starts with one data
source and is complemented with additional sources. In addition, a tool for the management
of the data collection is chosen. The result is a sum of data source imports – if carefully
automated – that ensure DQ, topicality and as a side benefit the DQ of the data sources is
verified or improved, which may be useful for other applications in the organization.
For each data source a data model, naming conventions, and criteria of DQ are defined, the
data is acquired to be processed, and analyzed afterwards. The relevant dimensions of DQ
– validity, accuracy, completeness, uniqueness, timeliness, or consistency – are defined and
ensured and the overall the data is managed.
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A.4 The Visualization Phase
The Visualization Phase ‘Visualize’ puts into practice the requirements with a visual representation or report. It presents and visualizes the result from the Data Management Phase
– managed data and information – for interactive exploration.
The generated visualization has the aim to gain actionable knowledge for the single stakeholder and for the organization. This is supported by making best use of existing knowledge
about visualization. The resulting visualization has to attract the attention of the stakeholder and provide options to act in relation to the topic, the question, and relevant aspects
of the data. It is used to generate visibility and attention for security-relevant topics.
In consequence, the visualization creates awareness and discussion about a topic and contributes to enhancing the achieved level of security. The type of visualization depends on
the question to answer, on the kind of data that needs to be represented, and on the features
that need to be clarified. It also depends on the mental model of the stakeholders and their
viewing and working customs.
Guidelines for visualization generation are used to receive a good result, especially in the
sense of a visualization that is designed in a consistent and simple way. Visualizations are
also generated to present an overview, monitor defined parameters, report on them, alert
according to defined values, and to improve auditing.

A.5 The Interaction Phase
The Interaction Phase ‘Interact’ checks and improves the Nonfunctional Requirements.
It delivers the results and ensures that the results are useful, usable, and the ones expected
by the stakeholders. This is done with defined interaction points, communication amongst
stakeholders, and the established feedback culture. The defined interaction points always
distribute data, reports, or visualization to the stakeholders.
They consist of the question or task given to them earlier, a few generic questions that need
to be answered, and their required reaction. This interaction ensures that the results fit into
the stakeholders mental model and that they fit their needs and expectations, and moreover,
that they are useful.
Furthermore, the feedback of the recipients is collected and added as knowledge and experience from within the domain to enhance the results and to transform individual knowledge
into organizational knowledge. In further iterations, the feedback and requests from the
recipients are used to refine the starting question and to start the next process run.

A.6 Iterations
The Iterations ‘Iterate’ take place after each process run. They are additional process runs
with the aim to refine or redefine the topic and to broaden its coverage to ensure stepwise
refinement.
They start with a conclusion summing up the completed process run, the actions taken, the
results, and the added value. The utility of the process run and its results are evaluated in
relation to the stated question, the consistency and simplicity of its design, and the quality
of the results.
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B Implementation Guideline
Initiation requires the environment, the objective from the security framework, and the
area or phase as input and generates the stakeholders, the requirements, and the planned
actions as output. It consists of these steps:
- Environment is analyzed and deficits are named.
- Requirements are stated.
- Actions are planned.
The Question Phase requires the objective as input and generates a simplified question,
the definition of metrics, and questions for iterations as output.
- Question is deduced from a security objective or control.
- Question is simplified and reduced to its core.
- Metrics are defined to measure progress and to manage its development.
- Simplified question triggers the first iteration.
The Data Management Phase requires the simplified question, the key stakeholders
and DQ requirements as input and generates managed data as well as information and
improvement for iterations as output.
- Data model is defined and a common format is chosen.
- Data is acquired from organization-specific repositories.
- Data is processed and analyzed and statistical properties are raised.
- Necessary level of DQ is ensured.
- Reuse or disposal of the data is defined and implemented.
The Visualization Phase requires data or information, the stakeholders, and evaluation
criteria as input and generates an overview of DQ, tracking of metrics interactive information, visualizations and ideas for iterations as output. The visualizations are generated by
deciding upon a type of visualization, optimizing it by using guidelines and by evaluating
its usefulness.
The Interaction Phase requires visualizations, stakeholders, security deficits as input and
generates communication points and intervals, required reactions, and feedback as output.
- Defined communication intervals.
- Organization-wide feedback system.
- Distribution of stakeholder-specific reports and visualizations.
Iterations One iteration requires the conclusion, ideas, and feedback as input. It generates
the need for further iteration, refinement and automation as output. An iteration follows
this pattern:
- Conclusion summing up the actions taken, results, and added value.
- Refining or redefining the question for the next process iteration.
- Data sources, reports, visualizations, and interaction are considering their quality is
ensured, refined, enhanced, and automated in each iteration.
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Acronyms
ACL

Access Control List

API

Application Programming Interface

CAPEC

Common Attack Pattern Enumeration and Classification

CEE

Common Event Expression

CERT

Computer Emergency Response Team

CI

Configuration Item

CIM

Common Information Model

Cisco ASA

Cisco Adaptive Security Appliance

CLI

Command Line Interface

CMDB

Configuration Management Database

CMM

Capability Maturity Model

CMMI

Capability Maturity Model Integration

CMS

Configuration Management System

CPE

Common Platform Enumeration

CPU

Central Processing Unit

CSC

CIS Critical Security Controls

CSS

Cascading Style Sheets

CVE

Common Vulnerabilities and Exposures

CVSS

Common Vulnerability Scoring System

CWE

Common Weakness Enumeration

DAMA UK

Data Management Association United Kingdom

DDoS

Distributed Denial of Service

DHCP

Dynamic Host Configuration Protocol

DIN ISO/IEC 27001

DIN ISO/IEC 27001

DMP

Data Management Process

DMTF

Distributed Management Task Force

DMZ

Demilitarized Zone

DNS

Domain Name System

DoS

Denial of Service

DQ

Data Quality

FQDN

Fully Qualified Domain Name

FQHN

Fully Qualified Host Name

GIAC

Global Information Assurance Certification

GUI

Graphical User Interface
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HCI

Human Computer Interaction

HIPAA

Health Insurance Portability and Accountability Act

HTML

Hypertext Markup Language

HTTPS

HyperText Transfer Protocol Secure

IaaS

Infrastructure as a Service

IAM

Identity and Access Management

ICT

Information and Communications Technology

IDS

Intrusion Detection System

IETF

Internet Engineering Task Force

IMA

Integrated Management Architecture

IP

Internet Protocol

IPS

Intrusion Prevention System

ISCM

Information Security Continuous Monitoring

ISMS

Information Security Management System

IT

Information Technology

IT management

Information Technology management

IT operations

Information Technology operations

IT security

Information Technology security

ITIL

Information Technology Infrastructure Library

ITSM

Information Technology Service Management

ITU

International Telecommunication Union

KPI

Key Performance Indicator

LDAP

Lightweight Directory Access Protocol

Linux CI DB

Linux Configuration Item Database

MAC address

Media Access Control address

MI

Mutual Information

NAS

Network Attached Storage

NAS

Network Attached Storage

NFS

Network File System

NIST

National Institute of Standards and Technology

NVD

National Vulnerability Database

OMD

The Open Monitoring Distribution

OpenVAS

Open Vulnerability Assessment System

OS

Operating System

OSVDB

Open Source Vulnerability Database

OVAL

Open Vulnerability Assessment Language

PCI DSS

Payment Card Industry Data Security Standard

PDCA Cycle

Plan-Do-Check-Act Cycle

PHP

PHP: Hypertext Preprocessor originally Personal Home Page
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RBAC

Role Based Access Control

RCA

Root Cause Analysis

RFC

Request for Comments

SCAP

Security Content Automation Protocol

SDC

Scientific-Data-Center

SDLC

System Development Life Cycle

SIEM

Security Information and Event Management

SLA

Service Level Agreement

SLES

SUSE Linux Enterprise Server

SMS

Short Message Service

SNMP

Simple Network Management Protocol

SP

Special Publication

SSH

Secure Shell

sysadmin

System Administrator

TCP

Transmission Control Protocol

UID

Unique Identifier

UML

Unified Modeling Language

URL

Unified Resource Locator

VENSTER

Vulnerabilities and Exploits with NeSsus True positivE Results

VESPER

Vulnerabilities and Exploits in Software with Portscan-Endorsed Results

Vis4Sec

Integrated Visualization Process Framework for IT Security

VLAN

Virtual Local Area Network

VM

Virtual Machine

VMware sysadmin

VMware System Administrator

VPN

Virtual Private Network

vSphere

VMware Cloud Computing Virtualization Operating System

WATO

Web Administration TOol

WebGUI

Web Graphical User Interface

XML

eXtensible Markup Language

XMPP

Extensible Messaging and Presence Protocol
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