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ABSTRACT
Traditional (physical) access control systems are well-established

mechanisms, allowing organizations to determine who should be

able to access which physical space. This can either be a facility

such as a critical infrastructure with a well-defined set of indi-

viduals, e.g., employees, or public spaces where everyone can be

subject to access control. During the Covid-19 pandemic, additional

features to reduce the risks of individuals when entering spaces

became popular or even mandatory, including automatic scanning

for protective wear (e.g., whether an individual wears a mask), body

temperature checks, or digital health certificates, certifying that

one has been negatively tested for, or vaccinated against, Covid-19.

We refer to this as risk-based access control (RiBAC).

In the Covid-19 pandemic largely due to the time pressure for

implementing these measures, many of such RiBAC extensions to

classical AC systems required manual intervention. This, besides

posing health risks for the individuals performing these checks,

yields a solution which is not scalable. Now that the Covid-19

pandemic no longer constitutes a public health emergency of inter-

national concern by the World Health Organization (WHO), it is

time to reconsider RiBAC systems. Our main focus in this work is

to investigate requirements for such systems and to discuss possible

generic architectures for RiBAC systems. In order to be prepared for

a future pandemic, the goal should be to implement such systems

in a way such that they are scalable and risk-minimizing. We will

specifically focus on privacy of the individuals subject to access

control in RiBAC, while preserving the functionality of the sys-

tem. Moreover, our focus is on the European setting where digital

health certificates were considered as a central risk-reducing mech-

anism. In this context, we discuss the use of privacy-preserving

cryptography in order to be able to have RiBAC systems that are

privacy-preserving already in place for any potential future pan-

demic.
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1 INTRODUCTION
Physical access control (AC) systems enable organizations to restrict

access of single users or groups thereof to physical spaces. In their

most basic form, such AC systems consist of doors, locks, and

keys – however, modern access control systems go far beyond this,

and include advanced access credentials, e.g., including key cards,

smart phone credentials, encrypted badges, and biometric-based

validation of a user’s identity, allowing for fine-grained access rights

to different facilities. The reasons for using advanced access control

mechanisms are multi-fold, ranging from the protection of assets

such as facilities, equipment, or technologies, over the tracking

of visitors and employees to detect suspicious behaviour, e.g., due

to a lost or stolen access card, up the protection of employees by

ensuring that no unauthorized persons may enter a building.

Complementary to these goals, an additional type of access con-

trol has emerged over the last years, which we refer to as risk-based
access control (RiBAC).1 The goal of this type of access control

is not so much to ensure that only eligible persons may enter a

space, but rather to guarantee that they are healthy, do not pose a

health risk to others, or to ensure that workers of different shifts

do not mix. Traditional measures, include, e.g., large-scale infrared

thermal image scanners at airports during influenza seasons to en-

sure the healthiness of travellers. Furthermore, RiBAC has gained

significant attention during the Covid-19 pandemic. Examples for

implemented risk checks include automatic scanning for protective

wear (e.g., whether an individual wears a mask), body tempera-

ture checks, asking a list of questions that can be used for vetting

1
We are aware of the fact that the term “risk-based access control” is already used for

access control mechanisms where access decisions are based on quantified risk esti-

mates [8]. Nevertheless, we believe that it also provides a good intuition for pandemic

situations where we want to reduce risk via access control.

https://creativecommons.org/licenses/by/4.0/
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possible risks, and different types of digital health certificates [28]

like the EU Digital COVID-19 Certificate
2
, often also referred to as

“green pass”. Latter certifies that one has been negatively tested for,

or vaccinated against, Covid-19.

Especially during the Covid-19 pandemic, adding RiBAC fea-

tures to existing AC systems as well as the design of the RiBAC

components happened in an ad-hoc way. In the light of prepared-

ness for future pandemics, a natural question that arises is how the

integration of these two systems can or should be done. Moreover,

most ad-hoc design substantially sacrificed the privacy of users.

The emerging issues have been studied and analyzed in a series of

papers [18, 24] and appropriate recommendations for the correct im-

plementation of vaccine passports have been made. Consequently,

now is the time to revisit RiBAC designs with a particular focus on

user privacy.

However, combining RiBAC with existing AC mechanisms poses

a variety of challenges. For instance, digital health certificates (such

as the above mentioned “green pass”) are usually designed in a

way that requires the manual verification of a user’s identity, i.e.,

they have not been designed with an automatic access control

mechanism in mind. However, without this manual identification it

cannot be ensured that the certificate indeed belongs to the individ-

ual, making the process an efficiency bottleneck in many scenarios.

Moreover, as in case of Covid-19 representing a contagious disease

such manual checks increase the risk of exposure and contactless

solutions are highly desired. Another challenge is the privacy of

users
3
: while in combination with traditional access control, e.g., to

critical infrastructures, the identification of users will be required,

it is still necessary to protect a user’s privacy in terms of the health

status (e.g., tested or vaccinated), as long as the underlying access

policy of RiBAC, e.g., the user must either be vaccinated within

the latest 6 month or tested negatively within the last 24 hours, is

satisfied. Even worse, in the case of access to public places such

as restaurants or public transport, already the identification of the

user may be unacceptable, and the RiBAC system needs to work on

a fully anonymous level. Finally, the integration costs with existing

solutions needs to be kept as low as possible, while the efficiency of

the solution needs to be sufficiently high, also for heavily frequented

places.

1.1 Related Work
During the Covid-19 pandemic, a variety of digital solutions to

minimize infection risks were developed.

For instance, one very popular, but highly debated, solution

were digital contact tracing (DCT) solutions [26]. Out of a multi-

tude of protocols, e.g., [19, 21, 25, 27], the most well-known is the

Decentralized Privacy-Preserving Proximity Tracing (DP-3T) proto-

col [27] relying on Bluetooth Low Energy (BLE), which also heavily

influenced the Google and Apple Exposure Notification (GAEN)

framework [14] used by most DCT apps. We will not discuss DCT

solutions in more detail here, as they can be viewed orthogonal to

the RiBAC setting that we have in mind.

2
https://commission.europa.eu/strategy-and-policy/coronavirus-response/safe-

covid-19-vaccines-europeans/eu-digital-covid-certificate_en

3
https://www.forbes.com/sites/hessiejones/2021/02/19/can-verifiable-credentials-

be-the-key-to-safely-reopening-the-economy/

Frederiksen [11] investigates security and privacy issues in digi-

tal health certificate (DHC) applications and then demonstrates a

solution based on a distributed password-based authetication proto-

col [2] with improved untraceability by replacing distributed signa-

tures by blind signatures [6] (another important privacy-enhancing

technology). While the former work solely focuses on digital cre-

dentials, Hicks et al. explore various design ideas for decentralised,

privacy-preserving DHC protocols [17] that allows for both paper-

based and app-based user credentials.

Godden et al. investigate privacy-preserving variants of the EU

Digital COVID Certificate [13] and in particular use a toolchain for

zero-knowledge proofs that works with the Belgian EUDCC.

Binding digital certificates and credentials to humans has been

an active field of research over many years. For instance, Adams

et al. [1, 12] consider binding of credentials to individuals through

biometrics. The case of Covid-certificates has recently also been

analyzed by Hesse et al. [16].

Finally, we want to mention that the deployment of DHCs has

inspired the design of various distributed systems with a particular

focus on self-sovereign identity (SSI) as well as distributed ledger

technologies [9].

1.2 Outline
In Section 2, we introduce the main components of risk-based ac-

cess control mechanisms, describe motivating application scenarios,

and elicit some fundamental requirements to such systems. Then,

in Section 3 we describe three generic architectures for RiBAC sys-

tems with different levels of integration with the underlying access

control mechanism, and discuss their suitability for the motivating

scenarios and how they address the specified requirements. Finally,

we briefly conclude and discuss open challenges in Section 4.

2 SCENARIOS AND REQUIREMENTS
In a RiBAC system, individuals wish to access a area protected

by an access control (AC) system. We refer to the traditional, non

risk-aware part of the system which may already be in place, as the

classical AC system. Such a system is enhanced by RiBAC extensions,
which are responsible for any risk-related aspects. Such an add-on

may be based on physical checks (thermoscans, etc.), or leverage

certificates such as digital health certificates (DHC) attesting certain
attributes. The requirements that an individual has to fulfill in order

to be granted access by the RiBAC extensions are specified in an

access policy; for instance, such a policy could require that a person

is wearing a face mask, and in addition was negatively tested in

the past 48 hours or vaccinated twice in the last 6 months. Finally,

together, the classical AC system and the RiBAC extensions form

the full risk-based access control system.

In the following we now briefly discuss possible application sce-

narios for RiBAC systems, and perform a high-level requirements

analysis for such systems.

2.1 Application Scenarios
In the remainder of this paper, we will mainly be guided by two

complementary use cases for risk-based access control, which we

will briefly outline in the following.

https://commission.europa.eu/strategy-and-policy/coronavirus-response/safe-covid-19-vaccines-europeans/eu-digital-covid-certificate_en
https://commission.europa.eu/strategy-and-policy/coronavirus-response/safe-covid-19-vaccines-europeans/eu-digital-covid-certificate_en
https://www.forbes.com/sites/hessiejones/2021/02/19/can-verifiable-credentials-be-the-key-to-safely-reopening-the-economy/
https://www.forbes.com/sites/hessiejones/2021/02/19/can-verifiable-credentials-be-the-key-to-safely-reopening-the-economy/
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Critical infrastructure access control. As a first motivating

use case, we will consider access control to critical infrastructures,

as well as other access-restricted areas such as, e.g., work facilities,

where strong classical access control mechanisms are typically

already in place. In such a scenario, RiBAC extensions are needed

to protect the work force, which is particularly required to ensure

the proper functioning of critical infrastructures during pandemics.

Typically, the classical AC system will uniquely identify each in-

dividual when entering the area, e.g., by scanning employee badges

or similar. It is therefore necessary to ensure that the RiBAC ex-

tensions refer to the same individual, and do not leak any addi-

tional sensitive information (e.g., the vaccination status). However,

anonymity within the overall RiBAC system is not a requirement,

and the RiBAC extensions may potentially refer to the identity

coming from the classical AC system.

Access control for public spaces. Orthogonal to the above

use case, our second application scenario is access control to public

spaces such as public transport, shopping malls, or theaters. For

instance during the Covid-19 pandemic, access to such public spaces

was subject to certain restrictions (e.g., negative test result, etc.)

in various countries. In this case, no classical AC systems are in

place, which can be used to verify the identity of a certificate holder.

For this reason, as described above, manual steps in the validation

process were needed, posing a scalability bottleneck and causing

increased personnel costs.

Even more challenging, the anonymity of individuals should be

protected to the maximum degree possible and no identification

should occur. Only in exceptional cases identification might be

required at a later point, e.g., it is known that an infected individual

was present at a certain time and other individuals who were there

close in time need to be identified and notified.

2.2 Requirements
For requirements elicitation we leave the effectiveness of certain
checks out of scope, as these cannot be addressed on a techni-

cal level, but need to be designed and validated on a medical or

epidemiological level. Furthermore, we here do not state obvious

requirements, e.g., relating to accuracy (i.e., low false-negative and

false-positive rates) or usability, as those also do not directly im-

pact the integration of RiBAC extensions into classical AC systems,

but need to be validated independently.

The first three requirements specific to RiBAC extensions are

now related to security and privacy:

Security. From a security perspective, it is of utmost impor-

tance that an access control system extended by risk-based

features is no less secure than the underlying classical AC

system. In particular, it must not be possible for a malicious

individual to leverage the extension to gain access to re-

sources that they would not have been granted access to by

the original AC mechanism.

Privacy. A RiBAC scheme should fully respect the user’s pri-

vacy, and not leak more information than the underlying

classical AC system and beyond what is revealed by the

access policy itself.

For instance, if the classical AC system uniquely identifies

a user, the RiBAC system must not disclose any additional

information such as, e.g., the vaccination or recovery status.

Contrary, if the underlying classical AC system does not

require the identification of the individual, also the RiBAC

system must not reveal the identity or any other uniquely

identifying attributes of the individual for authentication

purposes, but rely on appropriate privacy-enhancing tech-

nologies.

Unlinkability. In particular in scenarios where an identifica-

tion of an individual is not necessary, it should additionally

be guaranteed that different actions of the same individ-

ual cannot be linked, as otherwise tracking of individuals

would become possible, potentially disclosing sensitive meta-

information. This unlinkability should hold against all enti-

ties in the RiBAC ecosystem, in particular including issuers

of DHCs as well as verifiers.

The following requirements are mainly related to practical as-

pects regarding efficiency as well as feasibility and costs of real-

world deployments:

Hardware requirements. The hardware requirements on the

user side should be kept at a minimum level, depending on

the specific application scenario. For instance, while in re-

stricted work areas dedicated hardware tokens (e.g., addi-

tional smart cards) might be acceptable, large-scale solutions

for public spaces should at most require access to a commod-

ity device such as a smart phone.

Scalability. In order to achieve scalability, a RiBAC system

should be fully automated, without human involvement in

the verification of access policies. Furthermore, the through-

put of the system should not be significantly less than that

of the underlying AC system. Finally, while scalability can

often be achieved by increased computational resources, the

computational costs on the user’s and verifier’s side should

be kept as low as possible.

Integrability. The costs and complexity of integration of risk-

based extensions into existing AC systems should be kept

as low as possible. This covers aspects regarding the actual

deployment complexity, as well as the administrative com-

plexity, e.g., of issuing dedicated hardware to all users or

similar.

Interoperability. To minimize the overhead and increase ac-

ceptability of a RiBAC solution, it needs to be as interopera-

ble with existing infrastructures and architectures as possible.

For instance, in the case of infectious diseases in the Euro-

pean Union, a solution should be able to leverage digital

EU Digital COVID Certificates without requiring issuers to

adapt their processes and data flows. Likewise, when requir-

ing to verify a user’s identity, existing standards such as the

European Digital Identity
4
need to be followed.

The final two core requirements identified for RiBAC systems

are related to their epidemiological impact:

4
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-

digital-age/european-digital-identity_en

https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-digital-identity_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-digital-identity_en
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Risk preservation. A RiBAC system needs to be risk-preserv-

ing in order to guarantee safety. That is, no additional health-

related risks for the user must be introduced by the RiBAC

features of the system. For instance, in the case of protection

against infectious diseases, this means that a RiBAC system

must be fully contact-less, in the sense that it neither re-

quires additional personal interaction nor touching sensors

or surfaces.

Tracing support. In case that a suspected or proven case oc-

curs within the access-restricted area, it should be possible to

notify individuals that have entered the area within a certain

time interval to support public health authorities in fighting

the spread of the pandemic. This needs to happen in a fully

transparent way minimizing the privacy impact for the indi-

vidual user, in particular avoiding full de-anonymization if

possible.

2.3 Required Concepts
In the following we briefly discuss some concepts that are essential

to the understanding of the RiBAC architectures discussed in this

work.

EUDCCDigital Health Certificates. During the Covid-19 pan-
demic, the European Union chose to deploy the EU Digital COVID

Certificates (EUDCC) as a risk mitigation measure. It represents a

type of DHC and such systems based upon an open source imple-

mentation
5
have been in use in all EU Member States, European

Economic Area (EEA) countries as well as many countries outside

the European Union
6
. Recently, also theWorld Health Organization

(WHO) announced that it will take up the EUDCC to protect against

future pandemic events.
7

Conceptually, it employs digital signatures issued by a national

authority to sign a document binding identifying information of an

individual (name, date of birth, etc.) to their status, i.e., vaccinated,

recovered, or tested. The status also includes additional attributes

such as the type of vaccine or the date of vaccination, recovery,

or test. Verification is performed locally and offline. The standard

setting requires the user to run an app on the smartphone, which

downloads and stores the signed document. For the actual check it

displays a QR-code including the document and its signature. This

QR-code is scanned by the verifier, the signature is verified and this

is followed by a manual check. This includes checking the personal

attributes against a physical identity document of the individual,

e.g., a passport or driving license.

Attribute-based anonymous credentials. Attribute-based
anonymous credentials (or ABCs), first envisioned by Chaum [5, 7]

and later instantiated in a large body of work starting with Ca-

menisch and Lysyanskaya [4], allow users to receive digital creden-

tials certifying pieces of information or attributes, e.g., name, date

of birth, etc., from an issuer. Later, users can decide to selectively

present parts of this information (e.g., name) to a verifier, while

keeping other parts (e.g., date of birth) secret. At the same time,

5
https://github.com/eu-digital-green-certificates

6
https://health.ec.europa.eu/ehealth-digital-health-and-care/ehealth-and-covid-

19_en

7
https://commission.europa.eu/strategy-and-policy/coronavirus-response/safe-

covid-19-vaccines-europeans/eu-digital-covid-certificate_en

the verifier receives provable cryptographic guarantees about the

authenticity of the disclosed information. Even more, in advanced

schemes users can prove predicates over their attributes instead of

fully revealing them (e.g., “older than 18” instead of the date of birth).

Finally, ABC systems usually guarantee unlinkability, making it

impossible to link two presentations.

3 GENERIC ARCHITECTURES
In this section we discuss three generic architectures for designing

RiBAC systems, as well as non-trivial requirement considerations.

These architectures can largely be classified by how deep the addi-

tional RiBAC features are integrated into the classical AC system.

Thereby, we start from settings where classical AC systems are

already in place and are extended by RiBAC features to RiBAC

systems that are designed from scratch. In our consideration we

omit the simplest approach, which just deploys RiBAC features but

is not connected to any AC system and does not require any form

of digitalization, e.g., temperature screenings on airports.

While the architectures presented in Sections 3.1 and 3.2 are

mainly suited for situations where strong access control mecha-

nisms are already in place (e.g., work places, critical infrastructures),

the approach described in Section 3.3 rather focuses on public spaces

(e.g., restaurants, shopping malls) where no classical AC is required.

3.1 Parallel Architecture
The first and arguably simplest architecture, illustrated in Fig. 1,

composes a classical AC system and the RiBAC components in par-
allel. Thereby, both systems are completely disconnected, perform

their decisions independently in parallel, and do not exchange any

information. Clearly, this disconnection requires the components

to be in close proximity to ensure that only one individual at the

time is subject to access control, so that it can be guaranteed that

both decisions are with respect to the same individual.

Figure 1: Parallel architecture

Advantages. The main advantage of this parallel architecture

is that it is easy to deploy and does not require modifications to

the classical AC system or an existing solution realizing the RiBAC

features. It is an attractive solution when the RiBAC features only

focus on physical checks (e.g., body temperature, presence of pro-

tective measures such as a face mask), i.e., features that are not

specific to the identity of the individual and do not require digital

certificates attesting attributes of the individual beyond those that

can be easily determined by sensors. Moreover, if the underlying

components provide scalability, then the overall systemwill provide

https://github.com/eu-digital-green-certificates
https://health.ec.europa.eu/ehealth-digital-health-and-care/ehealth-and-covid-19_en
https://health.ec.europa.eu/ehealth-digital-health-and-care/ehealth-and-covid-19_en
https://commission.europa.eu/strategy-and-policy/coronavirus-response/safe-covid-19-vaccines-europeans/eu-digital-covid-certificate_en
https://commission.europa.eu/strategy-and-policy/coronavirus-response/safe-covid-19-vaccines-europeans/eu-digital-covid-certificate_en
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scalability. Same holds for being risk-preserving, e.g., if the single

components are contactless and do not provide human intervention,

so will the composed system.

Consequently, it is not surprising that for many countries in

beginning of the Covid-19 pandemic this has been the prevalent

architecture.

Disadvantages. The main disadvantage stems from the discon-

nection of the two systems. If the RiBAC components need to base

their decisions on information that goes beyond physical checks,

e.g., information from a digital health certificate (DHC) of the indi-

vidual, then there is no link between the two systems. Consequently,

without additional measures individuals could maliciously use such

information from other individuals, e.g., a DHC from someone else.

While such problems can be prevented by manual intervention, e.g.,

a human check guaranteeing the match of the identity of the indi-

vidual and that of the DHC, such manual checks negatively impact

scalability and are not risk-preserving. One measure to overcome

these limitations is to add a biometric layer (cf. [12]) which matches

biometrics of the individual to biometrics encoded in the DHC. This

however increases the deployment costs and might contradict the

benefits of the parallel architecture.

3.2 Sequential Architecture
The second architecture, illustrated in Fig. 2, composes a classical

AC system and the RiBAC components sequentially. In this context,

we assume that the RiBAC components involve checking attributes

of the individual that are linked to their identity, e.g., an access

policy that needs to be satisfied by the DHC. Consequently, in ad-

dition to the access decision, the classical AC system outputs some

information ID that can be used as an input to the RiBAC compo-

nents to link the identity of the individual in the former system to

the latter components. Here, ID can either be an external identifier

that is used, e.g., by the DHC, or it can also be a combination of

attributes, e.g., name, date of birth, of the individual that are used

by the classical AC as well as the RiBAC components.

Figure 2: Sequential architecture

Online- vs Offline RiBAC verification. The architecture in
Fig. 2 is agnostic to whether the RiBAC verification is taken locally

or online. More precisely, the verification by the RiBAC components

and in particular the DHC could be performed offline, e.g., co-

located with the classical AC system, or deferred to some on-line

entity. For instance, assuming that there is a national infrastructure

in place that keeps track of the vaccination status and Covid-19 test

status of all citizens, the RiBAC component could just outsource the

decision for the access policy to a service provided by the national

infrastructure, basically by sending the ID and just processing the

result, representing a yes or no decision.

Online verification may have advantages in terms of accuracy:

for instance, if a vaccinated individual receives a positive test result,

they could still use the vaccination certificate to enter a facility

if no online verification of the status is carried out, because no

(temporary) revocation of vaccination certificates can be enforced.

On the downside, however, an online process poses challenges

regarding the individual’s privacy and unlinkability:

• Firstly, the central authority may learn when an individual

wishes to enter which facility. In case of restrictive access

rules at many places, this could enable the authority to derive

a detailed movement profile of citizens. It is thus important

that the verifier does not authenticate itself towards the

authority. In this case, only the number and timestamp of an

authentication is revealed, but no tracing of the individual

becomes possible.

• Secondly, a malicious verifier could send periodic requests

about the health status of a target individual to the authority

to learn about possible infections or whether they have been

vaccinated or not. It is thus important to enforce the physical

presence of the individual upon such a request. This can,

e.g., be achieved by letting the individual digitally sign a

timestamp and ID, which is sent to the authority together

with the ID; if the timestamp is not fresh, the request would

be denied. However, in this case it is required to keep track

of the public verification keys of all individuals. This leads

to a key management challenge, unless a national electronic

identity (eID) solution can be leveraged.

• Finally, online verification has the disadvantage that in case

of an outage of the central authority all RiBAC systemswould

be affected and become inactive.

It is worth noting that the current EUDCC is offline, also because

no central database of test results exists in certain countries, and

also cross-country interoperability would be challenging (e.g., indi-

viduals from country A being tested in country B and travelling to

country C).

Paper-based vs digital health credentials. During the Covid-
19 pandemics, health credentials have often been issued also in

paper-based form for various reasons, including convenience and

avoidance of discrimination of users without a smart phone. How-

ever, we want to note that paper-based health credentials come

with some inherent limitations. Firstly, a static QR-code as was

displayed, e.g., on Covid-19 vaccination certificates, necessarily

makes users fully linkable. Secondly, and more importantly, also

privacy cannot be achieved with such certificates, as individuals

cannot dynamically prove that they satisfy given access policies

(e.g., vaccinated or tested) at a given point in time.

These limitations cannot easily be addressed by mitigation strate-

gies like not encoding the vaccination status but only the expiration

date of the vaccination credential, and letting the verifier check

that this date has not yet passed: besides giving up on flexibility

in case of different access rules for different types of places, while

the vaccination status is not explicitly revealed, it could easily be
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inferred if the expiration date is more than 48 hours in the future.

We therefore consider digital health certificates to be indispensable

for the design of usable solutions with high privacy guarantees.

Advantages. The main advantage over the parallel architecture

from Section 3.1 is that ID allows one to connect the two systems,

and guarantees (depending on the uniqueness of ID) that both access
control decisions are performed with respect to the same individual.

In applications such as access to work facilities, where anonymity

of the individual is not important, but only specific attributes (e.g.,

vaccination status) shall be kept private, this architecture seems

most reasonable. In particular, in such settings a simple combination

of attributes will already make ID unique with high probability.

Note that it cannot be formally guaranteed that a DHC belongs

to the individual on which the classical AC system performs the

access decision without additional means, e.g., manual check of the

identity, if using a DHC in the parallel architecture.

Disadvantages. A disadvantage compared to the parallel archi-

tecture is that this architecture requires changes to the existing

classical AC system. Nevertheless, these changes can be considered

relatively minor as it simply amounts to providing the output of

some information available in the classical AC system in a way ac-

cessible to the RiBAC components. One issue that can become chal-

lenging is that when using this architecture in a privacy-preserving

way across different domains, it might be necessary to consider

different identifiers for the different classical AC systems within the

RiBAC components, e.g., DHCs cannot include external identifiers

for multiple traditional AC systems.

Interoperability challenges. In contrast to the parallel archi-

tecture from Section 3.1, by connecting two systems and introduc-

ing additional features bound to the identity of the individual for

the RiBAC component, e.g., using a DHC, this introduces interop-

erability challenges. This gets particularly evident when aiming

for strong privacy features. As mentioned above, connecting the

two systems via a simple but likely unique ID, e.g., name, date of

birth, that is also available in the DHC, allows a simple connection

of the two systems and does not require any changes to the DHC

system. However, when relying on existing solutions for DHC such

as the EUDCC, representing an offline and local system, it does not

represent a privacy-friendly solution. In particular, the whole DHC

is transferred to the verifier and it discloses much more information

compared to only learning whether the policy is satisfied or not.

In order to support stronger privacy guarantees for the DHC

component, changes have to be introduced to the system, such as a

replacement of the conventional digital signatures with attribute-

based anonymous credentials as discussed in Section 3.3. However,

this requires a complete redesign of the DHC solution and mod-

ification to issuers of the certificates, the user app as well as the

verifier. Another possible solution is the still rely on DHC, but to

change the user app and verifier side to integrate privacy features.

From a technical perspective, there are different way to realize such

a feature. In particular, one can rely on intermediate certification

either using concepts form self-sovereign identity and verifiable

claims relying on zero-knowledge proofs
8
or anonymous credential

8
https://www.w3.org/TR/vc-data-model-2.0/#zero-knowledge-proofs

systems that are specifically designed to deal with existing identity

infrastructures [22].

3.3 By Design Architecture
The third generic approach, illustrated in Fig. 3, fully integrates the

RiBAC extensions into the access control mechanism. In this setting

one can also follow a strict privacy-by-design approach, which is

only possible in a limited way for the two other approaches. In

particular, this last architecture is also suitable for scenarios like

access control to public spaces without violating the privacy of the

user.

In a nutshell, the idea of the approach is as follows: the individ-

ual receives a digital credential, e.g., in form of an attribute-based

anonymous credential [4], certifying, among others, the health

status, some biometric features, and the identity of the individual.

Then, for risk-based access control, the user selectively discloses

the information that is needed to fulfil the access policy (e.g., vacci-

nated or negatively tested), and in addition proves that they own

the biometric features encoded in the credential. Given the sensitiv-

ity of biometric information, and in order to fully maintain privacy,

all these checks need to be carried out in the encrypted domain, e.g.,

using efficient (non-interactive) zero-knowledge proofs of knowl-

edge [10, 23] or zk-SNARKs (succinct non-interactive arguments

of knowledge) [15]. Binding the credential to the physical identity

of the individual prevents from sharing of certificates, while the

deployed privacy-enhancing technologies guarantee privacy.

A detailed formalization of this approach has recently been pro-

posed by García Rodríguez et al. [12], specifically supporting face

recognition as a biometric feature. In their setting, the biometric

reader as the verifier has to be trusted in the sense that it never

discloses biometric readings to the verifier in plaintext, but only in

encrypted form. The user then locally computes a zero-knowledge

proof that this encrypted biometric scan corresponds to the biomet-

rics encoded in their credential. However, a minimum amount of

trust seems to be unavoidable when aiming for non-transferability

of credentials without introducing dedicated hardware. For an in-

depth discussion, we refer to [12].

Figure 3: By-design architecture

While similar to Section 3.2 both online and offline verification

could be supported, the following discussion mainly focuses on

offline verification, as this is also the design choice that has been

taken for the EUDCC. Still, all discussions from the previous section

apply.

Advantages. The main advantage of this approach is the high

level of privacy that can be achieved. By the guarantees of the de-

ployed technologies, fully privacy-preserving access control across

https://www.w3.org/TR/vc-data-model-2.0/#zero-knowledge-proofs
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different domains is supported, ensuring that an individual cannot

be identified at any point in time. Evenmore, also different activities

and authentications of the same individual cannot be linked, such

that tracing of individuals becomes impossible also for an adversary

who controls multiple verifiers and the issuer. Furthermore, the

full flexibility of attribute-based anonymous credentials and zero-

knowledge proofs can be used, such that also complex predicates

(e.g., “last tested at most 48 hours ago”) can be proven efficiently.

Finally, by binding the credentials to physical properties of their

owners, a high level of assurance is achieved, as credentials cannot

be transferred among users, which is often not even achieved in

classical AC systems using, e.g., key cards or similar.

Disadvantages. While the feasibility of this by-design approach

has been shown, e.g., by García Rodríguez et al. [12], this approach

is the computationally most expensive one. That is, while authen-

tication can efficiently be performed on smart phones, an imple-

mentation on smart cards or similarly constraint devices currently

seems to be out of reach, if transferability of credentials is to be

avoided. Furthermore, the approaches from Sections 3.1 and 3.2 are

relatively easier to integrate into classical AC systems, while the

approach presented above requires a full re-design of the access

control system, which however may be acceptable in cases where

no classical AC system was in place before.

Tracing support. Considering the approaches from the previ-

ous sections it is relatively clear how to notify individuals in case

they were exposed to an infectious person, as information about the

entering individuals is handled by the classical AC system. However,

the presented approach follows the privacy-by-design paradigm,

achieving high provable privacy and unlinkability guarantees, mak-

ing later notification of individuals difficult. One possible solution

could be to integrate the so-called feature of inspection [3, 20]: in

this case, an encrypted version of the individual’s identity is handed

to the verifier, together with a cryptographic validity proof, under

the public key, e.g., of the health authority. Now, in case that the

authority needs to re-identify people, the verifier could hand over

the encrypted identities of individuals entering during the period

in question. This allows for a trade-off between full anonymity and

the possibility to de-anonymize exactly those individuals that have

potentially been exposed to a risk, as the ciphertexts remain with

the verifier, and thus the authority (or an attacker gaining access to

their key material) could not perform large-scale tracing of citizens.

Alternatively, instead of encrypting one’s identity, individuals

could simply encrypt, e.g., a random string of sufficient length,

which they also store locally. In case of a potential exposure, au-

thorities could now obtain the ciphertexts, decrypt them, and pub-

lish the random strings. Users could then match the published

values against their local data. While in this case authorities would

no longer be able to re-identify citizens and, e.g., put them under

quarantine, they would still be able to inform citizens about the ex-

posure risk. This approach would be very similar to what has been

done, e.g., by digital contact tracing solutions such as DP-3T [27]

or GAEN [14].

Privacy and Unlinkability. Besides the biometric binding to

avoid transferability of DHCs to achieve scalability and reduce per-

sonnel efforts, the presented approach also significantly varies from

the existing EUDCC approach in terms of unlinkability and privacy.

Namely, in the EUDCC framework, all information contained in

the DHC is transferred to the verifier, who then locally verifies the

validity of the digital signature, which is followed by the manual

verification of the identity. However, there is a discrepancy between

what is revealed and what is required and used. While only the

name and date of birth needed for identity verification as well as

an indication whether or not the access policy is satisfied would

be required (and are displayed to the verifier in the application),

the application learns all information about a user (including, e.g.,

type and date of test or vaccination, etc.). We note that a verifier

app could easily be modified to store all this data, posing a severe

privacy risk. This is in contrast to the privacy-preserving approach

presented here: while the same soundness guarantees regarding the

health status of the individual are achieved, no further information

is ever sent to the verifier, who rather only receives a cryptographic

proof that the access policy is indeed satisfied.

4 EVALUATION AND OPEN CHALLENGES
In Table 1 we now evaluate the different approaches presented in

this paper against the requirements set out in Section 2.2. Further-

more, the table contains the set of epidemiologic checks supported

by the three architectures.

As can be seen, security and risk-preservation are fulfilled by

all approaches. Furthermore, privacy can be fulfilled by all three

approaches, in the case that privacy-preserving digital health cer-

tificates, e.g., allowing for selective disclosure, are deployed. In

particular, as discussed earlier, privacy cannot be fully achieved

using paper-based health certificates.

Unlinkability is a strong privacy requirement that is only mean-

ingful when identification of the individual is not required, e.g., for

access control to public spaces, and is thus typically not critical in

cases where traditional AC systems are already in place.

Architecture

Parallel Sequential By-design

Requirements

Security    
Privacy  G#  
Unlinkability # #  

Hardware requirements   G#
Scalability   G#
Integrability  G# #
Interoperability  G# #

Risk preservation    
Tracing support   G#

Supported checks

Physical (temperature, etc.)    
Digital (DHCs) #   

Table 1: Evaluation of the different approaches relative to
the requirements and overview of supported checks ( =fully
satisfied, G#=partially satisfied, #=not satisfied).
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For the remaining requirements, there exist trade-offs: while the

by-design architecture (Section 3.3) offers the highest privacy guar-

antees, the complexity of deployment and integration, as well as

interoperability with existing infrastructures, cannot be guaranteed.

The possibility to warn individuals about potentially infectious con-

tacts can be reached by respective add-ons. Also, the solution is

limited in terms of efficiency and hardware requirements.

Apart from this, and as to be expected, the integrability and inter-

operability of the other architectures decrease with the complexity

of supported features, cf. Section 3.1 and Section 3.2.

Regarding supported health checks, it is easy to see that physical

checks that do not require identifying information (temperature,

mask, etc.) are supported by all architectures. In case of digital

checks, which are tied to the identity of the individual, there is

an important fact to stress: since in the parallel architecture the

coupling of the classical AC and the RiBAC extensions is non-

existent, digital checks are not supported in an automated way and

would require manual intervention (e.g., checks of ID documents).

4.1 Open Challenges
In order to achieve real preparedness for a potential future health

emergency situation, a variety of steps should be taken. On the

deployment side, existing AC systems need to be analyzed and the

required interfaces, e.g., for the sequential architecture, need to be

defined and standardized in order to guarantee compatibility with

external infrastructure such as the EUDCC. Furthermore, efficiency

benchmarks for the different approaches and on different hardware

profiles need to be established, to allow for an easy selection of the

appropriate solution for a given setting.

All architectures presented above assume that there is no ambigu-

ity about the user requesting access, which requires, e.g., turnstiles,

to avoid tailgaiting attacks, or to avoid that the temperature of

the wrong individual is scanned. While the required infrastructure

will typically already exist for traditional AC systems, it is an open

challenge especially for the last construction to allow for seemless

access control without requiring expensive hardware while still

protecting the privacy of individuals in the best way possible.

Especially due to the use of biometrics in Sections 3.2 and 3.3,

also the perceived privacy impact and social acceptance play an

important role. By raising awareness of existing solutions and edu-

cating society, reluctance of adoption (similar to, e.g., digital contact

tracing apps) should be pro-actively addressed.

Finally, on the more technical side, additional research regarding

privacy-preserving matching of biometrics needs to be carried out

in order to improve existing trade-offs with regards to supported

biometric features, efficiency, and accuracy.
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