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ABSTRACT The trustworthiness of integrated circuits (ICs) has become increasingly important due to
the ubiquitousness of ICs and the insecure nature of the current semiconductor supply chain. Throughout
development and operation, ICs are exposed to several risks that can arise from malicious actors or
harsh operational conditions. Therefore, the question arises: Does the trustworthiness of an IC indicate its
security only or other attributes beyond? Various disciplines may have a different understanding of what IC
trustworthiness means. Thus, a compact and unified definition that provides its main overarching attributes
is required. Such a definition would lead to a greater readiness to deal with emerging challenges. To define
trustworthiness at IC level, we identify the minimum number of attributes required to cover the various
perspectives of development, focusing on correct functionality, reliability, security, and functional safety.
Subsequently, we review and provide a structured description of identified critical pre-silicion issues that
can negatively impact the defined attributes. Besides academic literature, standards, and industry-relevant
publications, we consider industry experts’ opinions to achieve the maximum possible coverage of our
topical review. We also provide an overview and analysis of several existing evaluation methodologies of
the respective trustworthiness attributes, as evaluating the discussed issues is another important aspect for
achieving trustworthiness. Our findings highlight the need for a comprehensive and universally applicable

framework to evaluate the trustworthiness of ICs.

INDEX TERMS EDA, integrated circuit design, reliability, safety, security, trustworthiness

I. INTRODUCTION

Integrated Circuits (ICs) have become critical in enabling
applications that affect every aspect of modern life. They
are more complex and subject to stringent requirements for
Power, Performance, and Area (PPA). Furthermore, new pro-
cess nodes introduce additional reliability concerns. The use
of ICs in security and safety-critical applications, such as
data centers, automotive, healthcare, adds another layer of
complexity. Meeting the requirements that arise from these
challenges under tight development schedules has become
increasingly difficult for IC developers. To address these
various challenges, a comprehensive approach is necessary
that balances these aspects throughout the IC lifecycle. Efforts
to reconcile all these aspects have led to the emergence of the
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concept of trustworthiness.

Trustworthiness has become the backbone of several re-
search and development strategies. For example, multiple
research projects targeting trustworthy electronics have been
funded in Europe, including ZEUS by the German Federal
Ministry of Education and Research (BMBF) [1]. In the US,
the Defense Advanced Research Projects Agency (DARPA)
is funding many research projects on the system trustwor-
thiness. In 2017, DARPA announced a five-year plan to in-
vest 1.5 billion US dollars in the advancement of the US
semiconductor industry [2]. Furthermore, in 2022, DARPA
took a step towards funding projects aimed at trustworthy
artificial intelligence [3] and the trust of computing systems
[4]. Therefore, a clear interpretation and formalization of
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trustworthiness in the context of electronics, and specifically
ICs, is also required.

In their infancy, during the 1940s, digital computers were
developed with largely unreliable components [5]. These
components introduced faults that resulted in failures. One
method of overcoming these failures was the use of redundant
components. Various redundancy theories were unified under
the concept of failure tolerance in 1965 [6]. Later, in 1982,
a special session on fundamental concepts of fault tolerance
was held at International Symposium on Fault-Tolerant Com-
puting (FTCS)-12[7], where various proposals were made to
offer a consistent concept and terminology for fault tolerance.
An encompassing concept for these proposals became nec-
essary. Thus, between 1985 and 1992, Jean-Claude Laprie
worked on developing the concept of dependability and led
a great effort to define the basic concepts and terminology in
this domain [8], [9]. In one of the first works in 1985, Laprie
defined dependability to essentially encompass availability
and reliability [10]. However, this definition cannot distin-
guish between availability and reliability in special cases,
such as in the case of non-repairable systems [11], where
availability reduces to reliability, as repairs after failure are
not possible. Subsequently, Laprie expanded his definition
of dependability by adding safety and security [9]. In [9],
intentional faults, e.g., the insertion of malicious logic, were
first introduced. Since then, intentional faults, as security
threats, have been considered in conjunction with reliability
issues. This motivated a new paradigm of computing, called
dependable computing, which has been extended over the
years to various domains. The Institute of Electrical and
Electronics Engineers (IEEE) P2851 Working Group, which
created the IEEE Standard for Functional Safety Data For-
mat for Interoperability within the Dependability Lifecycle
[12], interprets the dependability of autonomous machines as
“the property of an autonomous machine to perform reliably,
safely, securely, in a time-deterministic manner, etc.” [13].
Dependability, motivated by reliability, is an attempt to unify
the various different terms, especially related to fault toler-
ance, into a common concept.

Trustworthiness, meanwhile, has various definitions. In
some works, such as in [5], trustworthiness is considered
to be equivalent to dependability, where both concepts are
considered to have the same goal: ““[the] assurance that a
system will perform as expected’ . In other works, such as in
[14], the International Federation for Information Processing
(IFTP) Working Group 10.4 on Dependable Computing and
Fault Tolerance uses trustworthiness to define dependability
as: “‘the trustworthiness of a computing system which allows
reliance to be justifiably placed on the service it delivers” .

Still, the aspect of security is consistently incorporated
into the definition of trustworthiness. Both the US National
Institute for Standards and Technology (NIST) [15] and the
German Federal Ministry for Economic Affairs and Energy
(BMWi) [16] consider security to be the underlying pre-
requisite for trustworthiness. In [5], similarities and differ-
ences between dependability and trustworthiness were in-

2

Al Artificial Intelligence

AoU Assumptions of Use

ASIL Automotive Safety Integrity Level
BIST Build-in Self Test

CIA Confidentiality, Integrity and Availability
CWE Common Weakness Enumeration
DAL Design Assurance Level

DCLS Dual-Core Lockstep

DFA Dependent Failure Analysis

DFT Design for Testability

DoS Denial of Service

DRC Design Rule Check

EDA Electronic Design Automation

ECU Electronic Control Unit

FFI Freedom from Interference

FMEA Failure Modes and Effects Analysis
FMECA Failure Modes, Effects, and Criticality Analysis
FMEDA Failure Modes, Effects, and Diagnostic Analysis
FPGA Field Programmable Gate Array

FTA Fault Tree Analysis

HARA Hazard Analysis and Risk Assessment
IC Integrated Circuit

/0 Input/Output

IoT Internet of Things

P Intellectual Property

LVS Layout Versus Schematic

OEM Original Equipment Manufacturer
PDK Process Design Kit

PPA Power, Performance, and Area
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vestigated, where threats are development, physical, and in-
struction faults from the perspective of dependability, while
threats are hostile attacks, environmental disruptions, and
human errors from the perspective of trustworthiness [17].
Although the definition of trustworthiness differs depending
on the application and the defining entity, both terms are often
interchangeably used, and there is no universally agreed-upon
definition across domains [18].

There are attempts to provide a comprehensive definition
of trustworthiness at the system level. Where by system we
mean ‘“‘an entity that interacts with other entities, i.e., other
systems, including hardware, software, humans, and the phys-
ical world with its natural phenomena [5], to achieve one
or more stated purposes” [19]. In electronics, such a system
could be an Electronic Control Unit (ECU) used in a car. At
the system level, the recent standard International Organiza-
tion for Standardization (ISO)/International Electrotechnical
Commission (IEC) TS 5723:2022 [19] provides a definition
of trustworthiness for systems, where trustworthiness is de-
fined as “‘the ability to meet stakeholders’ expectations in
a verifiable way” . The various characteristics that trustwor-
thiness can have, according to this definition, are shown
in Fig. 1. Table 1, part (a), summarizes the definitions of
the characteristics extracted from the ISO/IEC TS 5723:2022
[19]. In addition to the characteristics defined in the afore-
mentioned standard, the characteristics of confidentiality,
maintainability, serviceability, and repairability are included
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FIGURE 1. Characteristics of trustworthiness of a system per ISO/IEC TS
5723:2022.

in part (b) of Table 1, since they are important in the context
of electronic systems and, by extension, for ICs.

In this paper, we are specifically interested in what trust-
worthiness means in the context of ICs. As an IC represents
a subsystem or component, we analyze trustworthiness at the
subsystem level and investigate what can undermine it. In this
case, the definition of trustworthiness relies on: (1) preventing
security-related threats, such as hostile attacks [17], fault
injection attacks, hardware Trojans, and Intellectual Property
(IP) theft, including piracy and counterfeiting [24]; and (2)
mitigating the effects of failure modes, such as complete and
partial failures, or catastrophic and degraded failures [11].
Therefore, designing trustworthy ICs requires a deep under-
standing of security threats on the one hand and what makes
a system fault-free and functionally correct on the other. In
the following, we look at how trustworthiness is viewed from
different perspectives.

A. TRUSTWORTHINESS OF INTEGRATED CIRCUITS FROM
DIFFERENT PERSPECTIVES

Due to the various attributes that the trustworthiness of ICs
encompasses, specialists in different aspects of development,
i.e., functional development, reliability, security, and func-
tional safety, may have a different understanding of the term.

1) From the perspective of an IC designer and verification
engineer

In the context of IC development, the goal of design and
verification engineers is to ensure that the developed IC
performs its intended functions correctly. This means that
the requirement-fulfilling specification is implemented and
that the function is complete and accurate. Furthermore, the
design must be thoroughly verified and validated to identify
and correct any functional errors. This involves rigorous pre-
silicon verification and validation processes, as well as test-
ing during manufacturing, to ensure that the IC behaves as
expected under various operating conditions. Furthermore,
meeting PPA requirements is essential. Thus, from the point
of view of design and verification engineers, a trustworthy
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TABLE 1. Definition of characteristics of trustworthiness of a system.

Trustworthiness

et Description
characteristic P
. "State of being answerable for actions, decisions, and perfor-

Accountability ,,f 8 [ perfe
mance
"Measure of closeness of results of observations, computations, or

Accuracy . . "
estimates to the true values or the values accepted as being true

Authenticity "Property that an entity is what it claims to be"

. "Property of being accessible and usable on demand by an autho-

Availability roperty {,‘ 8 Y
rized entity

. "Property of a system that allows a human or another external

Controllability P t} f a sy R . L
agent to intervene in the system’s functioning
System integrity: "Property of accuracy and completeness”

. Data integrity: "Property whereby data have not been altered in

Integrity : . .
an unauthorized manner since they were created, transmitted, or
stored"

. "Freedom from intrusion into the private life or affairs of an

Privacy FE "
individual

Qualit "Degree to which a set of inherent characteristics of an object

Y Sulfills requirements"
Reliabilit "Ability of an item to perform as required, without failure, for a
Y given time interval, under given conditions"
"Capability of a system to maintain its functions and structure in

Resilience the face of internal and external change, and to degrade gracefully
when this is necessary”

"Ability of a system to maintain its level of performance under a

Robustness . 1y of 5. W f perf
variety of circumstances
"Property of a system such that it does not, under defined condi-

Safety tions, lead to a state in which human life, health, property, or the
environment is endangered"

System security: "Resistance to intentional unauthorized acts de-
. signed to cause harm or damage to a system"

Security . o . y R .
Information security: "Preservation of confidentiality, integrity,
and availability of information"

"Property of a system or process to imply openness and account-

Transparency rop Y Y ofasy P PLy op:
ability
"Extent to which a system product or service can be used by speci-

Usability fied users to achieve specified goals with effectiveness, efficiency,
and satisfaction in a specified context of use"

(a) Trustworthiness characteristics taken from "Trustworthiness Vocabulary" in ISO/TS

5723:2022 [19]

TR "the probability that the system can be successfully restored to

Maintainability . g " i
operation after failure" [20]

. L "relates to the time it takes to restore a system to service following

Serviceability . "

a system failure" [21]
Lo "reflects the extent to which the system can be repaired in the event

Repairability S,
of a failure" [22]

Confidentiality "protecting information from unauthorized access" [23]

(b) Additional characteristics relevant for electronic systems

IC must not only correctly execute its functionality, but also
strike a balance between power consumption, performance,
and area utilization.

2) From the perspective of a reliability engineer

The goal of a reliability engineer, in the context of IC de-
velopment, is to ensure that the IC should function as ex-
pected without any failures during its lifecycle. Reliability is
a probabilistic concept primarily related to impairments, i.e.,
faults, errors, and failures [10]. In particular, reliability seeks
to ensure that the developed IC remains functional until the
end of its desired lifetime, not only in the presence of random
faults due to external sources, e.g., radiation, but also under
the effects of silicon wear-out, e.g., due to aging. Therefore,
from the point of view of a reliability engineer, ensuring the
absence of failures for ICs by applying measures throughout
the lifecycle, including design, manufacturing, and in-field, is
what makes an IC trustworthy.
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3) From the perspective of a security engineer

In the context of IC development, the goal of a security
engineer is to implement resilient measures to protect the
IC against potential security threats. Malicious attacks, such
as injecting intentional faults during operation [25], or in-
troducing hardware Trojans during design [26], compromise
Confidentiality, Integrity and Availability (CIA). Therefore,
to achieve a trustworthy IC, security designers and architects
prioritize security threats and implement adequate counter-
measures. In the security domain, a trusted anchor is a re-
quired building block as it can provide guarantees against po-
tential security threats. Security engineers have gone beyond
this conventional security paradigm and have adopted the
concept of zero-trust security model never trust, always verify
[27] from network level to hardware level [28]. Therefore,
from the security engineer’s point of view, trustworthy ICs
require a trusted anchor as well as verification and validation
focused on security.

4) From the perspective of a functional safety engineer

The goal of a functional safety engineer is to ensure the IC
does not negatively impact the safe operation of the sys-
tem in which it is integrated. To be considered function-
ally safe and to avoid potential legal exposure in the case
of catastrophic events, ICs should be developed in accor-
dance with the applicable functional safety standards of the
industry in which the IC will be used. Examples of these
standards are the IEC 61508 Functional Safety of Electri-
cal/Electronic/Programmable Electronic Safety-related Sys-
tems [29], and other derived industry-specific standards, e.g.,
ISO 26262 for automotive [30], IEC61511 for the process
industry [31], IEC 61513 for nuclear power plants [32], and
IEC 62061 for machinery [33]. These standards describe the
processes that shall be followed and mandate quantitative
metrics that must be achieved. Thus, from the point of view
of a functional safety engineer, a trustworthy IC does not
cause harm during operation in the event of failure, regardless
of whether the failure is the result of functional errors or
reliability-driven faults.

To align efforts and establish a common level of expec-
tation and interoperability between the different parties in-
volved in each specific IC development aspects, many stan-
dards and guidelines have been created covering the various
aspects. Examples of common industry standards and guide-
lines that apply to ICs development are detailed in Table 2.

B. MOTIVATION AND PAPER CONTRIBUTION

Due to the various perspectives described above, having a uni-
fied domain called trustworthy ICs leads to greater readiness
to deal with emerging challenges. Therefore, trustworthiness
at ICs level requires a compact definition with main overar-
ching attributes. This would enable developers from different
fields, who may have narrow field-specific perspectives on
trustworthiness, to gain a better understanding of how trust-
worthiness impacts IC development overall. In this paper, we
identify the minimum number of attributes required for the
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TABLE 2. Common industry standards and guidelines relevant for the
discussed aspects of IC development.

Development

A Standard or Guideline Reference
spect
SystemC [34]
Functionality | Unified Power Format (UPF) [35]
and Universal Verification Methodology (UVM) [36]
Performance IP-XACT [37]
Portable Test and Stimulus Standard (PSS) [38]
AEC-Q100 Failure Mechanism Based Stress Test [39]
Qualification For Integrated Circuits
AEC-Q004 Automotive Zero Defects Framework [40]
Reliability SAE J1879 Handbook for Robustness Validation of [41]
Semiconductor Devices in Automotive Applications
IEC 61709:2017 Electric Components - Reliability - [42]
Reference Conditions For Failure Rates And Stress
Models For Conversion
ISO/SAE 21434:2021 - Road Vehicles - Cybersecurity [43]
Engineering
ISO/IEC 15408:2022 - Information Security, [44]
Cybersecurity and Privacy Protection
IEC 62443 Industrial Communication Networks - [45]
Seamisy Network and System Security
ISO/IEC 19790:2012 - Information Technology - [46]
Security Techniques- Security Requirements for
Cryptographic Modules
IP Security Assurance - Security Annotation for [47]
Electronic Design Integration (SA-EDI)
IEC 61508:2010 Functional Safety of [29]
Electrical/Electronic/Programmable Electronic
Safety-related Systems
ISO 26262:2018 - Road Vehicles - Functional Safety [30]
IEC 61511:2016 Functional Safety - Safety [31]
Functional Instrumented Systems for the Process Industry Sector
Safety IEC 61513:2011 Nuclear Power Plants - [32]
Instrumentation and Control Important to Safety
IEC 62061:2021 Safety of Machinery - Functional [33]
Safety of Safety-related Control Systems
DO-254/ED-80 Design Assurance Guidance for 48]
Airborne Electronic Hardware

concept of trustworthiness at IC level to cover the various per-
spectives of development. In addition, we elaborate on some
of the most critical issues, spanning the various attributes,
which should be addressed to achieve trustworthiness. Each
issue is described in a consistent manner, focusing on the
impact it has on trustworthiness and on existing and emerging
countermeasures. The contributions can be listed as follows.

e We provide a compact definition of trustworthy ICs
focusing on four main attributes.

o We discuss the various impairments to trustworthiness
attributes and their interactions.

o We investigate critical pre-silicon issues that can nega-
tively impact the defined trustworthiness attributes and
present them in a consistent way.

o We provide an overview of several existing methodolo-
gies for evaluating trustworthiness attributes.

Instead of proposing a new taxonomy that lists and clas-
sifies all potential trustworthiness issues, in this paper, we
focus on selected issues that have a critical impact on the
trustworthiness attributes and hold particular practical signif-
icance. The presented issues are classes of issues gathered
from discussions with IC architects, designers, and verifi-
cation engineers within the scope of the VE-VIDES project
for trustworthy electronics [49]. The advantage of presenting
the issues in such classes is that it provides an overview
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from a practical perspective along the pre-silicon stages of
IC development.

Throughout this paper, we consider various sources, in-
cluding academic literature, standards, industry experts’ opin-
ions, and industry-relevant publications, such as white papers.
To the best of our knowledge, this is the first attempt to define
trustworthiness in the context of ICs, by focusing on how it
affects the various different development perspectives.

C. PAPER ORGANIZATION

The remainder of this paper is organized as follows. In Sec-
tion II, we elaborate on the main attributes of trustworthy
ICs and explain the various related impairments and their
interactions. In Section III, we describe critical issues that
can negatively impact the trustworthiness of ICs. We focus
on elaborating what the issue is, how, where and by whom
the issue is caused, how it impacts trustworthiness, and what
countermeasures can be taken to counteract it. In Section IV,
we provide an overview of several existing methodologies
for evaluating the specific attributes of trustworthy ICs. In
Section V, we conclude and highlight the need for a unified
evaluation framework for trustworthiness of ICs.

Il. TRUSTWORTHY INTEGRATED CIRCUITS: ATTRIBUTES
AND IMPAIRMENTS

To be able to elaborate on critical issues that negatively impact
trustworthiness of ICs, it is essential to define trustworthiness
in the context of ICs, as well as to identify its main attributes.
Furthermore, it is important to understand the potential im-
pairments to those attributes and the interactions between
them.

A. TRUSTWORTHINESS ATTRIBUTES FOR INTEGRATED
CIRCUITS

The trustworthiness of a system encompasses a vector of
characteristics or attributes, as described in Table 1. This set
of attributes can be extended or reduced depending on the
type of system, its application, and the industry in which it
is applied. Since an IC is considered a subsystem within an
electronic system, its trustworthiness is a prerequisite for the
trustworthiness of the entire system. Although, as discussed
above, various attributes are related to trustworthiness, there
can be a hierarchical relationship between these attributes,
as many of the attributes shown in Table 1 can be assigned
as subattributes of others. Our goal is to establish the min-
imum number of attributes required so that the concept of
trustworthiness at IC level covers the different perspectives
of development. Given the differing views, depending on the
development aspect, and the fact that typically engineers in
these domains work independently of each other, trustworthi-
ness must cover all of these development aspects. Motivated
by this, we consider the following four as the main trustwor-
thiness attributes in the context of IC development: (1) correct
functionality, (2) reliability, (3) security, and (4) safety. The
other attributes can be assigned as subattributes of these four,
as shown in Fig. 2.
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FIGURE 2. Attributes and subattributes of trustworthy ICs.

The correct functionality of an IC is the ability of the IC
to execute the intended functionality and only the intended
functionality. Per ISO/IEC TS 5723:2022 [19], the system
trustworthiness must “‘meet expectations in a verifiable way".
This places the burden on the subsystems, which in the
case of electronics is an ICs, to fulfill their functionality
correctly. Thus, the attribute of correct IC functionality is
a minimum requirement for trustworthiness. Furthermore,
functionality must be verifiable, which makes it necessary
to have a sufficient level of development quality that can
assign accountability within the developing entity through
transparency during development. The attribute of usability,
at system level, is defined as the “‘extent to which a system
can be used to achieve specified goals with effectiveness,
efficiency, and satisfaction’ [19], which is only possible if
the functionality is implemented correctly at IC level. In ad-
dition, a correct function must be complete and accurate, thus
covering the subattributes of infegrity and accuracy. Lastly,
robustness, which is concerned with maintaining the level
of performance, is also necessary for the IC to perform the
functionality correctly under varying circumstances.

The reliability of an IC is the ability of the IC to perform
its functionality over its lifetime without failures. This covers
the subattributes of robustness, which requires that an IC
maintains its level of performance; and resilience, which is
related to the ability of the IC to maintain its functionality
regardless of internal or external changes, e.g., faults. A pre-
requisite of reliability in the context of ICs is semiconductor
quality, which is concerned with early-life failures. A certain
availability of the IC is necessary to consider it reliable.
Maintainability, which is concerned with the probability that
the system will be restored after failure, is affected by other
subattributes, such as repairability, concerned with the extent
of restoration, and serviceability, concerned with the restora-
tion time. In addition, serviceability and repeatability impact
several other subattributes, as shown in Fig. 2.

Safety is “the freedom from unacceptable risk of physical
injury” [50]. In systems, such as electronic ones, when it is
possible to take countermeasures to ensure that the function
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does not cause safety-related issues, the concept of functional
safety becomes relevant. Functional safety is concerned with
the safe functioning of a system; more specifically, ‘“‘freedom
from unacceptable risk of injury or damage to people’s health
by properly implementing one or more automatic protection
functions” [29]. Therefore, functional safety is considered
a main attribute of trustworthiness in the context of ICs, as
it becomes especially relevant for safety-critical industries,
such as automotive, medical, and aerospace, where signifi-
cant effort is spent, up to 60% increase [51], to ensure the
functional safety of ICs. For an IC to be functionally safe, it
must cover the already discussed subattributes of development
and semiconductor quality, to address systematic and random
faults; as well as robustness, and resilience. Finally, func-
tional safety covers the subattribute of controllability, which
is concerned with whether sufficient measures are taken so
that external parties can control the impacts of a failure when
necessary to maintain safety.

The security of an IC is the protection of the IC from
unauthorized access, manipulation, or any form of malicious
interference that could compromise its functionality or the
confidentiality of the data it handles. A secure IC must exhibit
the properties of the subattributes of confidentiality, integrity,
and availability (CIA), as well as provide privacy for the
data handled by the IC. The subattribute of confidentiality,
in the context of IC development, is not only concerned with
data but also with the confidentiality of associated IP, e.g.,
design information. Availability, in the context of data, is
also a related subattribute. Finally, a secure IC must exhibit
resilience against attacks.

B. IMPAIRMENTS TO THE TRUSTWORTHINESS OF
INTEGRATED CIRCUITS

To ensure trustworthiness, it is necessary to understand its
impairments. Since IC trustworthiness encompasses multiple
attributes, many impairments can negatively affect it; they
can be classified as systematic faults, random faults, and
intentional faults.

A fault is an abnormal condition that, when activated, can
cause an error, which, when propagated, can lead to a failure
[30]. A failure is defined as the loss of ability to perform a
function as required [30].

A systematic failure is the result of deterministic system-
atic faults such as lack of systematicity during development,
i.e., not following systematic approaches correctly, resulting
in design mistakes. Systematic faults can also lead to security
weaknesses, such as side-channel information leakage, which
can be exploited later by malicious parties. This type of
failure can only be prevented by applying process or design
measures.

Random faults are faults that are probabilistic in nature
and arise from many sources, e.g., radiation, process varia-
tion, temperature, electromagnetic interference, and transistor
aging [30]. They can be classified into transient and per-
manent faults. Random faults can lead to random failure
due to two types of errors: soft and hard errors. Soft errors,

6

due to transient faults, have a transient effect on the semi-
conductor device that disappears by itself after some time,
while hard errors, due to permanent faults, have a perma-
nent effect that lasts indefinitely if not repaired. Soft errors
are mainly the result of Single-Event Effects (SEEs) caused
by particle radiation, e.g., cosmic rays and alpha particles,
categorized mainly as Single-Event Upset (SEU) and Single-
Event Transient (SET), depending on their effect on silicon.
While SEU induces bit-flips in memory cells states directly,
SET affects combinational logic causing transient voltage
disturbance that can manifest as SEU in sequential elements
if successfully propagated and latched, thus not electrically,
logically, and temporarily masked. On the other hand, hard
errors are permanent transistor damages that have different
forms, e.g., stuck-at-0, stuck-at-1, or bridging faults, which
are shorts between two signal lines. Permanent faults arise
due to many reasons, including manufacturing defects, tran-
sistor aging effects, such as electromigration, strong radia-
tion, and systematic faults during design [52], [53], [54].
Finally, intentional faults are faults introduced by a mali-
cious entity to carry out an attack. Such faults can be active, in
cases where normal operation is disrupted, or passive, in cases
where inherit properties of the semiconductor are exploited.

1) How Impairments Affect Trustworthiness Attributes

In the following, we explain how the aforementioned main
attributes of trustworthy ICs can be affected by the described
impairments.

o The correct functionality of an IC can be negatively af-
fected by various factors: (1) design and production mis-
takes (systematic faults), (2) random radiation-induced
events leading to silicon faults (random faults), and (3)
malicious influences, such as the insertion of Trojan
circuits (intentional faults), which can violate the correct
operation of an IC.

o The reliability of an IC is mainly affected by random
failures that occur due to random faults, e.g., SEUs.
Furthermore, reliability can be affected by early wear-
out (systematic fault) in cases where reliability is not
considered properly during development.

o The security of an IC is affected primarily by intentional
faults. Furthermore, systematic faults, e.g., the lack of
countermeasures implemented in the design, can be ex-
ploited to affect security. However, random faults are
usually not relevant for security, unless they impact the
functionality of parts of the IC responsible for the secu-
rity functions, such as the root of trust or the Advanced
Encryption Standard (AES) cipher.

o The functional safety of an IC is affected by system-
atic and random faults, which can lead to failures that
negatively affect the safety-relevant functions, leading
to violations of safety goals [30].

In summary, while systematic faults are the main impair-
ment to correct functionality of ICs, random faults are primar-
ily a reliability issue, which can eventually also negatively af-
fect correct functionality. Both systematic and random faults
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need to be addressed to achieve functional safety, while in-
tentional faults are the main concern for security.

C. INTERACTION BETWEEN DIFFERENT IMPAIRMENTS
Although we have already described the main attributes and
impairments, there are additional terms that should be elab-
orated to understand trustworthiness and analyze the various
issues that negatively impact it. In this section, we will elab-
orate on those terms and indicate how they interact with each
other.

Threat describes the potential of an adversary to launch
and execute an attack. A threat is closely related to two
concepts. The first is vulnerability of the IC, which can
be introduced by exploiting certain weaknesses. Weaknesses
are hardware conditions that arise due to flaws in different
development stages and that can compromise the CIA of the
IC. The second is the asset, which represents something of
value to a stakeholder, e.g., secret keys or IP details. Due to
the existence of vulnerabilities, an asset is exposed to threats.
Successful exploitation of a vulnerability is termed expo-
sure. Attackers are malicious threat sources that carry out
attacks, i.e., the action of exploiting a vulnerability to damage
an asset. A vulnerable IC might be susceptible to specific
threat scenarios. Still, these only become relevant with a
worthwhile asset at the center of attention, i.e., an appropriate
motivation for the attacker to exploit a vulnerability and let
the threat scenario become a reality. Examples of threats
include: fault injection attacks, which deliberately introduce
faults in the hardware under attack, e.g., by means of voltage
glitches or high-energy beams [24], to alter the behavior of
the target IC; exploitation of architectural faults [24], e.g., the
Rowhammer method [55]; hardware Trojans, which can be
inserted through an untrustworthy manufacturing chain, po-
tentially spanning poisoned Register-Transfer Level (RTL)-
level library elements, untrustworthy design software, to un-
trustworthy manufacturing; IP piracy and counterfeiting; and
reverse engineering.

Hazard is a potential source of harm caused by the system
to the system user, as a result of an IC function deviation, mal-
functioning behavior. This malfunctioning behavior could
be the result of a random or deterministic failure, inappro-
priate performance, or an attack. While hazards arising from
systematic failures can be counteracted by systematic devel-
opment approaches; the identification and control of hazards
that emerge from random hardware failures, and the mitiga-
tion of their effects, can be achieved using Safety Mechanisms
(SMs).

Risk is a measure of the probability that a hazard or threat
becomes an issue for the trustworthiness of an IC. In the con-
text of security, risk is the probability of losing an asset, which
is higher when there are numerous vulnerabilities and there
is increased attacker capability. In the context of functional
safety, risk is the probability that a hazard leads to harm.
Overall, risk indicates the probability and severity level of
hazard or threat. Therefore, risk is relevant to threats, hazards,
and assets.
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FIGURE 3. Interaction between impairments.

Considering trustworthiness as a whole is important be-
cause of the dependencies and interactions that the various
development aspects have with each other. For example, a
safety-critical IC used in an autonomous vehicle is also a
security-critical one, but considering each aspect separately
is not sufficient to achieve trustworthiness, as there is a link
between hazards and threats. While hazard is more general
and highly related to the system asset, threat reflects the risk
of exploiting a vulnerability by an attacker to violate or harm
the system asset. Fig. 3 illustrates the links between threat,
hazard, and asset. Fundamentally, a threat may lead to a
hazard in a safety-critical system, specifically when an attack
affects safety goals. However, while a hazard does not pose a
threat to security-critical systems, a fault can be exploited to
create a vulnerability. Understanding the interaction between
these impairments is crucial to achieve trustworthy ICs.

IIl. ISSUES TO THE TRUSTWORTHINESS OF INTEGRATED
CIRCUITS AND THEIR IMPACT
With the fragmentation of the supply chain of ICs, ensuring
the trustworthiness of each IC development stage becomes
increasingly difficult, especially since various issues can neg-
atively affect it. These issues are not only of various categories
but also appear in various stages of the ICs development cycle.
Developing an IC typically starts with requirements and
architecture definition, followed by front- and back-end im-
plementation stages, and ends with the fabrication, packaging
and testing stages, before being integrated into a product. A
simplified model of the development cycle of an IC is shown
in Fig. 4. In this paper, we focus on the issues that appear
during the specification, architecture, and design stages; in
other words, we focus on the pre-silicon issues to IC trust-
worthiness. These stages are bordered in light blue in Fig. 4.
In Section II we discussed impairments to trustworthi-
ness attributes. There can be various causes that can appear
throughout the IC development flow for these impairments.
In this paper, we use the term issue to refer to these potential
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FIGURE 4. Typical IC development flow. The light blue line indicates the pre-silicon stages that are the focus of the paper.

TABLE 3. Criteria used to consistently describe issues to trustworthiness
of ICs.

Criteria Description

Specifies whether the issue is internal or external with re-
spect to IC development.

Internal: the issue originates from within development (e.g.,
hardware architect, IC designer, verification engineer)
External: the issue targets the development from outside
(e.g., foundry, hacker, third-party IP vendor)

Internal/External

Identifies the source of the issue. This can be, for example,

Slomiee a malicious employee, a third-party IP vendor, a hacker, etc.

Stage of introduction Specifies the stage(s) where the issue is introduced.

Specifies the potential outcome(s) from the impact of the

Outcome(s) issues

Describes potential existing or emerging countermeasures to

nterm T L A
ClomishmeTEs) counteract the negative impacts of the issue.

causes of IC trustworthiness impairments. The described is-
sues are grouped in such a way as to reflect the main attributes
of trustworthiness, i.e., correct functionality, reliability, secu-
rity, and functional safety. Since modern complex ICs, such
as System-on-Chips (SoCs), are increasingly more dependent
on externally developed third-party IP blocks, the issues that
arise from their integration are treated as a separate group.
The same applies to hardware Trojans, which require a dedi-
cated focus due to their high potential for negative impact.

We describe each issue in detail, focusing on describing
the issue, its impact on IC trustworthiness, and existing and
emerging solutions and countermeasures. Table 3 shows the
aspects that we consider when describing an issue.

To facilitate an easier reading of the paper, Fig. 5 provides
an overview of the organization of Section III. Section III-A
discusses issues related to the correct functionality of ICs,
where Subsection III-Al focuses on general functionality
issues, while Subsection III-A2 focuses on issues associated
with the integration of third-party IP blocks with relevance to
functionality. Section III-B discusses reliability issues. Sec-
tion III-C discusses security issues, where Subsection III-C1
focuses on general security issues, while Subsection I1I-C2

8

focuses on hardware Trojans. Finally, Section III-D discusses
functional safety issues.

A. ISSUES IMPACTING CORRECT FUNCTIONALITY

In this subsection, we primarily confine ourselves to issues
that negatively affect correct ICs functionality. The stages in
which these issues occur are depicted in Fig. 6; where it can be
seen that issues with architecture, Process Design Kit (PDK)
quality, and specification of PPA parameters appear in the
earlier stages of development, while those arising due to the
integration of third-party IP blocks can occur at any stage,
depending on the stage of the IP integration.

1) General Functionality Issues

In the following, we focus on specification-related issues
appearing during the requirement elicitation and architecture
definition stages that impact correct functionality of an IC.
Specifically, we look at the issues caused as a result of: a
flawed architecture, insufficient PDK quality, and insufficient
specification of PPA parameters.

Architectural Flaws

Description: The architecture of an IC is developed based
on technical requirements during the architecture definition
stage. The more complex ICs, such as SoCs, are generally
composed of various IP blocks, also known as IP cores, or
IPs for short, which are purchased from multiple IP vendors.
In such an IP-based IC design methodology, the architecture
definition stage becomes more important. The main advan-
tage of following this methodology is that design houses focus
on the design of innovative, stable, and efficient IC archi-
tectures and avoid the introduction of architectural flaws,
which are systematic faults during architectural design, such
as improper performance budgeting or the selection of un-
suitable IP blocks. The main challenge with conventional IC
architectural design is that it is a manual process that depends
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FIGURE 5. Overview of the pre-silicon issues to trustworthiness of ICs that are investigated in this paper.
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FIGURE 6. Investigated issues that affect the correct functionality of ICs.

mainly on the skills and experience of the IC architecture
team, especially when choosing appropriate IP blocks. Af-
ter arriving at a suitable high-level architecture that should
already fulfill the defined requirements, it is important to
validate the proposed architecture against PPA requirements
and other Key Performance Indicators (KPIs) by applying
a virtual prototyping-based architectural analysis [56]. This
process is often referred to as architectural exploration, since
multiple architectures may be explored. KPI validation con-
tinues with RTL emulation, Field Programmable Gate Array
(FPGA) prototyping, and ends with post-silicon testing on
testers. This issue is internal to the development of the IC
and can be caused by hardware architects. If not detected, the
flaws may persist in the IC during deployment.

VOLUME 11, 2023

Impact on IC trustworthiness: Architectural flaws can jeop-
ardize the functionality, performance, security, and functional
safety of the IC. In fact, cost-intensive re-spins, such as the
redesign of ICs after tape-out, are often the result of bugs
that are found very late in the development cycle, e.g., during
testing or prototyping [57].

Countermeasures: In order to avoid this issue, it is impor-
tant to follow a systematic design approach and sufficient val-
idation steps. For example, during the architecture design and
verification stages, many aspects need to be carefully con-
sidered, as they have major implications on the functionality
and performance of the IC. This includes hardware/software
partitioning, the selection of Central Processing Unit (CPU),
Graphics Processing Unit (GPU), Digital Signal Processing
(DSP) cores and hardware accelerators, the size and type of
memory, the type and bandwidth of on-chip interconnect, and
the selection of interfaces, Input/Output (I/O) ports, and other
IP blocks [56].

To arrive at a trustworthy IC architecture, it is imperative
to verify the fulfillment of not only functional requirements,
but also defined trustworthiness requirements. Among others,
the architectures of ICs for security-critical and safety-critical
applications should include dedicated components to ensure
security and functional safety, such as the hardware root of
trust modules [58], [59], used to provision security-critical
functions, and a dedicated safety island, used to manage and
monitor safety-relevant operations within the IC, as in [58],
[59]. With respect to reliability, it is vital that an appropriate
process technology node that meets the failure rate require-
ments is selected. Similarly, appropriate IP blocks should be
selected to meet reliability requirements.

Research projects invest in the establishment of standard-
ized IC architectures to ensure trustworthiness and reduce
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effort at the same time. Da Silva et al. [60] have described
an industry-based list of shared features for automotive SoC
architectures, i.e., safety-related components, application-
specific units, automotive protocols, and security cores, and
have implemented these features in an open source SoC
benchmark, AutoSoC, where the notion of functional blocks
is key to maintaining a modular design. Various iterations
of AutoSoC have the ability to employ a variety of hard-
ware components to meet the specific requirements of each
functional block [60]. With a focus on security, there are
also special standardized security architectures, e.g., ARM
Trustzone [61], which establishes a Trusted Execution Envi-
ronment (TEE) as an isolated part of the architecture.

Insufficient PDK Quality

Description: While avoiding issues with architecture defini-
tion is important, it is not sufficient if the implementation uses
an insufficiently qualitative PDK. With decreasing technol-
ogy node sizes and the potential usage of various technologies
in a single design, such as in chiplets, PDKs get increasingly
more important, while at the same time becoming more diffi-
cult to verify and synchronize, and more expensive to develop
[62]. This is an external issue from the perspective of the IC
developers, since PDKSs are provided by the foundries.

A PDK is a set of documentation and data files that de-
scribes a fabrication process in a semiconductor foundry and
enables the user to complete a design. A typical PDK contains
technology files, cell libraries with models and parametric
cells (pcells), rule files, verification checks, and reference
flows [63], [64]. PDKSs usually contains proprietary informa-
tion from the foundry and trade secrets and are not always
fully transparent.

Impact on IC trustworthiness: The difficulty of resolving
issues that arise as a result of an insufficiently qualitative PDK
increases due to the proprietary nature of PDKs. An insuf-
ficiently qualitative PDK can lead to incorrect functionality,
performance and yield issues, and costly and time-consuming
redesign effort.

Countermeasures: Conducting review measures during the
design stages, e.g., verifying current and voltage ratings,
and comparing the measured data with the provided models
within the PDK, may mitigate this issue [65]. However, to
decrease the burden and expenditure of the IC developer,
measures undertaken during PDK development are preferred.
Methodologies for PDK Quality Assurance (QA) and in-
tegrity are described in literature [66], [67] and implemented
in industry [68]. For example, Global Semiconductor Al-
liance (GSA) has developed a checklist for PDK quality for
analog/mixed signal PDKs [68]. Projects are underway, in-
cluding publicly funded projects [49], to develop trustworthy
PDKs. XFab, for example, has introduced an automated PDK
verification flow, X VerifFlow [69], the main stages of which
are shown in Fig. 7. This enables verification of various
parameters of pcells, while considering parameters extracted
from a specification database and Component Description
Format (CDF). Furthermore, XverifFlow can be used to re-
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FIGURE 7. The key stages in XVerifFlow PDK verification flow adapted
from [69].

view netlisting procedures, device extraction, and post-layout
simulation.

Insufficient Specification of PPA Parameters

Description: One of the main design goals is to achieve high
performance at low power consumption on a small area.
However, achieving this is not trivial, especially as new ap-
plications require lower area while also demanding lower
power for higher performance. When considering the aim of
lowering costs and increasing IC complexity, the task of PPA
optimization becomes even more complex. In addition, PPA
optimization can introduce bottlenecks in various aspects
of the system, affecting other aspects, such as constraining
the choice of technology node, IP blocks, and interconnect
solutions [70]. Furthermore, the lack of accurate models,
e.g., for memory utilization [70], [71], can have a significant
negative impact on PPA. This is an issue that is internal from
the perspective of the IC developers and can be caused by
requirement engineers or hardware architects.

Impact on IC trustworthiness: Incorrect assumptions about
the required power and performance can result in inadequate
or faulty functionality, e.g., due to timing violations in critical
paths that manifest themselves in later physical implementa-
tion stages.

Countermeasures: To address this issue, it is important
to start the PPA-oriented design and verification as early as
possible in the development lifecycle, also known as shift-left
strategy. One such approach is to move the level of abstraction
to modeling, e.g., SystemC, to allow faster development of
efficient IC architectures for the target PPA [72]. This can
be achieved by using virtual prototyping and architectural
modeling to validate the proposed architecture against PPA
requirements pre-RTL. These approaches, such as [73], [74],
can also applied to evaluate the security of ICs. Furthermore,
RTL power analysis should be considered, and power val-
idation is to be performed at later stages on the gate-level
netlist and final layout. In a template-based IC design, cus-
tomizing precise PPA prediction methods is essential. Tang
et al. [75] propose a fast and precise PPA prediction method
for template-based processor design. Furthermore, Electronic
Design Automation (EDA) vendors have moved to solutions
that provide faster design-space optimization and apply Arti-
ficial Intelligence (AI)[76], [77], [78]. The main idea is to
learn from various design implementations and to explore
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FIGURE 8. A simplified block diagram of an IC designed with the IP-based
design methodology.

various PPA combinations in parallel to find the optimum
solution. For example, prior learning can vastly improve the
lowest power required to maintain a low Total Negative Slack
(TNS) over an expert’s best manual result [77].

Table 4 summarizes the general issues that affect the cor-
rect functionality of ICs.

2) lIssues Specific to the Integration of Third-party IP Blocks
The integration of semiconductor IP blocks for the develop-
ment of ICs has gained more adoption in recent years and has
become common practice in the semiconductor industry [79],
[80]. According to estimates from 2017, 75% to 80% of com-
puter ICs included IP blocks from third-party vendors, which
increased from 50% in 2013 [81]. Following this IP-based IC
design methodology, a number of pre-designed blocks (i.e.,
processors, accelerators, memories, I/O ports and peripheral
interfaces, interconnects, Analog-to-Digital Converter (ADC)
and Digital-to-Analog Converter (DAC), etc.) are integrated
to reduce development cost and effort for new ICs, accelerate
their development, and shorten their time-to-market [79],
[82]. Such IP blocks are reusable, highly optimized, verified,
and, if required for the target application, they are qualified
for reliability or pre-certified for functional safety; most im-
portantly, they are easy to integrate and configure. Due to their
modularity and because they are usually deployed in previous
ICs, IP integrators - a term used to describe IC design houses
whose main focus is the selection, correct configuration, and
integration of the purchased IP blocks to an IC, instead of
the design and implementation of specific logic blocks - have
more confidence in their correct functionality and assume
them to be trustworthy. In addition to purchasing IP blocks
from third-party IP vendors, IP blocks may be developed
in-house. Fig. 8 shows a simple block diagram of an IC
developed with the IP-based IC design methodology.

IP blocks can be digital, analog or mixed signal and belong
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to different abstraction levels, e.g., RTL (soft IPs), gate level,
as a netlist (firm IPs), or layout level, in GDSII format (hard
IPs) [79]. In particular, IP blocks based on standards, e.g., the
Universal Serial Bus (USB) mixed-signal IP block is built fol-
lowing the specification of USB Implementer Forum [83], are
often purchased from specialized third-party vendors. This is
because such IP blocks are developed according to industry
standards specifications, and developing them in-house does
not provide a competitive advantage to the IP integrator. In
addition, there is an increasing number of open source IPs,
e.g., RISC-V cores, which are provided by the community
free of licensing fees in communities, e.g., OpenCores [84]
and GitHub.

In addition to cost and performance, the trustworthiness of
IP blocks is a major focus of IP integrators since IP blocks are
the main building block of today’s complex ICs, and a single
untrusted IP can compromise the trustworthiness of the entire
IC, as Munsey in [85] says "a single bad IP is all it takes to
break your SoC".

In the following, we focus on three different issues that
affect the trustworthiness of ICs, namely the integration of
counterfeited, blackbox, and malfunctioning IP blocks. From
the perspective of the IP integrator, these issues represent
external threats, if the integrated IP blocks are purchased from
external third-party IP vendors. If the integrated IP blocks
are developed in-house, then these issues may be caused by
in-house IP designers, and thus may be considered internal.
However, since IP blocks are usually purchased from third-
party IP vendors, we consider the three aforementioned issues
as external issues.

As depicted in Fig. 6, these issues can appear anywhere
along the design stages of the ICs, starting with architecture
definition, as they depend on the stage at which the IP is
integrated, e.g. RTL for soft IPs, and layout for hard IPs. The
issues described in this subsection complement the issues In-
tegration of unsecure third-party IP blocks, Hardware Trojans
in third-party IP blocks, and Integration of unsafe third-party
IP blocks, which are mapped to the other trustworthiness
attributes in Section III-C1, Section III-C2, and Section III-D,
respectively.

Integration of Counterfeited IP Blocks

Description: The integration of counterfeited third-party IP
blocks can have negative consequences for both the IP vendor
and the IP integrator, depending on which party is acting
maliciously. From the perspective of the IP vendor, the pro-
vided IP blocks may be extensively used by the IP integrator
beyond what was agreed in the licensing agreement. This
leads to the violation of the copyright of the IP vendor and
to financial losses. Furthermore, the licensed IP block may
be leaked or slightly modified, e.g., by adding or reducing
features, without permission and then resold as a new IP
block [79]. Since we focus on this paper on the impact on
the trustworthiness of IC, we focus on this issue from the
perspective of the IP integrator.
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TABLE 4. Summary of general issues that affect the correct functionality of ICs.

Criteria Architectural flaws Insufficient PDK quality Insufficient specification of PPA parameters
Internal / External Internal External Internal
Source Hardware architect Foundry Requirements engincer

Hardware architect

Stage of introduction Architecture definition

Requirement elicitation
Architecture definition

Requirement elicitation
Architecture definition
High-level system model

Jeopardized functionality, functional safety,

Jeopardized functionality, reliability,

Counterfeited IP blocks can be acquired by IP integrators in
different forms, e.g., by illegally purchasing IP blocks, which
are leaked by previous buyers, disloyal employees or hackers.
Furthermore, the IP integrator may integrate unauthorized IP
blocks, e.g., commercial usage of academic IP blocks, or use
licensed IP blocks excessively. The latter is also known as IP
overuse [86], [87], [88] and can lead to legal exposure and
reputational damage to the IP vendor but does not negatively
impact trustworthiness assuming the IP block has not been
tampered with. Counterfeited IP blocks can result from IC
cloning where malicious supply chain parties clone a design
in transit or reverse engineer an IC after fabrication, leading
to IP theft. This issue is often referred to as IP piracy [89],
[90]. The effects of the integration of counterfeited IP blocks
appear during operation and are persistent, as they cannot be
remedied during field operation and require the re-designing
of the IC.

Impact on IC trustworthiness: Integrating counterfeited IP
blocks affects all trustworthiness attributes. This is because
counterfeited IP blocks may suffer from systematic faults and
include malicious modifications and backdoors, e.g., due to
hardware Trojans, which can lead to compromised functional-
ity or the violation of any trustworthiness attributes. Depend-
ing on the issue that the counterfeited IP block includes, neg-
ative effects may be inflicted on any trustworthiness attribute.

Countermeasures: To reduce the risk of exposure to this
issue, design houses must qualify the IP blocks they integrate
for authenticity and integrity. Furthermore, IP vendors should
take measures to protect their IP blocks. For example, IP
watermarking techniques [91], [92], which insert a unique
identify that can be checked to prove the ownership of an
IP, can be applied. In addition, logic locking [93] is an active
measure that locks an IP block with a secret key. This key is
only known to the IP vendor and legitimate IP integrators thus
preventing unauthorized usage.

Integration of Blackbox IP Blocks

Description: It is in the interest of IP vendors to protect their
copyrights to maintain a profitable business. Therefore, the
IEEE has established the IEEE P1735 standard [94], which
provides a unified encryption/decryption scheme and rights
management for IP blocks. In this way, encrypted soft IPs
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Outcome(s) security, and performance performance and yield Inadequate or faulty functionality
Cost-intensive respins Cost-intensive respins
Use a systematic design approach Start PPA-oriented design and verification early
Apply sufficient validation steps Apply review measures during the design stages | Use virtual prototyping and architectural
Countermeasure(s) Use virtual prototyping-based architectural Use PDK development checklists modeling
analysis Utilize automated PDK verification flows Use Al to optimize the design space and
Use special standardized architectures achieve better PPA
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FIGURE 9. Workflow of the IEEE P1735 standard [94].

are protected from direct cloning or modification of the RTL
source code, while exclusively allowing functional verifica-
tion and synthesis using EDA tools [79], as described in
Fig. 9. However, since the RTL source code, plain text RTL,
of the IP blocks is not accessible, IP integrators are forced to
integrate, verify and validate them as non-transparent "black-
box" excluding the possibility of conducting RTL reviews or
RTL analysis. For example, many security and trust verifica-
tion techniques in the literature [95], [96], [97] require access
to the RTL source code [79].

The effects of this issue are evident during verification, and
the negative consequences are persistent and appear during
operation.

Impact on IC trustworthiness: For IP integrators, not being
able to exercise arbitrary verification and analysis techniques
is amajor gap that raises concerns about the trustworthiness of
encrypted soft IPs. For example, such IP blocks may include
security vulnerabilities, such as hardware Trojans [98], [99],
[100], [101], [102], [103], [26], or functional safety issues.
Depending on the problem that the blackbox IP block causes,
negative outcomes may affect all trustworthiness attributes.

Countermeasures: Novel techniques that enable trust assur-
ance despite dealing with encrypted soft IPs are needed. For
example, Mishra et al. [79] suggest focusing future research
on gate-level verification and analysis techniques, since gate-
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level netlists, synthesized from encrypted soft IPs, are usually
not encrypted. On the other hand, IP vendors offer firm or
hard IPs that are usually configurable, but mostly have an
inaccessible inner architecture. This leads to similar negative
effects as discussed for encrypted soft IPs. In addition, inte-
grating encrypted netlists, while cheaper, presents additional
place and route, simulation, and debug challenges.

To address the challenges that arise from the integration
of third-party IP blocks, especially encrypted ones, interface
agreements can be set up to address liability. For example,
in the automotive industry, to manage the liability of the IP
integrator and final customer of ICs, the Original Equipment
Manufacturer (OEM), the industry often applies Design In-
terface Agreements (DIAs), which is a document that defines
the responsibilities of all parties, where the OEM is concerned
with the system, while the suppliers are concerned with the
performance and functional safety of the components [104].
Nevertheless, such agreements could be expanded to include
additional checks and requirements to help increase the trust-
worthiness of the provided third-party IP blocks, which would
be a new form of DIA, the trustworthiness DIA.

Integration of Malfunctioning IP Blocks

Description: To save cost, IP integrators may purchase low-
cost IP blocks with potentially bad quality and functional
deficiencies, which fail under specific conditions, or include
bugs in their functions [105], [106]. Such issues are very
hard to uncover, since IP integrators may not have techni-
cal insights or access to the internals of the IP block, as
discussed for blackbox IP blocks [105], [106]. This issue
is particularly dangerous, because it may be unintentionally
inflicted by IP vendors, assuming that the IP vendor is not
acting maliciously. Therefore, IP integrators must not assume
that commercial IP blocks are bug-free and should perform
functional verification of IP blocks and validation at IC-level,
in addition to analyzing the quality of the purchased IP blocks
before integration.

Impact on IC trustworthiness: Integrating malfunctioning
IP blocks, i.e., IP blocks that do not execute their function-
ality as specified, or have performance issues, has a major
negative impact on the functionality of the IC, such as caus-
ing inadequate and faulty functionality, as well as all other
trustworthiness attributes, depending on what kind of bug or
deficiency they contain.

Countermeasures: It is the responsibility of the IP inte-
grator to integrate only high-quality IP blocks that pass a
strict selection and qualification process [57]. For example,
IP blocks that provide proof of proper functionality and meet
stringent quality criteria should be integrated. In addition, it
is important to ensure that the IP vendors have traceable and
documented development processes and offer certification for
their processes and IP blocks, e.g., in automotive, at least
ISO9001 [107] and International Automotive Task Force
(IATF) 16949 [108] for quality, ISO 26262 [30] for functional
safety, Automotive Electronics Council (AEC)-Q100 [39]
for reliability qualification, ISO/Society of Automotive En-
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gineers (SAE) 21434 for cybersecurity [43], and ISO 21448
[109] for safety of the intended functionality. Using only
IP blocks that have been used previously in other ICs, can
be a further criterion when integrating IP blocks in appli-
cations that require high levels of trustworthiness. However,
this can have a negative impact by preventing innovation.
Additionally, it is recommended to only integrate IP blocks
from established IP vendors, or widely adopted open-source
IP blocks since their correct functionality has been validated
by the community. Finally, it is vital that the IP integrator
avoids usage mistakes (1) by ensuring that the IP blocks
are configured correctly and are integrated error-free; and
(2) by performing IC-level validation as early as possible
during development, because the later bugs are discovered,
the higher the cost of fixing them [80].

Table 5 summarizes the issues related to the integration of
third-party IP blocks that affect the correct functionality ICs.

B. ISSUES IMPACTING RELIABILITY

As discussed in Section II-A, reliability is an attribute of
trustworthiness. Given the importance of testing to overcome
issues with reliability, in this section, we focus on issues with
negative impact on Design for Testability (DFT) and testing.
In addition, we discuss the issue of deficient signal and power
integrity, due to its impact on reliability.

DFT is an important design aspect in IC development
because of the need to ensure the correct functionality and
reliability of increasingly complex IC designs. In particular,
in advanced technology nodes, manufacturing defects are
more likely to occur, yield is lower, and semiconductors are
more prone to reliability issues in the field, e.g., signal and
power integrity or electromigration [110]. The goal of DFT
is to allow testing during manufacturing and packaging to
sort out defective dies and packaged ICs, respectively, and
to enable testing during operation. Based on the test results,
diagnostics and yield analysis can also be performed [111],
[112], [113].

To enable the testing of ICs, DFT logic need to be inserted.
For the testing of sequential elements, scan chains, which
consist of a chain of flip-flops or latches that can serially shift
in and out data are applied. Furthermore, Build-in Self Test
(BIST) circuits, such as Logical Build-in Self Test (LBIST)
and Memory Build-in Self Test (MBIST), are used during
manufacturing tests and deployed during operation to monitor
for permanent faults [110], [114].

DFT-related measures are involved in the different stages
of IC design and manufacturing, thus issues can arise at
all stages. Since the focus of this paper is on pre-silicon
stages, we focus on two main issues related to DFT, i.e., the
insufficient specification of the test concept, and improper or
missing implementation of DFT logic. In addition, we also
look at the issue of deficient signal and power integrity. These
issues appear at different stages of IC development, as can
be seen in Fig. 10. The issues related to specification appear
during the earlier specification stages, while those related to
implementation begin with the RTL design stage.
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TABLE 5. Summary of issues related to integration of third-party IP blocks that affect the correct functionality of ICs.

Criteria Integration of counterfeited IP blocks Integration of blackbox IP blocks Integration of malfunctioning IP blocks
Internal / External External External External
Source Third-party IP vendor Third-party IP vendor Third-party IP vendor

Stage of introduction Any, starting with Architecture definition

Any, starting with Architecture definition

Any, starting with Architecture definition

Compromised functionality due to systematic

Introduction of security vulnerabilities and

Implement defense mechanisms, such as
logic locking and IP watermarking

Outcome(s) faults induced during cloning or by malicious N N Inadequate and faulty functionality
PP functional safety issues
modifications and backdoors
Perform functional verification of IP blocks
Perform validation at IC-level
Qualify the authenticity and integrity of . Anal_yze the gualny of the IP. bloc_k S .
. ) Establish DIA Obtain proof of proper functionality and passing
integrated IP blocks . . . . o
Countermeasure(s) Use unified encryption/decryption schemes and | quality criteria

rights management for IP blocks

Ensure that the IP vendors have traceable and
documented development processes

Ensure that IP vendors offer certification for
their processes and IP blocks

Improper implementation
of DFT logic
1

Insufficient specification
of the test concept
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FIGURE 10. Investigated issues that affect the reliability of ICs.

Insufficient Specification of the Test Concept

Description: Testability is a crucial aspect of IC development,
especially due to its essential role during manufacturing and
during the operation of safety-critical applications. Vague
or incomplete specification of the test concept may lead to
limited testability and low test coverage, and by extension
to insufficient testing of ICs. The test concept is typically
documented in the test plan and includes aspects of DFT
methodology, the types of DFT logic in the design, the choice
of test interfaces, the test strategy, and the DFT goals in
terms of test coverage, yield metrics, test cost per unit, etc.
This issue is persistent and is caused internally during the
specification phase by requirement and DFT engineers.

Impact on IC trustworthiness: A detailed specification of
the test concept is vital, not only due to the impact of testing
on trustworthiness attributes such as reliability, functional
safety, and security, but also to account for the high costs
of testing and to avoid unnecessary silicon respins that cause
enormous time and cost overhead [115].

Countermeasures: During the stages of architecture speci-
fication and definition, DFT must be considered, as it directly
impacts the IC design. Modern DFT and BIST methodologies
significantly increase the complexity of IC design and must
be taken into account as early as possible, e.g., BIST on-chip
clock control needs to be part of the IC architecture. Fur-
thermore, compliance with industry standards, such as IEEE
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1149.1 IEEE Standard for Test Access Port and Boundary-
Scan Architecture, must be ensured for IC packaging. For
example, four to five additional pins are needed for DFT to
ensure compliance with IEEE 1149.1 [116].

Improper or Missing Implementation of DFT Logic

Description: The issue of improper or missing implementation
of DFT logic leads to low test coverage, which hinders yield
analysis, since it cannot be ensured that yield values are
accurate, and negatively affects manufacturing productivity.
This issue is internal, caused, for instance, by IC designers or
DFT engineers. It is persistent, since it can only be remedied
by redesigning the IC, e.g., properly inserting scan chains
during synthesis.

Impact on IC trustworthiness: This issue can violate all
trustworthiness attributes. For example, if critical processor
and memory blocks are not observed with the BIST circuits,
then the functional safety of the IC cannot be ensured. Fur-
thermore, from a reliability and functional safety perspective,
DFT logic is essential to detect latent faults and defects related
to aging, e.g., after power-up or through periodic self-testing
[117].

For security, many DFT-related exploits that must be
avoided during DFT implementation are reported in the liter-
ature, as in [118]. The full observability enabled by DFT logic
is not always desired, as greater testability is known to have
a negative impact on security [119], [120]. For example, scan
chains can be exploited to violate confidentiality by reading
out secret information, e.g., cryptographic keys, if improperly
inserted in critical data paths [121]. Furthermore, the test
mode can be exploited to read out the internal state of the
system and reveal secrets [119], [120]. However, as discussed,
low test coverage comes with the risk of delivering defective
IC to customers.

Countermeasures: To ensure a sufficient implementation
of DFT logic, it is vital to perform the testability analysis and
coverage estimation as early as possible during the design.
Regarding security, the integrity of critical data paths must
be analyzed to ensure that sensitive information cannot be
leaked through scan chains or BIST circuits. In addition,
the applicable DFT and functional verification steps must be
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FIGURE 11. Partial flow for DFT insertion up to ATPG.

conducted after DFT insertion and synthesis, to ensure the
proper implementation of DFT logic. Among others, DFT
Design Rule Check (DRC) violations must be fixed, and the
functional equivalence of the circuit outputs before and after
DFT logic insertion must be ensured by formal verification.
A suggested DFT insertion flow, up to, but not including,
Automatic Test Pattern Generation (ATPG), to ensure trust-
worthiness for automotive applications is presented in Fig. 11.
In this flow, the importance of considering DFT early in the
development flow and performing design testability analysis
at RTL level is reinforced.

Deficient Signal and Power Integrity

Description: Signal and power integrity are significant aspects
of IC design, especially for high-speed and high-performance
applications. They are important to ensure that the signals and
power rails in an IC meet the requirements for functionality,
reliability, and performance. Specifically, signal and power
integrity can become an issue when the impact of noise on
timing and power is not considered in all scenarios, i.e.,
when the appropriate analysis does not cover all corners,
functional modes, and test modes. For example, these issues
can arise when the worst and most critical power cycles and
events are not applied during simulation. Additional issues
that affect the integrity of signals and power in an IC are the
connectivity of the power mesh and the improper handling of
the IR drop and electromigration. Furthermore, Electromag-
netic interference (EMI), i.e., the radiation of electromagnetic
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fields from or into an IC due to switching currents, can cause
on-chip and off-chip interference, affecting functionality and
performance. EMI can also violate regulatory standards for
Electromagnetic compatibility (EMC).

This issue is internal to the development of the IC and can
be caused by IC designers or verification engineers who do
not properly design and verify signal and power integrity.

Impact on IC trustworthiness: Having a well-designed
power mesh to ensure IC signal and power integrity is es-
sential for trustworthiness. Otherwise, an array of issues can
arise, e.g., reduced performance, decreased reliability, and
reduced lifetime. When applicable analysis tools for power
analysis, e.g., [122], [123], are not used during the earlier
design stages, costly and time-consuming redesign efforts
may be necessary.

Countermeasures: Various countermeasures can be taken
to improve the integrity of signals and power in ICs. These
include reducing the frequency, changing environmental pa-
rameters (voltage, temperature) of the circuit, or disabling
certain functionality. These measures can be taken once the
IC is deployed, but clearly, they are not preferable due to the
impact on performance. Furthermore, EMI can be mitigated
by using proper shielding techniques, e.g., metal enclosures
or ground planes [124].

Table 6 summarizes the issues affecting IC reliability.

C. ISSUES IMPACTING SECURITY

1) General Security Issues

As discussed, security is another important attribute of trust-
worthy ICs. The increase in the complexity of the design
increases the attack surface for ICs and complicates the task
of balancing the design for PPA and design for security [125].
Furthermore, the new technology nodes have smaller feature
sizes, magnifying the effects of reliability characteristics on
security. Various sources [126], [127], [128], [129], [130],
[131], consider the relationship between different reliability
characteristics, e.g., process variation temperature and aging,
and security applications and primitives, e.g., Physically Un-
clonable Function (PUF) and True Random Number Genera-
tor (TRNG). Although certain characteristics, such as process
variations, can be exploited for the design of PUF and TRNG,
see Table 7, other reliability characteristics have a negative
impact on these security primitives. Therefore, a reliability
evaluation for security primitives is needed, e.g., to ensure
the stability and consistency of PUF characteristics [132].
Furthermore, the increased design complexity and smaller
size of the technology node features lead to an increasing
number of vulnerabilities in ICs, which can result in threats
to security.

Early consideration of security threats, e.g., through means
of threat modeling, is essential in hardware design, especially
since rectifying security gaps in the field is not straightfor-
ward for hardware. In modern applications, e.g., in Internet
of Things (IoT) or mobile phones, ICs are connected to the
network, which adds an additional dimension to the attack
surfaces. Hence, a preliminary step to improve security is
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TABLE 6. Summary of issues that affect the reliability of ICs.

Requirement elicitation

REERCRUTE T Architecture definition

Layout

Criteria Insufficient specification of the testconcept Improper or missing implementation of Deficient power and signal integrity
DFT logic
Internal / External Internal Internal Internal
Requirement engineer IC designer IC designer
Source DFT engineer DFT engineer Verification engineer
Reliability engineer Reliability engineer Reliability engineer
RTL design

Gate level netlist synthesis

Gate level netlist synthesis
Layout

Limited testability
Low test coverage

Low test coverage
Manufacturing defects

Reduced performance

Comply with relevant industry standards

Outcome(s) Manufacturing defects Compromised functional safety Decreased reliability
Decreased reliability Violation of confidentiality by exploiting Reduced lifetime
Silicon respins scan chains
Perform testability analysis and coverage Cover all corners, functional modes, and
Prepare detailed specification estimation as early as possible test modes during analysis
Countermeasure(s) P P yasp 2 Y

Analyze critical data paths for data leakeage
Apply formal verification of DFT logic insertion

Use power analysis and STA tools early
in the development

TABLE 7. Impact of reliability characteristics on hardware security
primitives.

Security Reliability Characteristics
Primitive Process Temperature Voltage Aging | Wearout
Variation Variation Variation
PUF Tow high high high high
TRNG Tow high high high high
Integration of unsecure third-party IP blocks
1
Insufficient specification
of security measures
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FIGURE 12. Investigated issues that affect the security of ICs.

the identification of vulnerabilities. In [133] various reporting
efforts for hardware vulnerabilities are analyzed. While Com-
mon Vulnerabilities and Exposures (CVE) [134] is a database
of actual publicly disclosed cybersecurity vulnerabilities,
Common Weakness Enumeration (CWE) [135] is a catalog of
hardware and software weakness types, and Common Attack
Pattern Enumeration and Classification (CAPEC) [136] is a
catalog of common attack patterns to exploit weaknesses. Al-
though they exist, these databases are not yet fully integrated
in the pre-silicon development flow for ICs. However, there
are emerging solutions in the EDA industry [137] to automate
the generation of security properties based on the relevant
vulnerabilities contained in such databases.

The level of effort needed to ensure security is generally
high, but varies depending on the specific field of application.
[125]. While ICs for military applications undergo extensive
security testing, those used in IoT and automotive, where PPA
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is critical, have lower security requirements. In the automo-
tive IC development industry, in terms of functional safety, the
relevant standard, ISO26262-11:2018 [30], provides guid-
ance for IC development. On the other hand, in the case of
security, the relevant cybersecurity standard, ISO/SAE 21434
[43], does not provide specific guidance for the implemen-
tation of security measures during IC design or the specific
verification metrics to be met, but describes the processes that
must be followed at the technical and organizational level.

While it is evident that there could be a multitude of threats
to the trustworthiness attribute of security, in this paper, we
focus on three issues, i.e., insufficient specification of security
measures, integration of unsecure third-party IP blocks, and
unsecure on-chip bus communication. All of these issues gen-
erally occur in the early stages of development, as depicted in
Fig. 12. It should be noted that third-party IP blocks could
also be integrated as hard IPs, in which case the issue would
appear later during development.

Insufficient Specification of Security Measures

Description: Among the main security measures applied in
state-of-the-art IC design are cryptographic key generation
and management, and secure communication between dif-
ferent IP blocks. The specification of these measures re-
mains largely a manual effort undertaken by engineers when
designing the security architecture for the IC. Insufficient
specification occurs when the specification of security mea-
sures is vague or incomplete, and this can lead to security
vulnerabilities. This is an internal issue, as it can be caused
by the requirement engineer or hardware architect of the IC
development house.

Impact on IC trustworthiness: This issue is further com-
pounded when the insufficient specification is passed down
the implementation flow, where optimizations or incorrect
implementation by the EDA tools may create new vulnerabil-
ities [138]. The exploitation of these vulnerabilities does not
only impact security itself, e.g., by leaking the cryptographic
keys or sensitive data, it can also negatively impact other
attributes of trustworthiness, e.g., by exploiting the vulnera-
bilities to cause a safety hazard in safety-critical applications.

VOLUME 11, 2023

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2024.3400685

Rama, Ayache et al.: Trustworthy Integrated Circuits

IEEE Access

Countermeasures: Potential countermeasures to this issue
are formal approaches to executable specifications that can
be easily traced throughout the development cycle. One such
approach by Raj et al. [138] is Security Specification Lan-
guage (SSEL), which enables the specification of protection
mechanisms for various security threats. This is built on top
of the programming language C, and security constructs are
provided via an Application Programming Interface (API).
Other approaches, such as Li et al. [139] developed Snapper,
a hardware description language that "automatically inserts
dynamic checks in the hardware that provably enforce a given
information flow policy at execution time". Another effort
by Xiao et al. seeks to reduce the manual effort needed
to analyze the risks by proposing a Design Security Rule
Check (DSeRC), "a framework that can be integrated into
the conventional design flow to assist designers in analyz-
ing vulnerabilities and evaluating security at all stages of
the design" [140]. Given the need to balance security and
PPA, any solution that does not increase design overhead
and time to learn new paradigms is preferred, as it may lead
to greater adoption. Furthermore, a future research direction
could focus on security-driven EDA [103], where security is
a constraint to consider in the development flow, in addition
to functional correctness and PPA.

To avoid negative impact of security measures on func-
tional safety, efforts are being made to ensure that the specifi-
cation of security measures takes into account the functional
safety implications. Among others, IEEE Standard Associ-
ation has released IEEE 2851-2023 "IEEE Approved Draft
Standard for Functional Safety Data Format for Interoperabil-
ity within the Dependability Lifecycle", which also considers
a safety-security alignment flow [12].

Integration of Unsecure Third-party IP Blocks

Description: While in Section I1I-A2, we discussed the issue
related to the integration of third-party IP blocks, in this sec-
tion, we focus on the impact they have on IC security, for the
cases where the IP blocks are not assumed to be intentionally
unsecure or malevolent, e.g., contain a hardware Trojan, but
can still cause security issues, e.g., leakage of cryptographic
keys or sensitive data. This issue is an external threat, when
looking at it from the perspective of the IP integrator, as the
ICs are provided by third parties.

Impact on IC trustworthiness: The IP integrator is limited
in the security evaluation that it can perform on these third-
party IP blocks, because they are usually not actively involved
in their development and have no access to the source of
the IP block. This makes it difficult for the IP integrator
to ensure that the IC is secure. The complexity increases
further when the IP integrator is dealing with an encrypted
IP block. Furthermore, third-party IP blocks are developed
without exact knowledge of the system in which they will
be integrated, which makes it is difficult for them to ensure
security compliance within the IC, thus having a negative
impact on IC trustworthiness.

Countermeasures: Efforts are made, such as in [141], to
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FIGURE 13. IP security assurance process flow adapted from [141].

provide a security assurance methodology between the IP
vendor and the integrator, which provides evidence for the
assessment of the security risk of known relevant security
concerns and an IP integration threat model, as depicted in
Fig. 13.

Further efforts have also been made at the standardization
level with the Security Annotation for Electronic Design In-
tegration (SA-EDI) standard [47] by Accellera. This standard
“specifies an approach to provide information about the IP
[block] security relevant to the integrator and recommended
mitigations to implement and risk to address’ [47]. Based on
this standard, together with the relevant design files, the IP
vendor should also provide a bundle that includes: a definition
of crucial assets and elements within the IP block, a database
with information about security weaknesses, e.g., based on
CWE, information about the behavior of the assets and the
associated weaknesses, and a database with the relevant in-
formation that can be used by the IP integrator for threat
modeling. This information should be exchanged in a human-
readable and machine-readable format. The standard is new,
first published in 2021, and efforts for its integration are
underway. Since this is an external issue, a solution would
be to work with proven trustworthy IP vendors, who apply
the standards and flows described by the aforementioned
standards.

Unsecure On-chip Communication

Description: Another significant aspect of security, in addition
to cryptographic key generation and management, is the secu-
rity of on-chip bus communication between IC components.
Moreover, an additional challenge appears with the increasing
complexity of on-chip communication and the utilization
of Network-on-Chip (NoC) to facilitate communication be-
tween SoC modules.

Impact on IC trustworthiness: If communication between
the different IC components is not protected, trustworthiness
is negatively impacted, e.g., by leakage of sensitive data. For
safety-critical applications, predictability, i.e., guarantees on
delay and throughput, is important [142]. Attacks, such as
flooding, a type of Denial of Service (DoS) attack, the NoC
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with additional packets [143], can cause congestion and thus
affect delays, thus also affecting the functional safety of ICs
deployed in a safety-critical system. This is an internal threat
from the perspective of the IP integrator, and can be caused
by the hardware architect.

Countermeasures: A common approach to ensure the se-
curity of IC is the integration of security subsystems [144],
also known as Hardware Security Modules (HSMs). One of
the main tasks of these modules is the protection of on-chip
bus communication. As with other aspects of security, on-chip
communication can be negatively impacted by the presence
of hardware Trojans. An example is the insertion of hardware
Trojans by exploiting partial specification. Fern er al. [145]
developed a Trojan communication channel in an SoC bus,
which is very difficult to detect and only requires altering
the bus signal during a period of time that is not fully spec-
ified. Efforts to prevent this issue have also been ongoing in
academia. Kim et al. [146], [147] propose a bus architecture
that incorporates additional security features, e.g., security-
enhanced address decoding, arbitration, multiplexing, and
wrapping, to increase resilience to certain hardware Trojan
attacks.

In the case of NoC, the use of more complex encryp-
tion methods in such a large design can negatively impact
performance. To overcome this, Saeed er al. [148] propose
a security architecture incorporating a security module for
identification and verification. This approach is applicable to
shared memory systems and enables secure communication
by retrieving and verifying the identity of each packet. Sarihi
et al. [149] propose a lightweight architecture for SoCs that
utilizes an NoC that provides security against certain attacks,
such as packet sniffing, with a lower area and power overhead.

Overcoming this issue is a matter of balancing the security
requirements with PPA requirements. A comprehensive col-
lection of emerging security solutions for on-chip communi-
cations is provided in [150].

Table 8 summarizes the general issues that affect the secu-
rity of ICs.

2) Hardware Trojans

An important category of security threats is hardware Tro-
jans, which first appeared in the research literature about two
decades ago [151]. A hardware Trojan is a modification to the
circuit with malicious intentions that includes performance
degradation, change in functionality, and data leakage. Gener-
ally, a hardware Trojan, a simplified representation of which
is shown in Fig. 14, is made up of a trigger, used to activate the
Trojan, and a payload circuit, used to implement the desired
effect, where the trigger is difficult to activate and the payload
is stealthy.

Generally, it is assumed that hardware Trojans are inserted
by third parties or untrusted actors along the development
flow with the intention of harming the IP owner or the end-
user [98], [99], [100], [101], [102], [103]. However, it can also
be the case that the IP owner may intentionally add hardware
Trojans in the form of backdoors [26], which can be used to
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FIGURE 14. Simplified depiction of a hardware Trojan circuit.

leak data or alter functionality at a later stage during opera-
tion. Moreover, the existence of hardware Trojans affects not
only security, but also all other attributes of trustworthiness.
For example, hardware Trojans can be implemented to reduce
reliability by accelerating wearout mechanisms [152].

Various publications exist on the taxonomy of hardware
Trojans. Tehrani et al. [153] provide a summary of various
Trojan taxonomies and detection methods in the initial years.
Wang et al. [154] propose a taxonomy based on physical
(type, size, distribution and structure), activation (externally
activated and internally activated), and action (modify func-
tion, modify specification, or transmit information) charac-
teristics. Bhunia et al. [99] propose a taxonomy based on
trigger type (digital, analog) and payload type (digital, analog,
information leakage and denial-of-service). Salmani et al.
[155] propose a more recent and thorough taxonomy that
classifies Trojans according to the insertion stage, abstraction
level, activation mechanism, effect, location, and physical
characteristics. Xi et al. [102] provide a similarly thorough
taxonomy, synthesized from previous publications.

As is evident from the complex taxonomy of hardware Tro-
jans, it is accepted that there is no single solution to cover all
potential hardware Trojans [99], [26], and countermeasures
depend on the type of Trojan being targeted. Countermeasures
focus on detection, design for trust, and split manufacturing
for trust [98], [99], [102]. Trojan detection techniques are
generally divided into pre-silicon and post-silicon [98], [100],
[101], [102], [103]. Pre-silicon techniques can be based on
switching probability analysis, structural checking, and secu-
rity verification [103]. Post-silicon techniques can be destruc-
tive,e.g., reverse engineering, and nondestructive, e.g., optical
detection, logical testing, and side-channel signal analysis
[102]. To avoid the increasing costs of dealing with Tro-
jans in later development stages, when possible, pre-silicon
and nondestructive techniques are preferred. Additionally, a
drawback of most detection techniques is that they require
a golden model, which is a Trojan-free version of the de-
sign. Since the possession of a golden model cannot always
be assumed, the research trend is to move towards golden-
model-free detection supported by machine learning [102].
However, machine learning algorithms themselves are also
subject to attacks, where structural problems can be exploited
to decrease the accuracy of classifier [156]. Trust-Hub [157]
provides and maintains an increasing database of hardware
Trojans that are implemented in RTL, netlist, etc.

Given the negative impact that the existence of hardware
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TABLE 8. Summary of general issues that affect the security of ICs.

Criteria Insufficient specification of security Integration of unsecure third-party IP Unsecure on-chip bus communication
measures block
Internal / External Internal External Internal

Requirements engineer
Source Hardware architect
Security engineer

Third-party IP vendor

Hardware architect
Security engineer

Requirement elicitation

Sz off inivedingion Architecture definition

Any, starting with Architecture definition

Architecture definition
High-level system model

Leaked cryptographic keys or sensitive data

Leaked cryptographic keys or sensitive data

specifications
Utilize a security-driven EDA flow

Otz Safety hazard from exploited vulnerabilities Leaked cryptographic keys or sensitive data Performance impact
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FIGURE 15. Investigated hardware Trojans in the IC development flow.

Trojans can have on the reputation of companies, information
about their existence in the field is scarce; still, there are
presumed examples of their impact in military applications
[158]. Nevertheless, there are many efforts in academia to
deal with hardware Trojans, and potential Trojans are con-
stantly being described and analyzed.

Our proposed taxonomy for issues that affect trustworthi-
ness of ICs covers more than just hardware Trojans. There-
fore, rather than using an existing taxonomy for hardware
Trojans, we focus on four practical groups of hardware Tro-
jans introduced during the specification and design stages of
IC development; i.e., hardware Trojans within specification,
hardware Trojans in third-party IP blocks, and hardware Tro-
jans introduced by rogue in-house designers. Fig. 15 shows
the possible different stages in which these hardware Trojans
could be inserted.

Hardware Trojans within Specification

Description: Most of the literature previously discussed fo-
cuses on hardware Trojans inserted after specification, during
design and fabrication, and considers that specification is car-
ried out by a trusted party. However, it is possible for hardware
Trojans to be inserted within the specification [101], [26].
Given that most techniques for detecting hardware Trojans
require a golden model that is developed based on a given
specification, Trojans within specification become even more
difficult to detect. Furthermore, it is possible for hardware
Trojans to be inserted by exploiting a partial specification.
Fern et al. [145] developed a Trojan communication channel
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in an SoC bus, which is very difficult to detect and only
requires altering the bus signal for the period it is not fully
specified. This is an internal issue from the perspective of IC
development, as the hardware architect creates the specifica-
tion.

Impact on IC trustworthiness: Specification Trojans can be
inserted to cause inadequate library choices, data leakage, and
facilitate future Trojan insertion [101]. The negative implica-
tions such Trojans have on the trustworthiness aspects of IC
development are of concern. This is because the verification
steps would not detect these Trojans, since they would be
treated as functional features.

Countermeasures: A countermeasure to this issue is the
implementation of a thorough review process of specification
documents [101]. Furthermore, the use of open source IP
blocks may reduce the risk of inserting hardware Trojans at
this stage, due to the transparency of such IP blocks, which
can make it harder for malicious actors to insert hardware
Trojans without being noticed.

Hardware Trojans in Third-party IP Blocks

Description: Third-party IPs represent an ideal opportunity
for malicious third parties to insert design modifications and
secret backdoors. From the perspective of the IP integrator,
this issue represents an external threat, as the Trojans are
contained in the integrated third-party IP blocks.

Impact on IC trustworthiness: The outcome of this issue
can be a change in functionality, performance degradation,
by causing reliability issues or even failure, data leakage,
including sensitive data, and the facilitation of future attacks
[26].

Countermeasures: Various countermeasures can be ap-
plied, e.g., formal verification and code analysis [26] for soft
IPs; testability-based analysis [159] for firm IPs; and post-
silicon measures, such as side-channel analysis, for hard IPs
[160].

Hardware Trojans Introduced by Rogue In-house Designers:

Description: An additional highly feasible strategy to intro-
duce hardware Trojans is through rogue in-house designers
[26], [161]. This issue is internal to IC development and is
very difficult to defend against because it is easy for the
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designer to insert the Trojan during the design stages, due to
their access to the internal design files.

Impact on IC trustworthiness: The outcomes of this issue
are similar to those of the previously described hardware
Trojans, including data leakage and IC performance degra-
dation. What makes this type of hardware Trojans especially
troublesome is the increased feasibility of attack by in-house
designers since they are generally regarded as trusted par-
ties. Furthermore, counteracting designers-inserted Trojans is
even more difficult since the in-house designer is likely to
have more information about the functionality of the IC, and
insights about the internal development flow of the design
house, and thus can tailor the Trojans to evade some verifi-
cation and testing countermeasures.

Countermeasures: Among the countermeasures that could
help detect this issue are code review and analysis, including
formal verification, for RTL-level Trojans and Layout Versus
Schematic (LVS) verification for layout-level Trojans. Fur-
thermore, machine learning could be used for Trojan detec-
tion [162] by trying to detect abnormal design deviations.

Table 9 summarizes the issues related to hardware Trojans
that affect the security of ICs.

D. ISSUES IMPACTING FUNCTIONAL SAFETY

The last aspect of trustworthiness that we consider in this
paper is functional safety, which is concerned with mini-
mizing the risk of physical injury or property damage due
to the malfunction of ICs. Being functionally safe is, thus,
a critical non-functional requirement for ICs to ensure their
correct functionality under environmental influences, espe-
cially for safety-critical applications, such as automotive and
aerospace. In fact, functional safety is the top priority for
such industries, especially since they are moving towards fur-
ther automation, e.g., Advanced Driver Assistance Systems
(ADAS) are increasingly adapted in automotive [163] and
automation is considered the future of the aviation industry
[164].

Multiple industry-specific standards exist that provide
guidance on how SMs, i.e., software and hardware measures
to rectify the effect of random faults, should be implemented
and define functional safety metrics that must be reached to
achieve the required Safety Integrity Level (SIL) [50]. For
the aviation industry, the DO-254/ED-80 Design Assurance
Guidance for Airborne Electronic Hardware standards pro-
vide guidance on how to develop semiconductors and define
five Design Assurance Levels (DALs) with respective func-
tional safety metrics [165], [48]. For the automotive industry,
the ISO 26262 Road vehicles — Functional safety standard
[30] defines four Automotive Safety Integrity Levels (ASILs)
and the required functional safety metrics to reach the as-
signed ASIL. For example, in the case of the highest level,
ASIL D, these metrics need to have the following values [30]:

« Probability Metrics of Hardware Failures (PMHF) < 10

Failure in Time (FIT);
« Single-Point Fault Metric (SPFM) > 99%;
« Latent Fault Metric (LFM) > 90%.
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FIGURE 16. Investigated issues that affect the functional safety of ICs.

The respective ASIL is assigned based on performing
Hazard Analysis and Risk Assessment (HARA) regarding
the, exposure, controllability, and severity of hazards. For
example, ICs used in airbags or anti-lock braking systems are
very safety-critical and thus have an ASIL D rating [166].

As described in Section II-B, two main types of failures
exist that can lead to safety hazards, systematic and random.
SMs are essential to ensure resilience against random faults.
Therefore, to achieve the required metrics and ensure the
functional safety of the IC, SMs are implemented. They can
be built in the form of redundant logic, such as Dual-Core
Lockstep (DCLS) and Triple Modular Redundancy (TMR),
or realized based on information redundancy, such as Error
Correcting Code (ECC). In all cases, SMs cause an overhead
in the semiconductor area and a reduction in performance,
which is one of the reasons why only a necessary, but suffi-
cient, number of SMs are implemented.

In this paper, we restrict ourselves to three main issues
that are crucial to address in order to ensure the develop-
ment of functionally safe ICs, i.e., insufficient specification
of safety mechanisms, improper implementation or missing
safety mechanisms, and integration of unsafe third-party IPs
blocks. The stages in which these issues appear are depicted
in Fig. 16. Although specification-related issues appear early,
starting from the specification stage, those related to the
implementation of safety mechanisms and the integration of
third-party IPs blocks appear in later stages.

Insufficient Specification of Safety Mechanisms

Description: The efforts to make an IC functionally safe start
as early as the requirement definition and specification stage,
also known as the concept phase per ISO 26262-3:2018 [30].
In the case of automotive IC development, the process of
defining functional safety requirements is depicted in Fig. 17,
and it involves OEM (car manufacturer) and Tier1/2 suppliers
(ECU developer/IC developer). Based on HARA and the item
definition, the safety goals are formulated and a functional
safety concept is defined at the system level by the OEM.
During IC development, a technical safety concept is derived
by the Tierl/2, after performing a safety analysis, which
considers the system architecture to arrive at the choice of
the SM. The technical safety concept specifies the technical
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TABLE 9. Summary of hardware Trojan issues that affect the security of ICs.

Architecture definition

Criteria Hardware Trojans within specifications Hardware Trojans in third-party IP blocks Hardware Trojans introduced by rogue in-
house designers
Internal / External Internal External Internal
Source Requirement engineer Third-party IP vendor IC designer
. . . . . High-level system model
S 6 e daion Requirement elicitation Any, starting with Architecture RTL design
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FIGURE 17. Functional safety requirements flow.

safety requirements for the architecture, which are broken
down into hardware and software safety requirements that
define the necessary functionalities to achieve the safety
goals. Finally, the hardware development team must convert
the technical safety requirements into an architecture and
design that satisfy the requirements. It is possible that the
ICs may also be developed by a semiconductor design house
without considering a specific application, i.e., as an ‘“off-
the-shelf”” generic component. In such a case, for automotive
applications, ISO 26262-10:2018 provides guidance on how
to develop a Safety Element out of Context (SEooC) based on
Assumptions of Use (AoU) and deduced safety requirements
[30], [163].

The Failure Modes and Effects Analysis (FMEA) is the
most common functional safety analysis method that is per-
formed early to identify potential failure modes and system-
atically analyze them with respect to their cause and conse-
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For example, ISO 26262-5:2018 provides estimations for the
diagnostic coverage of various SMs that can be considered in
FMEA to choose the right combination of SMs [167].

Impact on IC trustworthiness: This issue can have safety
implications, such as the selection of incorrect SMs, impact-
ing human life and property, and can arise in many ways.
Gaps and errors in the specification of SMs can arise if
the FMEA is not performed completely and correctly or if
the requirements specification is ambiguous. For example,
critical failure modes may be left out or improper SMs may
be chosen due to unclear requirements formulation.

An example of a system that failed as a result of SMs that
were not properly specified is the unfortunate nuclear disas-
ter in Fukushima, Japan. In this accident, the safety system
failed even though all safety measures were activated. It was
later discovered that the reason for the disaster was that the
implemented SMs did not adequately isolate the redundant
system due to incorrect assumptions [168], [169], [170].

Countermeasures: To avoid this issue, many steps need
to be undertaken. First, the safety specification should be
complete, clear, measurable, and traceable, and should fulfill
the requirements imposed by the safety standards. Further-
more, the correctness and completeness of the FMEA must
be ensured.

As compliance with the standards is crucial to avoid li-
ability, adhering to the latest versions of the standards is a
must. Since semiconductor technology and the industry are
constantly evolving, the safety-related values may be updated
to reflect the state-of-the-art. For instance, the estimated di-
agnostic coverage values of SMs provided in these standards
may be updated according to measured values from the field.
Furthermore, an increased number of reliability issues are
associated with smaller nodes leading to reduced failure rates
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[171]. Furthermore, ICs are being applied in new applications
with potentially different environmental conditions, and the
FMEA must anticipate future failure modes of these emerging
applications. Finally, based on previous experiences with ICs
with similar safety implications, some SMs may already be
included in the functional safety concept. Such SMs must be
validated during the verification stages to ensure that they
apply to the current design and manufacturing technology.

Improper Implementation or Missing Safety Mechanisms

Description: SMs can be improperly implemented by in-
house designers as a result of systematic faults. Usually, SMs
are implemented manually (hard coded in RTL) or semi-
automatically (script-based), which requires lengthy and te-
dious verification and is prone to errors, especially for com-
plex IC designs [172]. For example, a required but tedious
safety verification step when implementing SMs is to ensure
Freedom from Interference (FFI) of redundant blocks. This
issue can arise during any stage of development and is an
internal issue from the perspective of IC development.

Impact on IC trustworthiness: The outcomes of this issue
are grave since the system will be unsafe and susceptible to
failures that lead to hazardous events, and hence to phys-
ical injury or property damage. Furthermore, if inefficient
methods are used for the implementation of SMs, there is
an increase in the risk of delays in schedule, as well as of
development efforts.

Countermeasures: To ensure the proper implementation of
SMs, simulation-based fault injection campaigns are carried
out and functional verification of SMs is performed. Using
fault injection campaigns together with quantitative Failure
Modes, Effects, and Diagnostic Analysis (FMEDA), it is pos-
sible to measure the diagnostic coverage of the SMs and the
resulting safety metrics for the IC against random hardware
failures [167]. Meanwhile, systematic failures can be avoided
by using simulation-based functional verification and formal
equivalence checks of pre- and post-SMs insertion netlists.
Fig. 18 depicts a suggested implementation flow that con-
siders SMs systematically from the architecture stage, e.g.,
using DCLS, all the way through physical implementation,
e.g, ensuring FFI; as well as the respective verification stages
that use fault campaigns to ensure that SMs meet the ap-
propriate metrics at RTL and netlist-level. In addition, in the
automotive domain, the ISO 26262-8:2018 standard requires
that software-based tools used in the functional safety context
must have a Tool Confidence Level (TCL) of 1, or otherwise
be independently qualified [30].

To ensure the traceability of SMs specification throughout
development, avoid manual effort, and reduce the risk of
designers introducing errors during the manual implemen-
tation of SMs, the EDA industry has recently presented the
possibility to automatically implement and verify SMs with
EDA tools [173]. Such efforts have already begun at the stan-
dardization level by the Accellera Functional Safety Working
Group [174].
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Integration of Unsafe Third-party IP Blocks

Description: Developing an IP generally involves the inte-
gration of various third-party IP blocks. It is common that
not all these third-party IP blocks have been developed to
the functional safety requirements for the IC, and should be
treated as SEooC. In fact, IP vendors develop their IP blocks
according to the targeted ASIL and AoUs and provide the re-
quired documentation and safety manuals to the IP integrator,
including the assumed safety requirements, safety concept,
AoUs, FMEA/FMEDA reports, ASIL tailoring, implemented
SMs, resulting functional safety metrics, etc. [30], [166],
[163]. The issue of integrating unsafe third-party IP blocks
arises from the risk posed by different supply chain parties,
IP vendors and IP integrators, and applies to the integration
of IP blocks into an IC as well as the integration of an IC
into a system, e.g., an ECU. Without restricting applicability,
we focus on the integration of IP blocks in the automotive
domain and analyze it from the IP vendor and IP integrator
perspective.

From the IP vendor perspective, targeting a high ASIL is
associated with an increased overhead in the development
process, especially with respect to verification and docu-
mentation. This effort should not be underestimated, espe-
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cially by IP vendors who are new to the automotive domain.
For example, IP vendors need to perform detailed IP-level
FMEA/FMEDA that shall be provided to the IP integrator
for their IC-level FMEA/FMEDA. Furthermore, depending
on the type of IP block and the targeted ASIL, other functional
safety analysis such as Fault Tree Analysis (FTA), Dependent
Failure Analysis (DFA), and pin-level FMEA may be required
[163].

This issue arises during the development stage in which the
IP is integrated, and from the perspective of the IP integrator,
it is an external issue, as the IP blocks are provided by third
parties.

Impact on IC trustworthiness: Due to the limited availabil-
ity of resources, there is a risk that IP vendors deliver IP
bundles that do not include comprehensive safety reports or
development documentation.

From the IP integrator perspective, blindly trusting the
claims of an IP vendor without providing the required doc-
umentation and proof of meeting the respective ASIL metrics
can have dangerous consequences. However, it is not feasible
for the IP integrator to re-conduct the FMEA/FMEDA for all
integrated IP blocks due to the lack of deep technical insights
into the design of each IP block, and the limited resources.
This can result in deficient IC-level FMEA/FMEDA, and
hence unsafe ICs that do not mitigate the risk of all relevant
failure modes to an acceptable level.

Countermeasures: To trust the safety of an IP block, the
IP integrator should perform multiple steps. First of all, to
meet ISO 26262 [30] requirements, IP integrators should re-
quire evidence of an organization-wide safety culture from
IP vendors, and comprehensive documentation of their de-
velopment process. This documentation should encompass
achieved functional safety metrics, safety manuals, validation
and confirmation measures, and all relevant work products
related to the safety case. The safety case is defined in
1SO26262-10:2018 [30] as an ‘“‘argument that the safety re-
quirements for an item are complete and satisfied by evidence
compiled from work products of the safety activities during
development”. This documentation is necessary for the safe
integration of the provided IP block.

In addition to considering the provided documentation
from IP vendors, it is recommended that IP integrators crit-
ically review the processes and safety culture of the IP ven-
dor [163]. To reduce effort and accelerate the assessment,
it may be reasonable to require an independent functional
safety certification by dedicated parties for the processes and
products of the IP integrator [30], [166], [163]. Furthermore,
it remains the responsibility of the IP integrator to critically
and carefully review the AoUs of each IP block to ensure that
they are in line with the functional safety requirements of the
IC under development.

Table 10 summarizes the issues that affect the functional
safety of ICs.
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IV. EVALUATION METHODOLOGIES FOR ATTRIBUTES OF
TRUSTWORTHY INTEGRATED CIRCUITS

In the previous sections, various issues that negatively impact
the trustworthiness of ICs were described. Although the is-
sues described in this paper occur during the specification
and design phases, the entire supply chain of ICs is suscep-
tible to issues that affect IC trustworthiness. The described
issues affect the attributes of correct functionality, security,
reliability, and functional safety. In practice, these issues are
handled by engineers who are focused on the discipline the
issue affects. For example, a security engineer would work on
implementing a secure on-chip communication system, while
a functional safety engineer would work on implementing
adequate SMs. Therefore, in this section, we investigate exist-
ing approaches for evaluating each of the trustworthiness at-
tributes and explore their applicability to the issues discussed
in this paper. The target being to explore whether an existing
methodology covers the impact of an issue on all attributes of
trustworthiness.

Currently, various trustworthiness attributes have their own
attribute-specific evaluation methodologies. These method-
ologies can be used to assess how an issue will impact the
respective development aspect of the IC. In the following,
we will summarize some of the most widely used evaluation
methodologies.

A. EVALUATION METHODOLOGIES FOCUSED ON
RELIABILITY ASPECTS

FMEA, described in detail in Section III-D, is used in various
industries, e.g., automotive, aerospace, and healthcare, for
reliability purposes to identify and evaluate potential failure
modes. A numerical value used for this evaluation is the Risk
Priority Number (RPN). RPN is used for risk analysis and
assessment, to prioritize and assess risks associated with var-
ious components. It has three factors, severity (S), occurrence
(O), and detection (D), each of which can have a value of up
to 10. It is calculated using (1).

RPN =Sx0 D (1)

By considering criticality as an additional factor, the
FMEA has been extended to the Failure Modes, Effects, and
Criticality Analysis (FMECA) [175], but it is not widely
established for electronic systems. Since functional safety is
concerned failure modes and their effect on safety-related
functionalities, reliability methodologies such as the FMEA
are widely adopted in functional safety standards. In addition,
as described in Section II1I-D, FMEDA is another extension of
FMEA, used in functional safety applications.

B. EVALUATION METHODOLOGIES FOCUSED ON
SECURITY ASPECTS

Common Weakness Scoring System (CWSS) [176] is a
security-focused scoring system that is mainly used to rate
software weaknesses, but can also be applied to hardware
ones. Table 11 shows the various aspects considered when
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TABLE 10. Summary of issues that affect the functional safety of ICs.

Functional safety engineer

Functional safety engineer

Criteria Insufficient specification of safety Improper implementation or missing safety Integration of unsafe third-party IP blocks
mech i mecl i

Internal / External Internal Internal External
Requirements engineer .

Source Hardware architect IC designer Third-party IP vendor

Stage of introduction

Requirement elicitation
Architecture definition
High-level system model

Any, starting with Architecture definition

RTL design
Gate level netlist synthesis
Layout

Unsafe IC that can lead to the manifestation
of hazardous events

Unsafe IC that can lead to the manifestation

IC does not mitigate the risk of all relevant

mandated by standards
Apply functional safety-aware verification
Implement sufficient SMs

Apply simulation-based fault injection
campaigns

Omiew () Impact on performance if excessive SMs of hazardous events failure modes to an acceptable level
are selected
Follow the latest relevant functional safety Ensure FFI of redundant block IP vendors should pf'owdt\e ev1ldence of safety
standard . . . culture, documentation of their development
Provide all the necessary work products [mplement and verify SMs with automatically process and the safety case
Countermeasure(s) with the EDA tool flow

IP integrator conducts its own
functional safety assessment
Critically and carefully review the AoUs

TABLE 11. Common Weakness Scoring System (CWSS) [176]. T
Specialist
e : Expertise
Base Finding Environmental Attack Surface
Technical Impact Business Impact Required Privilege
Acquired Privilege Likelihood of Discovery Required Privilege Layer Ela'p sed Knowledge
Acquired Privilege Layer Likelihood of Exploit Access Vector Time of Item
Internal Control External Control Authentication Strenght
Effectiveness Effectiveness
Finding Confidence Prevalence Level of Interaction Atta(?k.
Deployment Scope Feasability
Base Finding Subscore Environmental Attack Surface . Window of
Subscore Subscore Equipment Opportunity
y 4y y
CWSS Score

calculating CWSS. It calculates three subscores for base find-
ings, attack surface, and environmental score. For example,
base finding metrics look at technical impact (potential re-
sult produced by weakness), acquired privilege (privilege ob-
tained by attacker), acquired privilege layer (operation layer
accessed by attacker), internal control effectiveness (how ef-
fectively are the internal controls against the weakness), and
finding confidence (confidence that issue is a weakness and
can be utilized).

The Common Weakness Risk Analysis Framework
(CWRAF) [177] can be used in conjunction with CWSS to
measure the risk of security weaknesses. Although it does
not calculate a single metric, it does provide a structured
process for evaluating risk, including a Technical Impact
Scorecard, which contains the effects in case the weakness
is exploited. If weaknesses lead to specific vulnerabilities,
then Common Vulnerability Scoring System (CVSS) [178]
can be used to assess the severity of specific vulnerabilities.
This methodology can be used in security assessment, e.g.,
to calculate the attack feasibility when assigning a Cyberse-
curity Assurance Level (CAL) in the ISO/SAE 21434:2021
Road vehicles - Cybersecurity standard [43]. CVSS calculates
a base, temporal, and environmental metric. It looks at the
attack vector and complexity, the required privilege, the user
interaction, and scope, while assessing the impact on CIA.
The vulnerability gets a CVSS score between 0 (low) and 10
(critical), which can be calculated using the CVSS Version
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FIGURE 19. Factors considered for evaluating the attack potential per
Common Criteria.

3.0 Calculator [179].

Other evaluation systems also exist, including STRIDE
[180] or DREAD [181]. STRIDE is focused on potential
threats and attacks against software systems in order to cat-
egorize security vulnerabilities. It is used to place threats
into one of the following categories: spoofing, tampering,
repudiation, information disclosure, and DoS. DREAD can
be used to assess the impact of such threats by assessing
their damage potential, the ease of reproducibility, the level
required for exportability, the number of affected users, and
the ease of discoverability.

In the realm of IoT devices, especially in chip cards, an ad-
ditional security evaluation methodology is provided in Com-
mon Criteria (CC) [182]. CC is a set of standards for evalu-
ating the security features of products and systems. Among
the documents published by CC, the Common Methodology
for Information Technology Security Evaluation [183] de-
fines an evaluation methodology for attack potential, which
considers five different factors, as shown in Fig. 19. Each of
these factors (elapsed time, specialist expertise, knowledge
of the Target of Evaluation (TOE), window of opportunity,
required equipment) is given a value from an adaptable nu-
merical scale, the sum of which indicates the attack potential.
ISO/SAE 21434:2021 Annex G.2 [43] has adapted the factors
of attack potential to evaluate the feasibility of cybersecurity
attacks in the automotive domain.
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TABLE 12. Coverage of issues by existing evaluation methodologies.

Reliability
methodologies
methodologies
Functional safety
related

related
Security

Issue

methodologies

> related

Architectural flaws

Insufficient PDK quality

Insufficient specification of PPA parameters

Integration of counterfeited third-party IP blocks

Integration of blackbox third-party IP blocks

| | >

Integration of malfunctioning third-party IP blocks

Insufficient specification of the test concept X

follaliailialiel

Improper or missing implementation of DFT logic X

Insufficient specification of security measures

Integration of unsecure third-party IP blocks

Unsecure on-chip bus communication

HW Trojans within specification

HW Trojans introduced in third-party IP blocks

P PR <[ | | <

HW Trojans introduced by rogue in-house designers

Deficient signal and power integrity X

Insufficient specification of SMs

Improper implementation or missing SMs

| <[ | <

Integration of unsafe third-party IP blocks

Since these various methodologies are focusing on the
same target, i.e., reducing the risk of attacks, some factors are
shared among them, such as the impact of the attack, internal
controls to defend against it, and the feasibility of the attack
being carried out.

C. EVALUATION METHODOLOGIES FOCUSED ON
FUNCTIONAL SAFETY ASPECTS

From a functional safety perspective, there are various field-
specific standards that assign a SIL. This assignment is
carried out after assessing the impact of potential hazards
on functional safety and conducting a risk assessment as
part of the HARA process. In the automotive industry, the
ISO 26262-9:2018 [30] standard provides guidance for as-
signing ASIL, which is described in detail in III-D. Simi-
larly, in the aviation industry, the DO-254 Design Assurance
Guidance for Airborne Electronic Hardware standard assigns
a DAL between A (highest) and E (lowest) [184]. These
methodologies consider factors such as the severity of impact,
the likelihood of occurrence, and the controllability of the
effects upon the occurrence of a hazard. Furthermore, as func-
tional safety is concerned with random faults, methodologies
from the reliability domain, such as FMEA, FMECA, and
FMEDA may also be applied.

V. CONCLUSION

Trustworthiness is becoming an increasingly important con-
sideration for IC development. Various disciplines may inter-
pret this term differently; in this paper, we discuss the term
trustworthiness and corresponding attributes in the context of
ICs. Our aim is to provide a simplified definition based on
the minimum number of attributes needed to cover all sub-
attributes of IC trustworthiness. The four identified primary
attributes are correct functionality, reliability, security, and
functional safety. Moreover, we investigate the interaction

VOLUME 11, 2023

between the impairments to trustworthiness attributes and
perform a review of critical pre-silicon issues that can cause
these impairments. Furthermore, we provide a consistent de-
scription of the issues and describe available and emerging
countermeasures. Finally, we give an overview of existing
methodologies dedicated to evaluating each attribute.

Although the discussed evaluation methodologies cover the
effect of an issue on specific attributes of trustworthiness,
such as reliability, security, and functional safety, they do
not provide a unified framework for evaluating the effect of
that issue on all attributes. As was evident in the description
of the discussed issues, many of them have an effect on
more than one attribute. However, as Table 12 shows, no
existing evaluation methodology can be used to evaluate the
impact of an issue on all attributes. Although certain factors
are shared between the different evaluation methodologies, a
nomenclature covering all these factors is lacking. Given that
the breadth of issues that a trustworthy IC faces is quite broad,
a comprehensive framework is needed. This topic requires
further exploration in future work.
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